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� �� � � � �� � � � ��������Quality Program and Validation Approach 

1. � � � �  ! ��" � � # $ � � �� � % � �& 1.What is the company's approach to software quality 
and validation? 

     

' �( ) * + � �� �� �� �System Inventory 

1.��, - ./ GxP*� Non-GxP 0 1 2 3 4( ) *
+& 

1.Is there a system Inventory, categorized by use in 
GxP and Non-GxP environments? 

     

2./ GxP 0 1 5 6 7 48 " ( ) ��9� � : & 2.Are all systems operating in a GxP environment 
validated? 

     

3. ; 9� � % ( ) ��" < = > � � & 3.Is there an action plan for nonvalidated systems?      
? ��@ A B  !  � �� �� �� �For Software Developed in House 

1.��" A B �C D 4
E F G H &< ��I J �K
L M & 

1.Do documented procedures for development and 
testing exist? Are they adequate and are they 
followed? 

     

2.��" � � � � N &����O P Q �� � ��R
S � � N T = & 

2.Is there a validation protocol? Is the content 
appropriate, and was the validation performed in 
accordance with the protocol? 

     

3.���" - .U V W �X�Y Z �X& 3.Are user requirement and functional specifications 
available? 

     

4.��" ( ) [ � �X& 4.Do system design specifications exist?      
5.��" \ ] / Y Z [ � �X& 5.Do module/functional design specifications exist?      
6. [ � ��9: ^ _�� ` & 6.Has the design been verified by peers?      
7.��" ( ) % a _b �c d & 7.Do system schematics and descriptions exist?      
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     8.��" e Z f < g ( ) h i �j k l.4c d m 8.Is there a description of possible interactions and 
links with other systems?      

9.��" 	n G o p 4q r & 9.Is there a source code listing?      
10.	n G o p 4�s � o ��Z t u : f G o [ � U
v w x y z { 4| } s ~ & 

10.Is the source code annotated in such a way that a 
person with a similar education to the programmer 
can understand it? 

     

11.��" \ ] C D � � �i � & 11.Are there module test plans and results?      
12.��" ( ) C D � � �O X� � �C D � � & 12.Are there system test plans, acceptance criteria, 

and test cases? 
     

13. C D � � A n C D � ���9: � � & 13.Were the test plans authorized before testing 
started? 

     

14. C D � S ] ��� r � � � S & 14.Do test data sets represent realistic data?      
15. C D � S ] ��� r �� � ���� � �� � & 15.Do test data sets represent stress and worst case 

conditions? 
     

16. � �X� C D ��" C D � � 4� � & 16.Is there a test traceability matrix from 
specifications to testing? 

     

17.��" - .U � � �� � # � 4
E F G H & 17.Are there documented procedures for user 
feedback and change controls? 

     

18. G o � � �   ¡��" ¢ £ & 18.Are historical files of changes to programs 
maintained? 

     

¤ �¥ ¦ § ¨ © ª 4 ! �( )  � �� �� �� �For Software and Systems Purchased from a Vendor 

1.��" © ª � � ( ) 4« ¬ �G H & 1.Is there a policy and procedure for purchasing 
computerized systems? 

     

2.��" � � � � N &����O P Q �� � ��R
S � � N ­ T = & 

2.Is there a validation protocol? Is the content 
appropriate, and was the validation performed in 
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accordance with the protocol? 

3.���" - .U V W �X�Y Z �X& 3.Are user requirement and functional specifications 
available? 

     

4.��� `  ! / ( ) �/O ® � � 0 1 5 8 A B &¯ 4.How did you make sure that the software/system 
was developed in a quality environment? 

     

5. ¦ § ¨ ��° ± ² �¢ £ � � ( ) & 5.Does the vendor have an established and 
maintained quality system? 

     

6.��8 "  ! ³ t �@ A B & 6.Is all software developed in house?      
7. ´ � µ 8 "  ! ³ t �@ A B ¶· ¸ ¨ ��R M v ^
�¹ & 

7.If not all software is developed in house, does the 
subcontractor follow the same practices? 

     

8. ¦ § ¨ ��º ¦ � � » S & 8.Does the vendor provide evidence of validation?      
9. e �¼ ½ � � 
E & 9.Can validation documents be made available?      
10.	n G o p ��e �¦ § ¨ ¾ ¼ ½ & 10.Can the source code be made available at the 

vendor's site? 
     

11.��"  ! / ( ) � � �¿ § ( ) ¶7 t À Á Â Ã �
Ä Å (Æ Ç È É )V W 4.& 

11.Is there a software/system tracking and response 
system for defect reports and enhancement 
requests? 

     

12.��"  ! Ê � � ( ) �Ë Ì - .4Y Z c d & 12.Is there a description of the functions of the 
software or computer system and its intended use? 

     

Í �C D �6 7  � �� �� �� �Testing and Operation 

1.��, C D � � �O X� � �C D i � 4O XC D �
� N & 

1.Is there a protocol of acceptance testing with test 
cases, acceptance criteria, and test results? 

     

2. C D � � ��e � � Î - .U V W �X�Y Z �
X& 

2.Are test cases traceable to functional and user 
requirement specifications? 
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3. C D � S ] ��� r � � � S & 3.Do test data sets represent realistic data?      
4. C D � S ] ��� r �� � � � �& 4.Do test data sets represent worst case conditions?      
5.��" Ï Ð Q Ñ Ò Ó � Ô & 5.Have there been manual recalculations of selected 

jobs? 
     

6. ��Õ �Ë Ö ¢ £ × G & 6.Is there a preventive maintenance schedule?      
7.��Õ �Ø Ù Ú Û Ü × G & 7.Is there a schedule for ongoing calibrations?      
8.��" ( ) Û Ü �¢ £ Ý Þ & 8.Are there records of system calibration and 

maintenance? 
     

ß �� S /	n � S  � �� �� �� �Data/Raw Data 

1.��" �à �á â �ã ä �� ` �� � �å ¡(	n )
� S 4� � 7 æ G H & 

1.Is there an SOP for defining, collecting, entering, 
verifying, changing, and archiving (raw) data? 

     

2. Q Ñ Ò ã ä ç è � S (GxP � S )¶��9é ' U Ê 9
� � 4� ê � �� ` & 

2.Are critical data (GxP data) entered manually 
verified by 2nd person, or by a validated electronic 
method? 

     

ë �
E  � �� �� �� �Documentation 

1. ì " 
E í 7 (� � 7 æ G H �Ñ î �[ �[ � b �
( ) [ � b �ï ð ñ ò 
E ��X�̀ » �ó ô W õ

�C D ö 
E )��P ÷ ø t � ù ú û & 

1.Is existing documentation (Standard Operating 
Procedures (SOPs)�Manuals�Equipment Design 
Drawings�System Design Drawings�Technical 
Support Documents�Specifications�Certification�
On-line help and Test Documents) adequate and 
up-to-date? 

     

2.��" [ �- .ü ý & 2.Is there an equipment logbook?      
3.��" � � þ � Â Ã �i �& 3.Are there a summary report and conclusions of the 

validation? 
     

� ��� � �  	 �	 �	 �	 �Audit Trail 
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1.��" � S ã ä �¾ $ 4�� � � & 1.Is there an audit trail for data entry and processing?      
2. � ��� S % ã ä Ê � � ��¸ � ã ä U � � ¶�´
9� � 4× 	 �$ 
 & 

2.Do inputs or changes to methods and data include 
information on who entered them, and if they were 
changed, when and why? 

     

3.�� � � � � ³ �> K � � 
 � & 3.Are these changes automatically controlled by the 
computer?  

     

4. � � �� � � Y Z ��" 9� � & 4.Has the computer's audit trail function been 
validated? 

     

� ��� ¾ $ �Ý Þ  
 �
 �
 �
 �Error Handling and Recording 

1.”��”��Z K ( ) �> � � � � Þ & 1.Are errors detected and recorded automatically by 
the system? 

     

2.�> � �� � ��9� � & 2.Have automated error detection mechanisms been 
validated? 

     

3.��� Ü ��" 
E F G H & 3.Are there documented procedures on error 
corrections? 

     

� �� � # �  � �� �� �� �Change Control 
1.��" � � # � 4G H & 1.Are there procedures for change controls?      
2. ( ) �G o 4 � � ��u � � 4� � # � ¶̧ � Ó �

� ��� & 

2.Did alterations to system and programs subject to 
rigorous change controls, including re-validation 
and approvals? 

     

3. � � # � G H ��¸ � � ( ) � � � � � � 4�
 & 

3.Do the control procedures include an assessment of 
the impact on the system's validation status? 

     

4.��" � ` ( ) � � ! " # O < Ë Ì 4. $ & 4.How did you make sure that the system was 
"suitable for its intended use" after the change? 

     

� � �6 7 U % »  � ��� ��� ��� ��Operator Qualification 
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1. 6 7 U �G o [ � U ��9I J 4v ç & ' z { & 1.Are operators and programmers adequately trained 

for their job? 
     

2. 6 7 U �G o [ � U ��9 GxP��4z { & 2.Are operators and programmers trained on GxP 
regulations? 

     

3. ( × } Ò ��9v ç & ' z { ¶� ´ C D � GxP�
�& 

3.Have temporary employees been trained for their 
job, e.g., for testing, and on GxP regulations? 

     

4.�� ) " z { Ý Þ & 4.Are training records kept?      
5.��" z { � � 4 * + � , & 5.Is there an annual review of the training plan?      
� ' �� - / � ,  � � �� � �� � �� � �Reviews 

1.��" � � ( ) - �Ê ��4
E F G H & 1.Is there a documented procedure for inspections or 
audits of computer systems? 

     

2.��" ° T = * + � , & 2.Have annual reviews been conducted?      
3. 8 " � � N �Â Ã 4� - ��� ��" � � + .
(QA/QC)4 / f & 

3.The quality unit (QA/QC) is involved in review and 
approval of all protocols and reports? 

     

� ? � ) 
�� S 0 1 Ú  � � �� � �� � �� � �Security and Data Integrity 
1.��± ² I J % ) 
Q Ö 2 µ � � å ¼ ( ) ¶�Ö 2
G o �� S � 
 � / � 4 3 Á Ê � � & 

1.Is adequate security established to prevent 
unauthorized access to the system and loss or 
changing of programs, date, or control parameters? 

     

2.��" 9� � e ã ä � � Ü � S | } 44+& 2.Is there a list of persons who are authorized to enter 
and correct data? 

     

3. ) 
�5��9� � & 3.Have security features been validated?      
4.��" G o �� S �6 4
E F G H & 4.Is there a documented procedure for backup of 

programs and data? 
     

5. ´ " V ���e Q ¼ ½ � ê 7 å � S 4 8 û & 5.Printed copies of electronically stored data 
available if needed? 
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6.��" 9 � : 	4
E F G H & 6.Is there a documented procedure for disaster 

recovery? 
     

7.��" � 0 1 � � � ( ) 4 ; < & 7.Is the computer system evaluated for the influence 
of environment? 

     

8.�� = s > ? 0 1 @ ó � A B ¹ C &��" ) £ (
) Q D E @ ó � A B Ê < g � F G H 4e Z � I ;

< & 

8.Is the extent of any environmental radio frequency 
known? Are systems protected from the possible 
adverse effects of radio frequency interference or 
other electromagnetic interference? 

     

9.��" 
E F G H Q � W � = � ` ° å ¡ ! ��
S 4 ) J 0 1 K ; u | t ¾ $ �/ Ê � F L 4 3 M & 

9.Is there a documented procedure requiring routine 
verification that archived software and data remain 
sound and have not been damaged by physical 
handling and/or electromagnetic fields? 

     

10.��, " � - 8 " G o " @ N O 4G H & 10.Is there a procedure to check all programs for 
viruses? 

     

� ¤ �< g  � � �� � �� � �� � �Other 

1. P Q | } f � � ï ð | } % O 7 ç R �� S T & 1.Do key personnel and computer specialists 
cooperate closely? 

     

2. � � ( ) /��4- .¾ 8 ��" U @ � V º ¦ 4
W Ç X ' O ^ Ê O Y & 

2.Are service level agreements or contracts in place 
for services provided by outside agencies for 
computerized systems at regulated user’s sites 

     

*GxP Z [ f \ ] ^ æ v ç 47 æ �¹ ¶´ GMP�GCP�GLP…ö _  
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E  Documentation À Á Â Ã  Defect report 

E F G H  Documented procedure T =  Performed 
ü ý  Log book Õ G  Schedule 
a _b  Schematic | } 44+ List of persons 
j k l. Interaction �X Specifications 
q r  Listing [ �[ � b  Equipment Design Drawing 
8 û  Printed copies � ù ú û  Up-to-date 
^ Ç  Peers G o [ � U  Programmer 
O X� �  Acceptance criteria 3 Á  Loss 
� �  Feedback Ë Ì - . Intended use 
å ¼  Access � ! ¾ $  Physical handling 
å ¡(	n )� S  Archiving(raw) data ` »  Certification 
á â  Collecting Ä Å  Enhancement 
= > � �  Action plan � - / � ,  Reviews 
ï ð ñ ò 
E  Technical Support Document � � » S  Evidence of validation 
9 � � :  Disaster recovery � `  Verifying 
( ) [ � b  System Design Drawing �� � �  Audit Trail 
�à  Defining ¹ C  Extent 
) 
 Security ó ô W õ  Online help 
) 
�5 Security Feature ã ä  Entering; Input 
« ¬  Policy 7 å  Archived 
- � Inspection � -  Check 
P Q | }  Key personnel � Ü � S  Correct data 
	n G o p  Source code · ¸ ¨  Subcontractor 
� �  Matrix   
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Acceptance criteria O X� �  Key personnel P Q | }  
Access å ¼  List of persons | } 44+ 
Action plan = > � �  Listing q r  
Archived 7 å  Log book ü ý  
Archiving(raw) data å ¡(	n )� S  Loss 3 Á  
Audit Trail �� � �  Matrix � �  
Certification ` »  Online help ó ô W õ  
Check � -  Peers ^ Ç  
Collecting á â  Performed T =  
Correct data � Ü � S  Physical handling � ! ¾ $  
Defect report À Á Â Ã  Policy « ¬  
Defining �à  Printed copies 8 û  
Disaster recovery 9 � � :  Programmer G o [ � U  
Documentation 
E  Reviews � - / � ,  
Documented procedure 
E F G H  Schedule Õ G  
Enhancement Ä Å  Schematic a _b  
Entering ã ä  Security ) 
 
Equipment Design Drawing [ �[ � b  Security Feature ) 
�5 
Evidence of validation � � » S  Source code 	n G o p  
Extent ¹ C  Specifications �X 
Feedback � �  Subcontractor · ¸ ¨  
Input ã ä  System Design Drawing ( ) [ � b  
Inspection - � Technical Support Document ï ð ñ ò 
E  
Intended use Ë Ì - . Up-to-data � ù ú û  
Interaction j k l. Verifying � `  
 


