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— ~ Quality Program and Validation Approach

NI EHRBATH S E BT RERE T k7

1.What is the company's approach to software quality
and validation?

—~AB%FE

= ~ System Inventory

1.2 % B4 A 4 GxP* & Non-GxP B35 5482 4 4%
59

1.Is there a system Inventory, categorized by use in
GxP and Non-GxP environments?

2.7 GXP B TR XA 24 T EEKXB

2.Are all systems operating in a GxP environment
validated?

SAGHBHARRTA RATHHE?

3.Is there an action plan for nonvalidated systems?

=~ IR AR

= ~ For Software Developed in House

1.2 5 A HERBRZXIILRERF? AR R AR
B IE?

1.Do documented procedures for development and
testing exist? Are they adequate and are they
followed?

QREAESBFEZ I NEATHBUARFELETR

Bt E BT 2

2.Is there a validation protocol? Is the content
appropriate, and was the validation performed in
accordance with the protocol?

.G thAERF T KRR A RN ?

3.Are user requirement and functional specifications
available?

4T AR # AR ?

4.Do system design specifications exist?

S.&E A K éﬂ/I}b REZR T ARAS ?

5.Do module/functional design specifications exist?

6.2%3 A FHRiBRE ERAED?

6.Has the design been verified by peers?

TRERAZABATEERMBE?

7.Do system schematics and descriptions exist?
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BRAGEATHAEMAKRZLER R D ER X HU?

8.Is there a description of possible interactions and

links with other systems?

OREARERXNBZI L ?

9.Is there a source code listing?

10. B4 X B2 3 XL BB LB
GICE S EIE SN L &

AR X%t

10.Is the source code annotated in such a way that a
person with a similar education to the programmer
can understand it?

NATAER@ARNFERLEE?

11.Are there module test plans and results?

122 FH 2 4Bt E - GRIZERBRENR ?

12.Are there system test plans, acceptance criteria,
and test cases?

13. /EJ =R ‘I':%F%ﬁ /EJ nihﬁ'l 7’3@3&/7 ACR] 7}% ?

13.Were the test plans authorized before testing
started?

148 # B a2 FREETEHIE?

14.Do test data sets represent realistic data?

15. 8 R BFEAaXFRE “STBE” A _"RE KN?

15.Do test data sets represent stress and worst case
conditions?

I“ }E*k i'} /EJ aikj{ @ 75 /5' ai‘kﬁf‘&z%ﬁ Fi?i ‘?

16.Is there a test traceability matrix from
specifications to testing?

17 REAEREODRRY R H 2 MR F?

17.Are there documented procedures for user
feedback and change controls?

1BREALEE LT A 4K

18.Are historical files of changes to programs
maintained?

W EHEE X RBA LS

w9 ~ For Software and Systems Purchased from a Vendor

I REABEEMARZIBREAESF?

1.Is there a policy and procedure for purchasing
computerized systems?

2ABHESHEEINE
Wt ETRAAT?

%é\ lXB;‘ExiiE%@i

2.Is there a validation protocol? Is the content
appropriate, and was the validation performed in
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accordance with the protocol?

.G A LR A T KRR A RERAE ?

3.Are user requirement and functional specifications
available?

ARFHEAB ZHRLS T H BRI T AR ?

4 How did you make sure that the software/system
was developed in a quality environment?

SHEBMATCEILRERESETAAK?

5.Does the vendor have an established and
maintained quality system?

6.2 5 PR SRS A PEBE 7

6.1s all software developed in house?

7o RIFFT A BT AN BaB T RIEEE
M#6 7

7.1f not all software is developed in house, does the
subcontractor follow the same practices?

B AEIE T & T R A HGRIE 7

8.Does the vendor provide evidence of validation?

9.7 & AT #E L X AF 7

9.Can validation documents be made available?

108 442 X 46 A5 T & 446 BRI 2

10.Can the source code be made available at the
vendor's site?

NABZARB AREHERIEZR S fEABRKRER

BB A)ERZA ?

11.Is there a software/system tracking and response
system for defect reports and enhancement
requests?

NRATARBREMAARTARER Z et ?

12.Is there a description of the functions of the
software or computer system and its intended use?

I~ R BRAEAE

A ~ Testing and Operation

1.2 5 BB E G A% & BB & R 2 A48 3
279

1.Is there a protocol of acceptance testing with test
cases, acceptance criteria, and test results?

2ARREHI AT T HE L A A E RAKBRAREAR
%7

2.Are test cases traceable to functional and user
requirement specifications?
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SRRMBEAATRETEHIE?

3.Do test data sets represent realistic data?

4R B A ATFTRE "REKN ?

4.Do test data sets represent worst case conditions?

SAREAEBRUNFIHIE?

5.Have there been manual recalculations of selected
jobs?

6. R EHE T TApERTAE?

6.1s there a preventive maintenance schedule?

7.5 P AT R R ?

7.1s there a schedule for ongoing calibrations?

B.AEH 4 SR E R Mk bk ?

8.Are there records of system calibration and
maintenance?

N B R BAE

7 ~ Data/Raw Data

1EAEARE ~WE -~ N~ B3R~ G ERAFH(RAE)
BB BEERF?

1.Is there an SOP for defining, collecting, entering,
verifying, changing, and archiving (raw) data?

2.0 F TN IR (GXP £38) RELH

—F RE

2.Are critical data (GxP data) entered manually

B2 BT R verified by 2™ person, or by a validated electronic
method?
£~ XU + -~ Documentation

1A XHEEZEEERLR - FM > ZHEE -
% 4Rt B~ AT XA K W B E Ry
RARREXMH)ZETHAE B ARMIRA ?

1.Is existing documentation (Standard Operating
Procedures (SOPs) ~ Manuals ~ Equipment Design
Drawings ~ System Design Drawings ~ Technical
Support Documents ~ Specifications ~ Certification ~
On-line help and Test Documents) adequate and
up-to-date?

2ABAZMBHEM BT

2.Is there an equipment logbook?

QARG AHEBHEREREH?

3.Are there a summary report and conclusions of the
validation?

A\~ FEA 38 HE

A ~ Audit Trail
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1 EBARBERARBRIEZ AR B HE ?

1.Is there an audit trail for data entry and processing?

2B CBIBEOMARYE ERT AHEMAL TN R
BEP2ERARIES ?

2.Do inputs or changes to methods and data include
information on who entered them, and if they were
changed, when and why?

BRFZLER L A BMEAIER ?

3.Are these changes automatically controlled by the
computer?

4. FREFEG AR T A Bk 7

4.Has the computer's audit trail function been
validated?

U~ $53R R IR R bk

7L ~ Error Handling and Recording

—

JERTE B R A S B B Rtk ?

1.Are errors detected and recorded automatically by
the system?

N

B B AR D AR 7

2.Have automated error detection mechanisms been
validated?

w

SERAEER T A XHHLRA Y

3.Are there documented procedures on error
corrections?

+ B EEH

+ - Change Control

1 AREASRERZESF? 1.Are there procedures for change controls?
PAURRBRAZUG AT SRS 8 %4 03Bk | 2.Did alterations to system and programs subject to
B ? rigorous change controls, including re-validation

and approvals?

3R AL AT 45 8 & ST AR B 17 9 23T
2

3.Do the control procedures include an assessment of
the impact on the system's validation status?

ARGHHRAGE R BN ASC LRI AL

4 How did you make sure that the system was
"suitable for its intended use" after the change?

+— - Bt

+ — ~ Operator Qualification
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13RAEH R AR T &L AR BAIR 7

1.Are operators and programmers adequately trained
for their job?

2EREHFREAEKFFHFRAETLE GXP ER IR ?

2.Are operators and programmers trained on GxP
regulations?

3.ERBT B T & AR BB D4R > o RIS A& GXP 7%
e

3.Have temporary employees been trained for their
job, e.g., for testing, and on GxP regulations?

4. FIRA DR &5k 7

4.Are training records kept?

5. 2B A EZ FREME?

5.Is there an annual review of the training plan?

+=—-FE/=E

+ = ~ Reviews

1 ABA B A BRER R AHLRZTF ?

1.Is there a documented procedure for inspections or
audits of computer systems?

2.REH CHATFEER?

2.Have annual reviews been conducted?

SHAFNEZRMREZELRBERAT ALY B0
(QA/QC) = %41 ?

3.The quality unit (QA/QC) is involved in review and
approval of all protocols and reports?

= RERBBREMN

= ~ Security and Data Integrity

1R BEIRPIEE U L IERMERA % Bk
B MBEREN S HZBEAREE?

1.Is adequate security established to prevent
unauthorized access to the system and loss or
changing of programs, date, or control parameters?

QAT ABHRMTMARBEBBEARZLE?

2.Is there a list of persons who are authorized to enter
and correct data?

AR LB TEAHELY

3.Have security features been validated?

A RTEAZAREIFEHTZ XL ?

4.1s there a documented procedure for backup of
programs and data?

5ot & BT T ARG EFRERIEZEA?

5.Printed copies of electronically stored data
available if needed?
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6.5 A KRR Z XML ?

6.1s there a documented procedure for disaster
recovery?

TREAIFEBREHER A G BE?

7.1s the computer system evaluated for the influence
of environment?

BAGHMIEMERELTHEHREA? LT AREL

BB R B TIAE R H AT %%%17 ERFE
9

8.Is the extent of any environmental radio frequency
known? Are systems protected from the possible
adverse effects of radio frequency interference or
other electromagnetic interference?

9. & A XMHALAR Fr LA B R ATRE 30 O A7 48 S0 32 R 3L
BB rEmMRRALRERIR Bty 2 18?7

9.Is there a documented procedure requiring routine
verification that archived software and data remain
sound and have not been damaged by physical
handling and/or electromagnetic fields?

10.AEEAREFARAAEERFILF?

10.Is there a procedure to check all programs for
viruses?

+mw o~ H b

+w ~ Other

1TERABRTHBMABNSFMGEE R ?

1.Do key personnel and computer specialists
cooperate closely?

2.F B A AL R 2 A% A IR T R B A ISR AR R A 2
& B RRFs A F e ¥ ?

2.Are service level agreements or contracts in place
for services provided by outside agencies for
computerized systems at regulated user’s sites

*GxP iz 5 B

BEEMMZAFERSE > w GMP - GCP ~ GLP...% -
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1. Validation of Computerized Analytical and Networked Systems. Ludwig Huber, 2002.

2. Good Practices for Computerized Systems in Regulated “GxP” Environments-Draft-Pharmaceutical Inspection Co-Operation

Scheme. Mar 2002.

Quality and GMP Auditing: Clear and Simple. James L. Vesper, 1997.

. Computer Document Collection Checklist. Journal of Validation Technology, Nov 2002,Vol.9, No.1
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Documentation
Documented procedure
Log book

Schematic

Interaction

Listing

Printed copies

Peers

Acceptance criteria
Feedback

Access

Archiving(raw) data
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Technical Support Document
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Defect report
Performed
Schedule

List of persons
Specifications
Equipment Design Drawing
Up-to-date
Programmer
Loss

Intended use
Physical handling
Certification
Enhancement
Reviews
Evidence of validation
Verifying

Audit Tralil

Extent

Online help
Entering; Input
Archived

Check

Correct data
Subcontractor
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Acceptance criteria
Access

Action plan

Archived
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Audit Trail
Certification

Check
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Defect report
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Disaster recovery
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