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US FDA
Data Integrity 483

2025/4/1, 2025/4/8
Eileen Changchien

1

114TPDA04006 C

# 1
a. The validation of your internally developed electronic Quality
System “...”, which includes the modules of “Material Receiving and
Quality Control System” used for material management and
“Production and Quality Control System” used for electronic batch
record data entry during production, failed to include record
retention, audit trial verification, authority check, employee
accountability/responsibility policy, and system document control to
ensure that data is trustworthy, reliable and generally equivalent to
paper records.

2
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# 1
b. You failed to perform a change control to evaluate the overall
impact of your electronic Quality System ... from paper record and
recordkeeping.

c. You lack data integrity procedures to assure raw data are original,
unmodifiable, and undeletable for finished pharmaceutical products.

3
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# 2
Specifically, your firm failed to exercise appropriate controls over your
computers and related system to assure that changes in the records are
instituted only by authorized personnel. Following are the examples for the
lack of control on the electronic system, but are not limited to:

a. You firm utilize a ... pH meter (pH meter ..., assessment ID #...) for pH
analysis. I observed that analyst can log into the system without entering a
password. All usernames created for this instrument are without a
password. This instrument is capable for storing test data and print test
results. Your firm neither review the electronic data generated nor print
test results for review. Instead, your firm record the test result in copies of
form Document ... which is not controlled by the quality department. The
accuracy of data record on these forms were not reviewed by your quality
unit.
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# 2
b. During the walkthrough, I observed that your firm utilizes a
common username and password to login to a computer system in
packaging area. Your Packaging Manager stated that the computer
system is utilized to login to ... to print copies of the production
records. At that time, a username and password written on a white
paper and taped to computer rack.

5
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# 3
Specifically, computerized systems in your Quality Control laboratory
do not have sufficient controls to prevent unauthorized access to,
changes to, or omission of data. Electronic data can be deleted from
computerized systems connected to your ... instruments with no audit
trail to document such an event. Additionally, one general account
and password for QC managers and analysts is used for the operating
systems installed on these systems, and no computer lock mechanism
has been configured to prevent unauthorized access to data.
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# 4
Specifically, power outages and instrument errors hindered testing
of … on Instrument …. Moreover, such a situation rendered data for …
… deleted and not retrievable. There are no investigations into these
events.
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# 5
Specifically, your firm's review of laboratory data does not include a
review of an audit trail or revision history of your ... used in the
analysis of your ... and ... OTC Drug products to determine if
unapproved changes have been made. You do not have procedures
on your quality unit reviewing ... audit trails before product
disposition and periodic system audit trail review. Your Quality
Manager stated that you do not review Audit trails before ... OTC Drug
product disposition.
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# 6
Specifically, you provide open access to the Nuclear Magnetic Resonance
(NMR) spectroscopy computer to qualified students and staff who have
been granted keycard access to the laboratory. You also lack a means to
validate or otherwise ensure that electronic data is copied accurately and
completely between acquisition, processing, and storage systems.

a. You lack access controls over NMR spectroscopy computers, which fails
to prevent data loss and manipulation. You currently perform NMR testing
of .... The instrument computers used for this testing are accessible to any
individual with access to the laboratories. A single user ID is used to access
the NMR computer. Therefore, user access is not controlled in order to link
source data to a specific user. In addition, original source NMR data is
stored in a common location without access controls or other protection to
prevent potential data deletion or manipulation.

9
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# 6
b. You do not demonstrate that the source NMR data that undergoes
processing and storage is completely and accurately transferred.
When NMR source data is collected, the data is saved locally on the
NMR computer and then copied to a networked UlC controlled
computer via ... using ... The source data is ... by the staff scientist on
the UlC controlled computer using ... software. Then, both the source
NMR data and the ... data are uploaded to a ... folder for storage.
None of these data copying/transfer steps are validated to ensure
data is not lost or altered. The original source data is deleted from its
original acquisition and storage location on the NMR computer by the
staff scientist.
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# 7
a. Your firm has ... bottle packaging lines (e.g., ...), which are used for the
commercial packaging of OTC drug products which are distributed to U.S.
market. There is no access control for each user of the associated software
for ... within these packaging lines. All supervisors use same password to
access the software and change product recipes, and all operators uses
same password to access the software to run the packaging lines.

b. Your firm has ... blister packaging lines which are used for commercial
packaging of OTC drug products which are distributed to U.S. market. There
is no access control system for each user of the associated software of
blister packaging lines (SOFTWARE: ...) All supervisors use the same
password to access the software and change drug product recipes, and all
operators uses same password to run packaging lines.
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114TPDA04006 C

# 8
a. There is no system in place to ensure data from the Gas
Chromatography (GC) and High Performance Liquid Chromatography
(HPLC) systems used to test raw materials, in process, and finished
products are complete, accurate, reported and reviewed by your
quality assurance department.

b. The System Administrators for your Gas Chromatography (GC) and
High Performance Liquid Chromatography (HPLC) systems perform
analyses logged in with their system administrator credentials. Data
can be altered or deleted under the system administrator logins.

12

114TPDA04006 C

本資料非經許可不得翻印 
161



# 8
c. Your Quality Control Supervisor stated it is part of his normal
laboratory procedure to run a standard with a sample to ensure the
sample preparation is correct prior to running the assay.

d. You have not validated the ... software which is used to generate
and store data on your Gas Chromatography (GC) and High
Performance Liquid Chromatography (HPLC) systems.
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# 9
The audit trails produced by the HPLC and FT IR instruments used in
analysis of finished packaged drug products lots and incoming bulk
drug product lots are not reviewed in a way that would reveal
improper retesting of samples. When an analyst submits a completed
HPLC sequence or FT IR spectrum for review, a hard copy of the audit
trail data specific to that sequence or spectrum only is submitted
along with the test data and results for review by your Chief Scientific
Officer (CSO). Your CSO does not verify within the data collection
software used in these analyses that all of the audit trail data relating
to the testing of a particular sample has been submitted for review
along with the final results.
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# 10
Specifically, your firm uses an Excel spreadsheet to track a material
inventory.
a. There are no controls to prevent users from retroactively editing
information in the spreadsheet.

b. There are no audit trails to capture changes in the spreadsheet.

c. There are no controls to prevent users from deleting information
within the spreadsheet or deleting the spreadsheet itself.
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# 11
Specifically, prior to the current inspection, your firm did not perform
audit trail reviews of the ... System. SOP ..., “... Site”, indicates the ...
System is the process historian used to collect and archive data
generated from electronic systems in manufacturing.
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# 12
Specifically, laboratory analysts have the ability to delete ... data.
The ... computerized system is used to test and release incoming drug
components. For example, the ... was used to test and release active
pharmaceutical ingredient ..., lot # ..., for the production of..., lot #...
Moreover, there is no audit trail control to detect the deletion of data.

17
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# 13
HPLC machines ... are used in the testing of pharmaceutical drug
product. The following were observed:

a. No access controls for the computer systems HPLC machine (1) and
(2) do not have individual assigned sign on for each analytical
chemistry technician or manager using the specified instrument to
complete an HPLC run. Within the last (2) years ... tests were
conducted on pharmaceutical drug using HPLC (1) or (2). Unique
individuals cannot be identified through the login. In addition, several
HPLC runs are completed under employees that are no longer with
the firm.

18
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# 13
b. No audit trail for the software used to acquire data used to test
pharmaceutical drug product on both HPLC machines.

c. Data stored on local computer drive using the software: Windows...
can be deleted. Additionally, Windows software has a ... user login on
both HPLC machines.

d. No backup of electronic data generated in pharmaceutical drug
products.

19
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# 14
Specifically, the computer systems used to locally store sterility
sample results for the firm’s ... Instruments allows the addition and
deletion of files in the directory used for storage of ... data while
logged in under the Windows operating system’s shared general
laboratory user login.
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# 15
Specifically, the delete functions are enabled for all users assigned to
your FTIR Spectroscopy system ... Your firm utilizes FTIR for the
identification of ... For example, FTIR spectroscopy was utilized in the
release testing of ... Lot #..., that was used in the exhibit batch
manufacturing of ....

21
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# 16
Specifically, your firm utilizes a common user login, that is not
password protected for your ..., used to determine ... We also
observed that the 21 CFR Part 11 was disabled for the instrument. For
example, the ... was utilized in the release testing of ... Lot #..., that
was used in the exhibit batch manufacturing of ....
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# 17
Specifically, we observed a quality control employee who performs
data review access the ..… software, and noted the user role was
defined as an administrator in the system. The firm was unable to
provide clarification on his or other user abilities within the software.

23

114TPDA04006 C

# 18
Specifically, the Quality Assurance Director stated you do not have
access to your archived raw data, know what has been backed up or
how long the data has been backed up, and if anything is missing.
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# 19
Specifically, the ….. system allows for the deletion of the audit trail on
the computers. The audit trail for one of the ….. computers was
deleted from one of ….. computer systems. The system has been in
use since .….

25
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# 20
According to the firm’s Chief Technology Officer, sterility testing data
is supposed to be backed up …..; however, data file backup did not
occur for one of the firm’s ….. computer systems for a 4 month period.
During the time period the backup stopped, approximately .....
sample runs were conducted on the instrument.
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# 21
Specifically, the Quality Assurance Director states that the analyst
user role has the capability of creating new methods in the electronic
system, and there is no documented review by the quality unit of the
methods after they are input into the ….. software. These methods
are used for raw material, finished product and stability testing for
your OTC drug products.

27
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# 22
Specifically, your firm does not have procedures or protocols in place
to validate software used as part of your quality system, and these
software systems have not been validated for their intended use.
Examples include ….. (used for document storage and tracking), …..
(used for design control and risk management), ….. (used for software
development and ticketing), and ….. (used for training courses and
completion tracking).
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# 23
a. None of the computerized systems in the QC laboratory are tied to
a remote server, and data is stored on a local PC associated with each
piece of equipment. One single log in and password for the operating
system (OS) of each PC is shared by ..... laboratory employees. Data
files are accessible through the OS, where they can be deleted. This
includes ….. PCs running ….. chromatographic software for HPLC, …..
PC running ….. chromatographic software for HPLC, and ….. PC
running ….. Version ….. for FT IR. These systems are used for assay
and impurity tests of finished OTC drug product and stability samples,
as well as raw material identification tests.
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# 23
b. The administrator role for ….. and ….. chromatographic software is
not assigned to a specific person but is identified under …..
usernames. Any activities performed under these user accounts are
not attributable to any specific person at the firm, and there is no
assurance that the passwords are not shared, including among
personnel in Quality Assurance or the Quality Control laboratory.

The failure to exercise appropriate controls over computerized
systems is a repeat observation from the previous inspection.
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# 24
a. The Gas Chromatograph used to test your OTC drug products is not
programmed where your users are required to have passwords which
are specific to them when conducting analysis on these OTC drug
products. In addition, there is no audit trail available for tests
conducted on your OTC drug products. For example, the copies of the
Chromatographs generated for your testing includes the “User” name
as ….. and does specify what analyst performed the test.

31

114TPDA04006 C

# 24
b. The data contained on the Gas Chromatograph is not secured and
can be manipulated and deleted.

c. You do not maintain a backup file of data entered into your Gas
Chromatograph, which is used to test your OTC drug products,
including raw materials, in process, finished products and stability
testing.

32

114TPDA04006 C

本資料非經許可不得翻印 
171



# 25
Specifically, data collected by ….. and ..... chromatographic software
from ….. HPLC units, and from the ….. version ..... software from FT IR
instrument, are all stored on ….. PCs associated with each piece of
equipment. The data from each is backed up on a ….. basis, even
though the equipment may be used on a ….. or ….. basis. The data
stored is susceptible to loss until the ….. backup is created.
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Specifically, no documentation was available defining the ..... software
user roles and their functions for the HPLC system. The Quality
Assurance Director stated you rely on a third party company to set
the roles in the ..... system. The Quality Assurance Director, who is
also the system Administrator for ....., was unable to log into the
system, was unsure how to navigate the software, and had no
knowledge of assigned responsibilities of each user role.

34

114TPDA04006 C

本資料非經許可不得翻印 
172



# 27
Electronic documents used by laboratory personnel are not
attributable, contemporaneous, or original. Specifically, excel
worksheets that are used for calculation and reporting of analytical
data have no documentation of who performed or reviewed the
calculations. Furthermore, your firm’s excel worksheets do not
include a date and time stamp to indicate when the data was
generated or if any changes occurred to the document after the initial
review.
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a. The firm’s HPLC test methods on ….. software allows the users to
perform manual integrations on the analyzed data. Several
chromatographic peaks from analysis performed on ….. were
observed in the system audit trail as being deleted.

b. A single/trial injection data was observed on the chromatographic
software database. A single/trial injection chromatogram was found
to have been performed on HPLC Instrument ..... and saved to the
“TEST” folder.
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# 28
c. There are no controls in place to restrict the locations on the saved
data file. Multiple, non product specific file folders are available to
save analytical data on the ….. database, including folders named
“TEST” and “R&D.” Each of these folders contained unknown
chromatographic data files.
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# 29
Specifically, your firm does not have a procedure for electronic audit
trail review of the laboratory instrument software which generates
and stores raw analytical data, and there is no documented evidence
that electronic audit trail reviews are performed by the Quality
Control unit. Additionally, your firm’s Quality Assurance does not
perform periodic audit trail reviews of the electronic data generated.
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# 30
Specifically, there are no controls in place to prevent the deletion of
raw data from ….. software connected to any workstations (for
example HPLC …..). Analysts have administrative privileges within
the ….. operating system, and have the capability to delete raw data
and manipulate the operating system date and time. Furthermore, a
review of audit trails for accuracy is not performed nor documented
on a regular basis.
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Specifically, you do not document the review of electronic data and
audit trails stored on HPLC systems or on the UV spectrometer prior
to release and reporting of results. While reviewing the HPLC assay
of ….., lot ....., in the analytical laboratory, we inquired about whether
the audit trail is reviewed. You were unable to provide documentation
at that time showing that the audit trail is reviewed.
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# 32
Specifically, the ….. computer system currently in use had not been
validated. The computer system is responsible for inventory and
product status.
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Specifically, the warehouse management systems used for the
receiving and distribution of raw materials, components and finished
drug products, such as ….., and the ..... were not validated for its
intended use. There is no assurance that information inputted into
the systems are reliable or prevented from deletion or alteration.
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# 34
Specifically, the software validation for the ….. software, Version 3,
was inadequate as it only included high level functional testing and
did not include documented code reviews, unit testing, or regression
testing. Additionally, there are no documented software verifications
or validations for the 5 software updates for the ….. released since
Version 3. In addition, procedures have not been established for
performing code reviews, unit testing, integration testing, or
regression testing. The software for the ….. is developed by the firm.
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Specifically, your firm’s main computer system ….. used to monitor
inventory, create packing slip orders, transportation documentation
records, and document quality related functions is not a validated
system. Your main computer system ….. used by all personnel does
not have sufficient controls to prevent changes, omissions, and
deletion of inventory data. There is also no audit trail functionality
when entering data into the system. Furthermore, there are no
written procedures available for the use and maintenance for your
firm’s ….. system.
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Questions?
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