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1. f§ 4 (Introduction)

1.1 3F £ %3 (Document Overview)
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o b *& %~ 157 The risk analysis,

o i ' :T#3F 2 The risk assessment report,

o L ' if BEAE'L The risk traceability matrix with software requirements.
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. Rl R F (Summary of Cybersecurlty Assessment Results)
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2. — 4 & F(General Requirement)

2.1 & & 4 (Product Introduction)

2.1.1 §§ /i &2 B 42 & (Development Process)
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2.5 if pritae (Traceability Matrix )
T %2515 7 AR L R mdaErE o

4251 s suig it aprd

ik R Rk FHR AR RT B VEY R ST
SRS-01 SDD-01 SVV-01
SRS-02 SDD-02 SVV-02
SRS-03 SDD-03 SVV-01
SRS-04 SDD-04 SVV-03
SRS-05 SDD-03 SVV-03
SRS-06 SDD-05 SVV-03
SRS-07 SDD-06 SVV-03
SRS-08 SDD-07 SVV-04
SRS-09 SDD-08 SVV-04
SRS-10 SDD-07 SVV-04
SRS-11 SDD-09 SVV-05
SRS-12 SDD-10 SVV-05
SRS-13 SDD-10 SVV-05
SRS-14 SDD-10 SVV-05
SRS-15 SDD-11 SVV-06
SRS-16 SDD-12 SVV-06
SRS-17 SDD-12 SVV-06
SRS-18 SDD-12 SVV-06
SRS-19 SDD-12 SVV-06
SRS-20 SDD-13 SVV-07
SRS-21 SDD-13 SVV-07
SRS-22 SDD-13 SVV-07
SRS-23 SDD-14 SVV-08
SRS-24 SDD-15 SVV-09
SRS-25 SDD-16 SVV-10
SRS-26 SDD-17 SVV-11
SRS-27 SDD-17 SVV-11
SRS-28 SDD-17 SVV-11
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3. * & % 23T (Cybersecurity Assessment)

3.1 * & R R% 235 3§ (Cybersecurity Assessment Plan)

,a&ngmTﬁwmwhgzﬂﬂgwaﬁ
A SHCH R 2 BEY o
ié&iﬁﬁiiﬁ%ém
AT RERE DR GITG
ié&&ﬂ%@%&&%ﬁﬁﬁF@
A2 RERE 2RPEEL

» [SP 800-30] provides guidance
on the risk assessment process.

* [IR 8062] introduces privacy risk
concepts. <P

e [SP 800-39] provides guidance
on risk management processes
and strategies.

» [SP 800-37] provides a
comprehensive risk
management process.

* [SP 800-53A] provides guidance
on assessing the effectiveness of T
controls. .

* [SP800-53B]provides D
guidance for tailoring security
and privacy control baselines
and for developing overlays to
support the specific
protection needs and
requirements of stakeholders
and their organizations.
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3.1.1 &l‘ﬁ-ﬁ? 2> = P& /2 (Security Requirement Specification & Threat Modeling)
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> B ( Data Flow D1agram DFD)
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3.4 PE% 2R '&3FE 2 (Cybersecurity Risk Assessment Methodology)3%

R3S N A 2 T DR YRR %

=45 b T
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#34.1-

2341 FHEHRERT ILGE KT L

R [T (R) (P) B (R B (B G
# 14 |5 3] Impact |y W) BrE [FAVR LG |R&
el Ec}gr Threat Agent Vulnerability ("% # 1= i (2 ek s
St ® 34 \Eactors Factors % 3) 1~% :2) AE R &
A el 53 8L 7] % (3 785
(1~ g -3 1 3) (1 1~% @ 3) B:¢ b4
% :3) (7 i #5 £1)
C:h "%
(F#H2)
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Tz [Bav (B g (FR (T [TIHE i BAE (T B:7.0~12.9
x & BE (L | i R C:1.0~6.9
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P ¢
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E1| 1 2 | 1] 22121 1.66 1 1.66 G u
SDD-20 : 42

3 Microsoft = 4 #-3] it 1 £ . Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-threats
4 Microsoft = 4 #-3] it 1 & B *& "% <. Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-mitigations
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3.5 g% 2R3 ;% (Cybersecurity Testing Methodology)

3.5.1 /& iF 4+ (Vulnerability Scanning)

B A T AR i LSBT HFR R E SRR RFFR YR 3

ﬁ?%?ﬂéﬁﬁﬁiﬁ‘ﬁ%f—%%& Bz RN THERFFEE AT
2 B8 G rrae L 2 R o R T4k a (Flaws) 2 45 2Fe & (misconfigurations)

},Zt_:—*. B IeEd A gﬂﬁﬁgy;‘ Fopd & o ¥ ;;,@ § 4% AR &% % 21 (buffer overflow) -

ﬁfﬁ'%"—ﬁa_%_ b4 35 cnds s pe B 3 B gl &~ BB e d & B PR o

HHALF Tl % X BATAES  ATE0AR N A 2 R R BAT o

Bl ¥ 4 BIRRIF L 4o BI3.5.1.147 5%

172.
0 24
CRITICAL HIGH MEDIUM LOowW INFO
Scan Information
Start time: Meon Feb 25 15:05:52 2019
End time: Mon Feb 25 15:06:42 2019

Host Information

DMS MName: MPIBS655B
Methios Name: MPIBS655B

IP: 172,

MAC Address: DC4A3E:B5:65:8B
Qs HP LaserJet Printer

Wulnerabilities
41028 - SNMP Agent Default Community Name (public)

Synopsis

The community name of the remote SMMP server can be guessed.

Description

It is possible to obtain the default community name of the remote SNMP server.

An attacker may use this information to gain more knowledge about the remote host, or to change the
configuration of the remote system (if the default community allows such modifications).

Solution

Disable the SNMP service on the remote host if you do not use it.
Either filter incoming UDP packets going to this port, or change the default community string.

Risk Factor

High

B13.5.1.1 ~ Bk ¥ 45 BIR3E 2 B

6 Microsoft = 4+ #-3] i 1 £ . Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-threats
" Microsoft = % #-3] i 1 £ k *& *% . Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-
mitigations 26



3.5.2 /% i% ip| 3% (Penetration Testing)

% 1% pli# (Penetration Test):d & #.d F % B 2% % 20 L& 7 5 VR 3)08
FI* Rt et H B oeha B JEORIRfop IR EGE T RO R it
T LR

%% PIRRIE L 4o B]3.5.2.197 57 ¢

D 0b0S4eSc-7edb-405a-bf61-ea73de640d9dd
Modified: Thu Mar 19 08:11:05 2020

;; L Report: Results (69 of 172) Created

Owner: _admin

et B8 e Bloo T oo o |

Apache Tomcat End Of Life Detection (Windows) 9] 80% 8080/tcp S
Microsoft SQL Server Multiple Vulnerabilities (3065718) - Remote a 80% . generalftcp S
Oracle Mysgl Security Updates (apr2017-3236618) 06 - Windows (Ol 75 tion | 80% 24 3306/tcp 3%
Oracle Mysql Security Updates (jan2018-3236628) 03 - Windows [Of 75 tiigh) 80% 74 3306/tcp S
Oracle Mysql Security Updates-02 (oct2018-4428296) Windows. O EEECTTEE 80% 3306/tcp 3
Oracle Mysql Security Updates (jan2018-3236628) 04 - Windows Ol 75 (ion | 80% 3306/tcp 3
Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.16 Security Update (2019-5072835) - Windows a 80% 3306/tcp Sk
Oracle Mysql Security Updates (jan2018-3236628) 01 - Windows O hm) | 80% 3 3306/tcp 3 N
Oracle Mysgl Security Updates (jan2018-3236628) 05 - Windows O T 80% 1 3306/tcp Sk Y
Oracle Mysql Security Updates (apr2018-3678067) 02 - Windows N 80% 1% 3306/tcp LY
Oracle Mysql Security Updates (jan2018-3236628) 02 - Windows Ld 80% 3 3306/tcp &N
Microsoft SQL Server Elevation of Privilege Vulnerability (2984340) - Remote (9] 80% I generalftcp 3 N
Oracle Mysgl Security Updates (apr2017-3236618) 02 - Windows 9] 80% 1 3306/tcp 3 .
Oracle Mysqgl Security Updates (jul2017-3236622) 04 - Windows (o] 80% 3306/tcp 3N
Oracle MySQL Security Updates-05 (jul2018-4258247) Windows 9| 80% 3306/tcp &
Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows 0] 80% 3306/tcp S |
Oracle Mysql Security Updates-01 (oct2018-4428296) Windows 9] 80% 3306/tcp 3 N
Oracle MySQL Security Updates-06 (jul2018-4258247) Windows (o] 80% 3306/tcp 3 N
Oracle Mysgl Security Updates (apr2018-3678067) 03 - Windows |9 | 80% 3306/tcp &N
Oracle Mysqgl Security Updates (oct2017-3236626) 01 - Windows o 80% 3306/tcp 3%
Oracle Mysqgl Security Updates-04 (oct2018-4428296) Windows |9} 80% 1 3306/tcp SIEY
Oracle MySQL 5.x < 5.6.45, 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows 80% 15 Sitcp i Y

B13.5.2.1 ~ % & Pl3E3E
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- FREFMRERL 2P A ¥ % 4 (Cybersecurity Self-Checklist)
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= AR SIIM FR FH L B 23T F (Related Cybersecurity Alerts)

% W FDA 2019 & 6 * 27 p ¥4 ,“‘ﬁ'fr%%f,ﬁ'\—fﬁ;iif#’ﬁ g > & it Medtronic MiniM
ed™3 § % §if (40T 45 BI1)F B EL T 2 B %8 o AR 2019 £ 07 1 31 p
BFATERA FIRET WL g R (FF ¥ g “”’ F % 0102355L) 82 “ % 304 "k in £
G F R (R F%E’g F M022476§’i)3€255 $’\?’ X EN o P2 A ;y,’z‘:,@,

EF RGBT }_/M- KPR T det Fok gk peen A ﬁ TR R R
BTl s o e R FT K fr;fr#””ﬂf BH A ok BEE S R AT R

AR R R AR A AR b%ﬂ@uﬁgﬁmﬂmﬁm 4.

*t45-= BI1 ~ Medtronic MiniMed™%* § % %1
Pad G b e f o448 (5]4c CONTOUR™ PLUS LINK 2.4)¢7 £ 374 MiniMed T if 4
i 4% (%% 7L https://www.fda.gov/medical- devices/safety-communications/certain-medt
ronic-minimed-insulin-pumps-have-potential-cybersecurity-risks-fda-safety-communicatio
n) > s ERT M FHRD LR HTEIMINMed % § 2FF - 7 F R R BRSE
i@sﬁ%»sé%%%ﬁ[;f 0

ek £ 1E R E 504 2 MiniMed *t £ R R 7k F 7R OF 0 idk - B2 CVE-
2019-10964 % &) & 3" o

4= % 1~ MiniMed ** 2 B B 7k F 3R 2 o0 3 (M 42 3 - MiniMed)

IF’? Iﬁ? JETJ %ﬁ» \:"-‘ Fj’;

CVE-2019-10964 | In Medtronic MinMed 508 and Medtronic Minimed Paradigm Insulin
Pumps, Versions, MiniMed 508 pump — All versions, MiniMed
Paradigm 511 pump — All versions, MiniMed Paradigm 512/712
pumps — All versions, MiniMed Paradigm 712E pump-All versions,
MiniMed Paradigm 515/715 pumps—All versions, MiniMed Paradigm
522/722 pumps — All versions,MiniMed Paradigm 522K/722K pumps
— All versions, MiniMed Paradigm 523/723 pumps — Software
versions 2.4A or lower, MiniMed Paradigm 523K/723K pumps —
Software, versions 2.4A or lower, MiniMed Paradigm Veo 554/754
pumps — Software versions 2.6A or lower, MiniMed Paradigm Veo
554CM and 754CM models only — Software versions 2.7A or lower,
the affected insulin pumps are designed to communicate using a

8 https://consumer.fda.gov.tw/Light/newsDetail.aspx?nodelD=217&id=4194


https://nvd.nist.gov/vuln/detail/CVE-2019-10964

wireless RF with other devices, such as blood glucose meters, glucose
sensor transmitters, and CareLink USB devices. This wireless RF
communication protocol does not properly implement authentication or
authorization. An attacker with adjacent access to one of the affected
insulin pump models can inject, replay, modify, and/or intercept data.
This vulnerability could also allow attackers to change pump settings
and control insulin delivery.

Published: June 28, 2019; 5:15:11 PM -0400

CVE-2018-14/81 | Medtronic MMT 508 MiniMed insulin pump, 522 / MMT - 722
Paradigm REAL-TIME, 523 / MMT - 723

Paradigm Revel, 523K / MMT - 723K Paradigm Revel, and 551 /
MMT - 751 MiniMed 530G The models identified above, when
paired with a remote controller and having the "easy bolus" and
"remote bolus" options enabled (non-default), are vulnerable to a
capture-replay attack. An attacker can capture the wireless
transmissions between the remote controller and the pump and
replay them to cause an insulin (bolus) delivery.

Published: August 13, 2018; 5:48:01
PM -0400

V2.0:2.9 LOW

CVE-2018-10634 | Medtronic MMT 508 MiniMed insulin pump, 522 / MMT - 722
Paradigm REAL-TIME, 523 / MMT - 723

Paradigm Revel, 523K / MMT - 723K Paradigm Revel, and 551 /
MMT - 751 MiniMed 530G communications between the pump and
wireless accessories are transmitted in cleartext. A sufficiently
skilled attacker could capture these transmissions and extract
sensitive information, such as device serial numbers.

Published: August 13, 2018; 5:47:59

V2.0:2.9 LOW



https://nvd.nist.gov/vuln/detail/CVE-2018-14781
https://nvd.nist.gov/vuln/detail/CVE-2018-10634

f Common Vulnerability Scoring System Calculator CVE-2019-10964

Source: NIST
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re for example and allows yo
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Environmental
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bilities a are computed in sequence

alculate the Environmental Score.
CVSS Base Score: 8.8

‘ Impact Subscore: 5.9

‘ Exploitability Subscore: 2.8

| CVSS Temporal Score: NA

4.0 CVSS Environmental Score: NA

| Modified Impact Subscore: NA

| Overall CVSS Score: 8.8

Show Equations

Modified Impact

CVSS v3.0 Vector

AV:A/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H

Base Score Metrics

Attack Vector (AV)*

Network (AV:N) EGIETERSIETTSEVEEVE  Local (AV:L)

Attack Complexity (AC)*

[Pl High (Ac:H)

Privileges Required (PR)*

LELEYGEEYVE Low (PR:L)

User Interaction (Ul)*

m Required (UIR)

Exploitability Metrics

High (PR-H)

Physical (AV:P)

Scope (S)*

Unchanged (S:U) EeGERECIERS)]
Impact Metrics
Confidentiality Impact (C)*

None (C:N) =~ Low (C:L) m
Integrity Impact (I)*
None (I:N)  Low (I:L) m

Availability Impact (A)*

Low (A:L) EGIFLECNEH

None (A:N)

* - All base metrics are required to generate a base score.

AEERE

Hiték = B2 ~ CVE-2019-10964 2.
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° https://www.accessdata.fda.gov/cdrh_docs/pdf/P9800165436M.pdf
10 https://www.fda.gov/medical-devices/digital-health/cybersecurity#safety
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ez AR AP 23 * Bk R E (Common Vulnerabilities and Exposures, CVE)

i * Bk #% % (Common Vulnerabilities and Exposures, CVE)! £_F 2t % 2 4p B chF
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CVE-2019-10964 In Medtronic MinMed 508 and Medtronic Minimed Paradigm
Insulin Pumps, Versions, MiniMed 508 pump &#8211; All
versions, MiniMed Paradigm 511 pump &#8211; All versions,
MiniMed Paradigm 512/712 pumps &#8211; All versions,
MiniMed Paradigm 712E pump&#8211;All versions, MiniMed
Paradigm 515/715 pumps&#8211;All versions, MiniMed
Paradigm 522/722 pumps &#8211; All versions,MiniMed
Paradigm 522K/722K pumps &#8211; All versions, MiniMed
Paradigm 523/723 pumps &#8211; Software versions 2.4A or
lower, MiniMed Paradigm 523K/723K pumps &#8211; Software,
versions 2.4A or lower, MiniMed Paradigm \Veo 554/754 pumps
&#8211; Software versions 2.6A or lower, MiniMed Paradigm
Veo 554CM and 754CM models only

&#8211; Software versions 2.7A or lower, the affected insulin pumps
are designed to communicate using a wireless RF with other devices,
such as blood glucose meters, glucose sensor transmitters, and
CareLink USB devices. This wireless RF communication protocol
does not properly implement authentication or authorization. An
attacker with adjacent access to one of the affected insulin pump
models can inject, replay, modify, and/or intercept data. This
vulnerability could also allow attackers to change pump settings and
control insulin delivery.

CVE-2017-5906 The Everyday Health Diabetes in Check: Blood Glucose & Carb
Tracker app 3.4.2 for i0OS does not verify X.509 certificates from
SSL servers, which allows man-in-the-middle attackers to spoof
servers and obtain sensitive information via a crafted certificate.

CVE-2017-13993 An Uncontrolled Search Path or Element issue was discovered in
I-SENS SmartLog Diabetes Management Software, \ersion
2.4.0 and prior versions. An uncontrolled search path element

11 https://cve.mitre.org/
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vulnerability has been identified which could be exploited by
placing a specially crafted DLL file in the search path. If the
malicious DLL is loaded prior to the valid DLL, an attacker could
execute arbitrary code on the system. This vulnerability does not
affect the connected blood glucose monitor and would not impact
delivery of therapy to the patient.
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CVE-2020- 15824

In JetBrains Kotlin from 1.4-M1 to 1.4- RC (as Kotlin 1.3.7x is
not affected by the issue. Fixed version is 1.4.0) there is a
script-cache privilege escalation vulnerability due to kotlin-
main-kts cached scripts in the system temp directory, which

Is shared by all users by default.

Published: August 08, 2020; 5:15:11 PM -
0400

CVE-2020- 4072

In generator-jhipster-kotlin version 1.6.0 log entries are created
for invalid password reset attempts. As the email is provided
by a user and the api is public this can be used by an attacker to
forge log entries. This is vulnerable to
https://cwe.mitre.org/data/definitions/117. html This problem
affects only application generated with jwt or session
authentication. Applications using oauth are not vulnerable.
This issue has been fixed in version 1.7.0.

Published: June 25, 2020; 4:15:11 PM -
0400

CVE-2019- 16303

A class generated by the Generator in JHipster before 6.3.0 and
JHipster Kotlin through 1.1.0 produces code that uses an
insecure source of randomness (apache.commons.lang3
RandomStringUtils). This allows an attacker (if able to obtain
their own password reset URL) to compute the value for all
other password resets for other accounts, thus allowing
privilege escalation or account takeover.

Published: September 13, 2019; 8:15:10
PM -0400

CVE-2019- 12845

The generated Kotlin DSL settings allowed usage of an
unencrypted connection for resolving artifacts. The issue
was fixed in JetBrains TeamCity 2018.2.3.

Published: July 03, 2019; 4:15:11 PM -
0400

CVE-2019- 10103

JetBrains IntelliJ IDEA projects created using the Kotlin (JS
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Client/JVM Server) IDE Template were resolving Gradle
artifacts using an http connection, potentially allowing an
MITM attack. This issue, which was fixed in Kotlin plugin
version 1.3.30, is similar to CVE-2019- 10101.

Published: July 03, 2019; 4:15:11 PM -
0400

CVE-2019- 10102 JetBrains Ktor framework (created using the Kotlin IDE
template) versions before

1.1.0 were resolving artifacts using an http connection during
the build process, potentially allowing an MITM attack. This
issue was fixed in Kotlin plugin version 1.3.30.

Published: July 03, 2019; 4:15:11 PM -
0400

CVE-2019- 10101 JetBrains Kotlin versions before 1.3.30 were resolving artifacts
using an http connection during the build process, potentially
allowing an MITM attack.

Published: July 03, 2019; 4:15:11 PM -
0400
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CVE-2020-5992 NVIDIA GeForce NOW application software on Windows, all

versions prior to 2.0.25.119, contains a vulnerability in its open-
source software dependency in which the OpenSSL library is
vulnerable to binary planting attacks by a local user, which may
lead to code execution or escalation of privileges.

Published: November 11, 2020:
6:15:11 PM -0500

CVE-2020-25646 A flaw was found in Ansible Collection
community.crypto. openssl_privatekey info exposes
private key in logs. This directly impacts confidentiality

Published: October 29, 2020; 4:15:19
PM -0400

CVE-2020-10139 Acronis True Image 2021 includes an OpenSSL component that
specifies an OPENSSLDIR variable as a subdirectory within
C:\jenkins_agent\. Acronis True Image contains a privileged
service that uses this OpenSSL component. Because
unprivileged Windows users can create subdirectories off of the
system root, a user can create the appropriate path to a specially-
crafted openssl.cnf file to achieve arbitrary code execution with
SYSTEM privileges.

Published: October 21, 2020;
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10:15:15 AM -0400

CVE-2020-10138

Acronis Cyber Backup 12.5 and Cyber Protect 15 include an
OpenSSL component that specifies an OPENSSLDIR variable
as a subdirectory within C:\jenkins_agent\. Acronis Cyber
Backup and Cyber Protect contain a privileged service that uses
this OpenSSL component.

Because unprivileged Windows users can create subdirectories
off of the system root, a user can create the appropriate path to
a specially-crafted openssl.cnf file to achieve arbitrary code
execution with SYSTEM privileges.

Published: October 21, 2020;
10:15:15 AM -0400

CVE-2020-25644

A memory leak flaw was found in WildFly OpenSSL in
versions prior to 1.1.3.Final, where it removes an HTTP
session. It may allow the attacker to cause OOM leading to a
denial of service. The highest threat from this vulnerability is
to system availability.

Published: October 06, 2020;
10:15:12 AM -0400

CVE-2020-7069

In PHP versions 7.2.x below 7.2.34,

7.3.x below 7.3.23 and 7.4.x below 7.4.11, when AES-CCM
mode is used with openssl_encrypt() function with 12 bytes 1V,
only first 7 bytes of the IV is actually used. This can lead to both
decreased security and incorrect encryption data.

Published: October 02, 2020; 11:15:12
AM -0400

CVE-2020-1968

The Raccoon attack exploits a flaw in the TLS specification
which can lead to an attacker being able to compute the pre-
master secret in connections which have used a Diffie-Hellman
(DH) based ciphersuite. In such a case this would result in the
attacker being able to eavesdrop on all encrypted
communications sent over that TLS connection. The attack can
only be exploited if an implementation re-uses a DH secret
across multiple TLS connections. Note that this issue only
impacts DH ciphersuites and not ECDH ciphersuites. This issue
affects OpenSSL 1.0.2 which is out of support and no longer
receiving public updates. OpenSSL 1.1.1 is not vulnerable to this
Issue. Fixed in OpenSSL 1.0.2w (Affected 1.0.2-1.0.2v).

Published: September 09, 2020;
10:15:12 AM -0400

CVE-2020-8023

A acceptance of Extraneous Untrusted Data With Trusted Data
vulnerability in the start script of openldap2 of SUSE Enterprise
Storage 5, SUSE Linux Enterprise Debuginfo 11-SP3, SUSE
Linux Enterprise Debuginfo 11- SP4, SUSE Linux Enterprise
Point of Sale 11-SP3, SUSE Linux Enterprise Server 11-
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SECURITY, SUSE Linux Enterprise Server 11-SP4-LTSS,
SUSE Linux Enterprise Server 12-SP2-BCL, SUSE Linux
Enterprise Server 12-SP2- LTSS, SUSE Linux Enterprise Server
12-SP3-BCL, SUSE Linux Enterprise Server 12-SP3-LTSS,
SUSE Linux Enterprise Server 12-SP4, SUSE Linux Enterprise
Server 12-SP5, SUSE Linux Enterprise Server 15-LTSS, SUSE
Linux Enterprise Server for SAP 12- SP2, SUSE Linux
Enterprise Server for SAP 12-SP3, SUSE Linux Enterprise
Server for SAP 15, SUSE OpenStack Cloud 7, SUSE OpenStack
Cloud 8, SUSE OpenStack Cloud Crowbar 8; openSUSE Leap
15.1, openSUSE Leap

15.2 allows local attackers to escalate privileges from user ldap
to root. This issue affects: SUSE Enterprise Storage 5
openldap2 versions prior to 2.4.41-

18.71.2. SUSE Linux Enterprise Debuginfo 11-SP3 openldap2
versions prior to 2.4.26-0.74.13.1,. SUSE Linux Enterprise
Debuginfo 11-SP4 openldap2 versions prior to 2.4.26
0.74.13.1,. SUSE Linux Enterprise Point of Sale 11-SP3
openldap?2 versions prior to 2.4.26-0.74.13.1,. SUSE Linux
Enterprise Server 11- SECURITY openldap2-client-openssi1
versions prior to 2.4.26-0.74.13.1. SUSE Linux Enterprise
Server 11-SP4- LTSS openldap?2 versions prior to 2.4.26-
0.74.13.1,. SUSE Linux Enterprise Server 12-SP2-BCL
openldap?2 versions prior to 2.4.41-

18.71.2. SUSE Linux Enterprise Server 12-SP2-LTSS openldap?2
versions prior to 2.4.41-18.71.2. SUSE Linux Enterprise Server
12-SP3-BCL openldap?2 versions prior to 2.4.41-18.71.2. SUSE
Linux Enterprise Server 12-SP3-LTSS openldap2 versions prior
t0 2.4.41-18.71.2. SUSE Linux Enterprise Server 12-SP4
openldap2 versions prior to 2.4.41-18.71.2. SUSE Linux
Enterprise Server 12-SP5 openldap2 versions prior to 2.4.41-
18.71.2. SUSE Linux Enterprise Server 15-LTSS openldap?2
versions prior to 2.4.46-9.31.1. SUSE Linux Enterprise Server
for SAP 12-SP2 openldap2 versions prior to 2.4.41-18.71.2.
SUSE Linux Enterprise Server for SAP 12- SP3 openldap?2
versions prior to

2.4.41-18.71.2. SUSE Linux Enterprise Server for SAP 15
openldap?2 versions prior to 2.4.46-9.31.1. SUSE

OpenStack Cloud 7 openldap?2 versions prior to 2.4.41-18.71.2.
SUSE

OpenStack Cloud 8 openldap?2 versions prior to 2.4.41-18.71.2.
SUSE

OpenStack Cloud Crowbar 8 openldap2 versions prior to
2.4.41-

18.71.2. openSUSE Leap 15.1 openldap2 versions prior to
2.4.46- 1p151.10.12.1. openSUSE Leap 15.2 openldap?2
versions prior to 2.4.46- 1p152.14.3.1.




Published: September 01, 2020;
8:15:10 AM -0400

CVE-2020-24714

The Scalyr Agent before 2.1.10 has Missing SSL Certificate
Validation because, in some circumstances, the openssl| binary
is called without the - verify_hostname option.

Published: August 27, 2020; 6:15:09
PM -0400

CVE-2020-8224

A code injection in Nextcloud Desktop Client 2.6.4 allowed to
load arbitrary code when placing a malicious OpenSSL config
into a fixed directory.

Published: August 10, 2020; 10:15:13
AM -0400

CVE-2020-14396

An issue was discovered in LibVVNCServer before 0.9.13.
libvncclient/tls_openssl.c has a NULL pointer dereference.

Published: June 17, 2020; 12:15:11
PM -0400

CVE-2020-13962

Qt 5.12.2 through 5.14.2, as used in unofficial builds of
Mumble 1.3.0 and other products, mishandles OpenSSL's error
queue, which can cause a denial of service to QSslSocket users.
Because errors leak in unrelated TLS sessions, an unrelated
session may be disconnected when any handshake fails.
(Mumble 1.3.1 is not affected, regardless of the Qt version.)

Published: June 08, 2020:; 8:15:10 PM
-0400

CVE-2020-13417

An Elevation of Privilege issue was discovered in Aviatrix
VPN Client before 2.10.7, because of an incomplete fix for
CVE-2020-7224. This affects Linux, macOS, and Windows
installations for certain OpenSSL parameters.

Published: May 22, 2020; 5:15:12 PM
-0400

CVE-2020-1967

Server or client applications that call the SSL_check _chain()
function during or after a TLS 1.3 handshake may crash due to a
NULL pointer dereference as a result of incorrect handling of
the "signature_algorithms_cert” TLS extension. The crash
occurs if an invalid or unrecognised signature algorithm is
received from the peer.

This could be exploited by a malicious peer in a Denial of
Service attack.

OpenSSL version 1.1.1d, 1.1.1e, and 1.1.1f are affected by
this issue. This issue did not affect OpenSSL versions prior
to 1.1.1d. Fixed in OpenSSL 1.1.1g (Affected 1.1.1d-

1.1.11).

Published: April 21, 2020; 10:15:11
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AM -0400

CVE-2020-11876

** DISPUTED ** airhost.exe in Zoom Client for Meetings
4.6.11 uses the SHA-256 hash of 0123425234234fsdfsdr3242
for initialization of an OpenSSL EVP AES-256 CBC context.
NOTE: the vendor states that this initialization only occurs
within unreachable code.

Published: April 17, 2020; 12:15:13
PM -0400

CVE-2020-7224

The Aviatrix OpenVPN client through

2.5.7 on Linux, macOS, and Windows is vulnerable when
OpenSSL parameters are altered from the issued value set; the
parameters could allow unauthorized third-party libraries to
load.

Published: April 16, 2020; 3:15:34
PM -0400

CVE-2019-17185

In FreeRADIUS 3.0.x before 3.0.20, the EAP-pwd module used
a global OpenSSL BN_CTX instance to handle all handshakes.
This mean multiple threads use the same BN_CTX instance
concurrently, resulting in crashes when concurrent EAP-pwd
handshakes are initiated. This can be abused by an adversary as
a Denial-of- Service (DoS) attack.

Published: March 20, 2020; 9:15:12
PM -0400

CVE-2019-14887

A flaw was found when an OpenSSL security provider is used
with Wildfly, the 'enabled-protocols' value in the Wildfly
configuration isn't honored.

An attacker could target the traffic sent from Wildfly and
downgrade the connection to a weaker version of TLS,
potentially breaking the encryption. This could lead to a leak of
the data being passed over the network. Wildfly version
7.2.0.GA, 7.2.3.GA and 7.2.5.CR2 are believed to be vulnerable.
Published: March 16, 2020; 11:15:12

AM -0400

CVE-2020-9434

openssl_x509 check ip_asc in lua- openssl 0.7.7-1
mishandles X.509 certificate validation because it uses
lua_pushboolean for certain non- boolean return values.

Published: February 27, 2020; 6:15:13
PM -0500

CVE-2020-9433

openssl_x509 check _email in lua- openssl 0.7.7-1
mishandles X.509 certificate validation because it uses
lua_pushboolean for certain non- boolean return values.

Published: February 27, 2020; 6:15:13
PM -0500
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CVE-2020-9490

Apache HTTP Server versions 2.4.20 to 2.4.43. A specially
crafted value for the 'Cache-Digest' header in a HTTP/2 request
would result in a crash when the server actually tries to HTTP/2
PUSH a resource afterwards.

Configuring the HTTP/2 feature via "H2Push off" will mitigate
this vulnerability for unpatched servers.

Published: August 07, 2020; 12:15:12
PM -0400

CVE-2020-11993

Apache HTTP Server versions 2.4.20 to 2.4.43 When trace/debug
was enabled for the HTTP/2 module and on certain traffic edge
patterns, logging statements were made on the wrong connection,
causing concurrent use of memory pools. Configuring the
LogLevel of mod http2 above “info" will mitigate this
vulnerability for unpatched servers.

Published: August 07, 2020; 12:15:11
PM -0400

CVE-2020-11985

IP address spoofing when proxying using mod_remoteip and
mod_rewrite For configurations using proxying with
mod_remoteip and certain mod_rewrite rules, an attacker could
spoof their IP address for logging and PHP scripts. Note this
issue was fixed in Apache HTTP Server 2.4.24 but was
retrospectively allocated a low severity CVE in 2020.

Published: August 07, 2020; 12:15:11
PM -0400

CVE-2020-11984

Apache HTTP server 2.4.32 to 2.4.44 mod_proxy_uwsgi info
disclosure and possible RCE

Published: August 07, 2020; 12:15:11
PM -0400

CVE-2020-1927

In Apache HTTP Server 2.4.0 to 2.4.41, redirects configured
with mod_rewrite that were intended to be self-referential
might be fooled by encoded newlines and redirect instead to an
an unexpected URL within the request URL.

Published: April 01, 2020; 8:15:13
PM -0400

CVE-2020-1934

In Apache HTTP Server 2.4.0 to 2.4.41, mod_proxy_ftp may
use uninitialized memory when proxying to a malicious FTP
server.

Published: April 01, 2020; 4:15:15
PM -0400

CVE-2020-1938

When using the Apache JServ Protocol (AJP), care must be
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taken when trusting incoming connections to Apache Tomcat.
Tomcat treats AJP connections as having higher trust than, for
example, a similar HTTP connection. If such connections are
available to an attacker, they can be exploited in ways that may
be surprising. In Apache Tomcat 9.0.0.M1 t0 9.0.0.30, 8.5.0 to
8.5.50and 7.0.0 to

7.1.99 , Tomcat shipped with an AJP Connector enabled by
default that listened on all configured IP addresses. It was
expected (and recommended in the security guide) that this
Connector would be disabled if not required. This vulnerability
report identified a mechanism that allowed: - returning arbitrary
files from anywhere in the web application - processing any file
in the web application as a JSP Further, if the web application
allowed file upload and stored those files within the web
application (or the attacker was able to control the content of the
web application by some other means) then this, along with the
ability to process a file as a JSP, made remote code execution
possible. It is important to note that mitigation is only required if
an AJP port is accessible to untrusted users. Users wishing to
take a defence- in-depth approach and block the vector that
permits returning arbitrary files and execution as JSP may
upgrade to Apache Tomcat 9.0.31, 8.5.51 or

7.1.100 or later. A number of changes were made to the default
AJP Connector configuration in 9.0.31 to harden the default
configuration. It is likely that users upgrading to 9.0.31,

8.5.51 or 7.0.100 or later will need to make small

changes to their configurations.

Published: February 24, 2020; 5:15:12
PM -0500

CVE-2019-10097

In Apache HTTP Server 2.4.32-2.4.39, when mod_remoteip was
configured to use a trusted intermediary proxy server using the
"PROXY" protocol, a specially crafted PROXY header could
trigger a stack buffer overflow or NULL pointer deference. This
vulnerability could only be triggered by a trusted proxy and not
by untrusted HTTP clients.

Published: September 26, 2019;
12:15:10 PM -0400

CVE-2019-10092

In Apache HTTP Server 2.4.0-2.4.39, a limited cross-site
scripting issue was reported affecting the mod_proxy error page.
An attacker could cause the link on the error page to be
malformed and instead point to a page of their choice. This
would only be exploitable where a server was set up with
proxying enabled but was misconfigured in such a way that the
Proxy Error page was displayed.

Published: September 26, 2019;
12:15:10 PM -0400
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CVE-2019-10082

In Apache HTTP Server 2.4.18-2.4.39, using fuzzed network
input, the http/2 session handling could be made to read memory
after being freed, during connection shutdown.

Published: September 26, 2019;
12:15:10 PM -0400

CVE-2019-10098

In Apache HTTP server 2.4.0 to 2.4.39, Redirects
configured with mod_rewrite that were intended to be
self-referential might be fooled by encoded newlines and
redirect instead to an unexpected URL within the request
URL.

Published: September 25, 2019;
1:15:10 PM -0400

CVE-2019-10081

HTTP/2 (2.4.20 through 2.4.39) very early pushes, for example
configured with "H2PushResource", could lead to an overwrite
of memory in the pushing request's pool, leading to crashes. The
memory copied is that of the configured push link header values,
not data supplied by the client.

Published: August 15, 2019; 6:15:12
PM -0400

CVE-2019-9517

Some HTTP/2 implementations are vulnerable to unconstrained
interal data buffering, potentially leading to a denial of service.
The attacker opens the HTTP/2 window so the peer can send
without constraint; however, they leave the TCP window closed
so the peer cannot actually write (many of) the bytes on the wire.
The attacker then sends a stream of requests for a large response
object. Depending on how the servers queue the responses, this
can consume excess memory, CPU, or both.

Published: August 13, 2019; 5:15:12
PM -0400

CVE-2019-13035

Artica Pandora FMS 7.0 NG before 735 suffers from local
privilege escalation due to improper permissions on
C:\PandoraFMS and its sub-folders, allowing standard users to
create new files. Moreover, the Apache service httpd.exe will try
to execute cmd.exe from C:\PandoraFMS (the current directory)
as NT AUTHORITY\SYSTEM upon web requests to the portal.
This will effectively allow non-privileged users to escalate
privileges to NT AUTHORITY\SYSTEM.

Published: June 29, 2019; 9:15:08 AM
-0400

CVE-2019-0197

A vulnerability was found in Apache HTTP Server 2.4.34 to
2.4.38. When HTTP/2 was enabled for a http: host or
H2Upgrade was enabled for h2 on a https: host, an Upgrade
request from http/1.1 to http/2 that was not the first request on a
connection could lead to a misconfiguration and crash. Server
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that never enabled the h2 protocol or that only enabled it for
https: and did not set "H2Upgrade on" are unaffected by this
Issue.

Published: June 11, 2019; 6:29:04 PM
-0400

CVE-2019-0196

A vulnerability was found in Apache HTTP Server 2.4.17 to
2.4.38. Using fuzzed network input, the http/2 request
handling could be made to access freed memory in string
comparison when determining the method of a request and
thus process the request incorrectly.

Published: June 11, 2019; 6:29:03 PM
-0400

CVE-2019-0220

A vulnerability was found in Apache HTTP Server 2.4.0 to
2.4.38. When the path component of a request URL contains
multiple consecutive slashes ('/*), directives such as
LocationMatch and RewriteRule must account for duplicates in
regular expressions while other aspects of the servers processing
will implicitly collapse them.

Published: June 11, 2019; 5:29:00 PM
-0400

CVE-2019-0211

In Apache HTTP Server 2.4 releases

2.4.17 to 2.4.38, with MPM event, worker or prefork, code
executing in less-privileged child processes or threads
(including scripts executed by an in-process scripting
interpreter) could execute arbitrary code with the privileges of
the parent process (usually root) by manipulating the
scoreboard. Non-Unix systems are not affected.

Published: April 08, 2019; 6:29:00
PM -0400

CVE-2019-0217

In Apache HTTP Server 2.4 release

2.4.38 and prior, a race condition in mod_auth_digest when
running in a threaded server could allow a user with valid
credentials to authenticate using another username, bypassing
configured access control restrictions.

Published: April 08, 2019; 5:29:00
PM -0400

CVE-2019-0215

In Apache HTTP Server 2.4 releases

2.4.37 and 2.4.38, a bug in mod_ssl when using per-location
client certificate verification with TLSv1.3 allowed a client to
bypass configured access control restrictions.
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