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Data Integrity ALCOA & ALCOA+

ALCOA+

ALCOA

Attributable Complete
Legible Consistent
Contemporaneous Enduring
Original Available
Accurate
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Data Integrity HHEAFREE K

* 21 CFR Part 11
- MHRA

- EMA

- WHO

* PIC/S
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Data Integrity in WLs

Data Integrity Deficiences in warning letter, excluding compounding pharmacies
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Data Integrity = R SR8

» |s configuration of the instrument-associated software qualified and tested appropriately
to meet predefined requirements? Where is this documented?

» Are passwords and log-ins shared or are they unique to each individual? Shared
passwords prevent attributing specific actions to specific individuals. This includes
actions such as logging into the system, collection of data, processing data, and
modifying or deleting data.

» Are access privileges assigned appropriately? Is there a listing of who has what
privilege and actions that may be taken by each?

* Are time/date stamps fixed, or can individuals alter them?

» |s electronic data, including critical metadata (audit trails) reviewed as part of laboratory
data review, lot release, or OOS investigations? In the absence of audit trails and their
review, it is impossible for the reviewer to determine whether data has been altered or
deleted. Of particular importance is whether data was modified or deleted because it
was an OOS result.

7 Data source: B Unger, Is GMP Quality System Auditing Fundamentally Flawed? A Data Integrity AIterlPJEQE,maceuucals

Pharmaceutical OnlineI Airil 18I 2018. BHESEXR



Data Integrity = R SR8

* How quickly can the audit trails be provided to an auditor? When it takes four staff members a
half hour to locate them, it suggests the audit trails are not routinely evaluated.

* |s data periodically backed up to a secure server, or is it deleted to make space on existing hard
drives? Is the backup automatic or manual? If the transfer is manual, how does the firm ensure
that the transfer is complete and that data is not inadvertently deleted or altered in the process?
Are these backups conducted according to a predefined schedule? If using automatic backup,
has the process been validated, and is it routinely successful? If not, why not?

» Is data archived? Is the meta-data associated, or able to be associated, with the archived
electronic record? Are the archived records protected against environmental factors such as fire
and flood?

« Equally import to the laboratory instrument-associated computer systems are computerized
controls applied on the floor in the manufacturing equipment. The manufacturing floor has
received less attention from regulators in the past, but that is changing rapidly.

Data source: B Unger, Is GMP Quality System Auditing Fundamentally Flawed? A Data Integrity Alterfativemaceuticals
8 Pharmaceutical Online, April 18, 2018. B I = ¥ B



Case Discussion: WL April, 2017 China

» Failure to prevent unauthorized access or changes to data, and failure to provide
adequate controls to prevent omission of data.

...your analysts manipulated the date/time settings on your high performance liquid
chromatography (HPLC) systems. ....admitted to setting the clock back and
repeating analyses for undocumented reasons.

Your firm reported only the passing results from repeat analyses. \When test results
are overwritten, the quality unit is presented with incomplete and inaccurate
information about the quality of the drugs produced by your firm.

your firm’s HPLC systems used for API testing had the audit trail feature
disabled, ...

The electronic raw data for the HPLC systems used for assay and impurities testing
of API products is stored on the hard drive of the connected computers. There are
no controls to prevent the deletion of this raw data.

The Computer Validation Plan (CVP) did not address the qualification of EXCEL
files used for QC calculations ... Not all electronic files used for calculatipps B QGkicals
data were qualified and controlled BEE R



What’s happened?

operational

SOPs
Backup
Computer
validation
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Thinking Objectives for Pharma IT

» Concept of Segregation of Duties
» Concept of Least Privilege
*  Windows Administration (For all versions of Windows in Current Use)
— Authentication
— Users and Groups - Create & Administer
— Windows Security & Permissions — Concepts, Administer
« Administration of Specific Applications
— System / Vendor specific
— Administer the application
— Vendor-Recommended configurations to achieve objectives
— Perform Backups & Restorations

* Networking

* .. Pharmaceuticals
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Types of Remediation Activities

« Controls

— Segregation of Duties, Technical & Procedural Controls,
Configuration

* Preservation of Data
— Backups & Handling of Data Post Backup
« Analysis of Impact
— Data Integrity, Data Deletion, and Audit Trail Issues

Pharmaceuticals
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CAPA # Observation Description Action | Observation | Observation
System Source

CAPAO1 XYZ-01:The Computer Computers
Validation Plan
(CVP) ...EXCEL files
used for QC
calculations

CAPAO2  XYZ-02:The electronic raw NA Computers  FDA
data for the HPLC
systems ...is stored
on the hard drive

CAPAO3  XYZ-03:Your firm ..When NA Computers  FDA
test ..overwritten...

Pharmaceuticals
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Spreadsheet validation CAPAO1 NA
Computer validation CAPAO3 NA
procedures

Backup and Archive CAPAO2 NA
Infrastructure CAPAO6 NA
Qualification

rnarmaceuticals
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B PCMODEL

B Locationhd AUDITDA B PCMAKE

System ID B Ecic D B2 Application

balvern Mastersizer 103-MASTERZIZEER bAalvern Mastersizer Farticle sizer W 103 2016437 ASUSTeE Computer [NC, B S2T73BME3T BRSETD
Apilent Openlab AFT-C01 AGILENT CpenLab (Server) bA 120 2016/344 HE FroLiant WML 330p Gend
Apilent Openlab AFT-C02 AGILENT CpenLab hA 120 2016344 Hewlett-Packard HF Compaq Elite 8300 3T
Amlent Openlab APT1-OC03 AGILENT Openlab 1J 404 2016£3f3 Hewlett-Packard HF Z420 Workstation
Apgilent Cpenlab APT-CQC04 AGILENT Openlab b 120 2016344 ASUSTel COMPUTER INC, EMOAD BMIAD BF1AD
Agilent Cpenlab APT-CQC05 AGILENT OpenLab b 120 201634 ASUSTel COMPUTEER INC, EMOAD BMIAD BFI1AD
Azlent Openlab APT-0C0E AGILENT Qpenlab b 120 20164344 HE ProLiant ML350p Gen’
EMPIC] EMFP3EVE Empower server 121 2016434 Dell Ine., PowerEdge THI0
EMF3OC] APT-GC14 Empower 3 Client 1T 409 20164344 Dell Inc. OptiFlex 9020

EMFIOC] APT-QC17 Empower 3 Client M 121 201643/3 Dell Inc. OptiFlex 780

EMEFIQC] AFT-QCIE Empower 3 Client h 121 201643/3 Dell Inc. OptiFlex 9020

EMF3IC] AFT-GC19 Empower 3 Client 11 409 201643/3 Dell Inc. OptiFlex 780

EMF3QC] AFT-GC20 Empower 3 Chent M 121 20164343 Dell Inc, OptaFlex 990

HW RN T g —asmBIKIVHRERN RS - BENE - Bikdmst - B - 205%....)

Pharmaceuticals
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Computer System Security, SOD, Backup Assessment

« electronic data? Format?

Security Assessment + user account?

« Can the user save or archive data and overwrite existing data

« Does anyone outside of the authorized IT staff have application
Segl‘egatlon of administrative privileges?

Duties Assessment « Does the system have user group or role functionality?
» Does the system save audit trail data?

¢ Is the system regularly backed up?
« Does the system backup include all audit trail data?
 Is any data archived/saved via a separate process and is it

manual or automatic?

+ Based on the answers to sections 1, 2 and 3, Is any remediation required

Remediation for the system/instrument?

RESULT: Remediation: o Required o Not Required o Deferred Remediation .
)armaceuticals
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Usage controlled Verified ion Date
" Status  (03/25/2  validated?
(Y=Yes,N=No) nDate

Validatio Priority Validation
Comments
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FX fin an 5% .
Owner [finished Filename (worksh ? (Y=Yes, _
workbook eet) N=No) (Y=Yes 016 -

N=No)  03/23/20

product code
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2018 Q2
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QC EFItEHRE fpogg(') AE)
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2016/04/ N NA 3
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mysEmE A0z v y 200804 N NA 3 2018Q2

QC
Impurity,
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SOP Architecture

MVP

ERES/Data

Integrity

I
| I | |
Inventory Computer Spreadsheet Infrastructure
Manager System SDLC Validation Qualification
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ERES/Data Integrity

* Electronic Records & Electronic Signatures/Data
Integrity
— Electronic Signatures
— User Account  Password
— Data Entry
— Audit Tralls
— Roles and Permissions

" Non-repudiation letter

Pharmaceuticals
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SOP Architecture

|
Inventory Computer Spreadsheet Infrastructure
Manager System SDLC Validation Qualification

ERES/Data
Integrity

Pharmaceuticals
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Inventory Manager
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E{iIDepartment

{RE ACustodian

$8EY ( T{EDL - E1AR2Z ) Type (Server, Workstation)

fiiZLocation

#HREConfiguration (CPU, RAM, HD/SSD, Graphics Card, MAC)
ARRE (EAS - #1E2ch - #REE ) Status (Alive, Maintenance, Retired)

| ==

#1f2 Z #ESoftware Name

22217 Software Manufacturer

R BEhR A Software versions

BREEER (MIDENR - B3R - BEBH#AR ) License Type (i.e. enterprise, site, single)

1 B2 {5 F B filSoftware Owner Department — Department that purchased the software
& &5 HHfPurchase Date

GMP ( MEEE &M GMPRE ) GMP (i.e. YES/NO if software is used for GMP purposes)
GxPEEREE (& * P - {€ ) GxP Criticality (High, Medium, or Low)
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SOP Architecture

| |
ERES/Data Inventory
Integrity Manager

23

Computer
System SDLC

| |
Spreadsheet Infrastructure
Validation Qualification

Pharmaceuticals
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Computer System SDLC

« Computer System Development Life Cycle (SDLC)

Potential

R7

Rl RS ; Retention,
— rz2 Planning ]4 --------- i Reporting \ R6 R6 Migration,
: il ‘estruction

GxP/Part 11 R3

Supplier Retirement
Assessment 1Q/0Q/PQ v o~
Configuration
and /or Coding Changes
FRS
Concept Project Operation Retirement
R1 - Initial risk assessment R6 - Functional risk assessments in change control

R2 - Risk-based decisions during plannin
ap d R7 - Risk-based decisions when planning system

R3 - Functional risk assessment retirement

R4 - Risk-based decisions during test planning

Pharmaceuticals
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Computer System SDLC

8 @ 6 O

Concept Project Operational Retirement
Phase Phase Phase Phases
GxP/Part 11 Val Plan Operation System
Maintenance Retirement
Supplier URS/FRS Help Desk
Assessment Detailed Risk Backup/ Disaster
Assessment Recovery
System Design Logical and
1Q/0Q/PQ Physical Security
Traceability Matrix
Summary R t Pharmaceuticals
25 - YR BEEEE



Example - validation documents and
activities for types of changes

Activity | Change | GxP Design | VP T |Val Training | Maintenance | Help
Control | Assessment Specs M | summary log Desk
report
X X X X X X X X X X X X

New
system

Upgrade X update X X
software
(minor)

Upgrade X upda update x x X X X X update X

software te
(maijor)

modify X upda update X
roles te

Pharmaceuticals
26 B oM oE %



SOP Architecture

|
ERES/Data Inventory Computer
Integrity Manager System SDLC

Spreadsheet Infrastructure
Validation Qualification
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Spreadsheet Validation p—
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5 A sxizERSEsE -
6 FEEAILESRE
7 =3 A ETHENTiESET
PBEEE -
8 Impurity Tt _ FEEEBSRW
9 Standard Sol'n ZHNES SR BENEESNEEETTY
] System suitability test (UV at 200nm) EMEE - OFBEIERS -
L1 No Wi(mg) Conc.(mg/t, Peak Area Mean RSD(%) s EES)
12 Inj 1 - R sesTEnnuss LiE
13 Inj 2 #VALUE! #DIV/0! #DIV/0! FEEENEEE -
L4 Inj 3
L5 System suitability test (UV at 224nm) EENER(ng
16 No Wit(mg) Conc.(mg/ml) Peak Area Mean RSD(%) 1SS EE
i Inj 1 28RS Fifa
£ Inj 2 #VALUE! E#DIV/0! #DIV/0! FHigESETE
Demo (&) P[4
Pharmaceuticals
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Business Need
(User requirement)

Design, Build &
Functional Testing

Spreadsheet
specifications &
validation protocol

Protocol Execution

Spreadsheet
Summary Report

Pharmaceuticals
29 BoEE X



SOP Architecture

MVP

I
| | | |
ERES/Data Inventory Computer Spreadsheet Infrastructure
Integrity Manager System SDLC Validation Qualification

Pharmaceuticals
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Infrastructure Qualification

 IT Infrastructure
— AD
— VM Ware
— NAS
— NTP
— DHCP
— Printer Server
— Environment Control
— Fire Suppression System

Pharmaceuticals
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Segregation of duties

HERR ST
Lock Projects O O
= JHEE Eb Unlock Projects O X
L Alter Users O X
LIRIKERFHA  sign off 1 X 0
2HEEAERE Sign Off 2 O X
31&5\6\"‘5$/ﬁ$%593 Save Processing Methods X O
EBBIEE Modify Integration Parameters X O
Modify Component Times X O
Acquire Samples X O

.
¢
¢
¢
¢
:
¢
¢
4
¢
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QC_Analyst QC_Manager | QC_Approver | QA Reviewer

HE : mEREUHTE B mEEUERE BHR . aBEREUSiz HZR  mEREUERE

AIAE - B - - EE -
THRE : EEEEVATIRR - [ThAE | REEBTAURIEL [TDEE : REESVFTIRE - [hAE - BEETENMA
B EEFEH - BTEE - TEAER BERTE_EETSE |[BS -

BERER  MEFE |-

ZME  FERBE -

QA_Auditor | TechService Vendor T Administrator

H  REUNT B2 HEEL- BR . RMEE - BHR: BEMEU - HR . 2#EESE -
NERREIZAE - INEE - MITHAR e« —MR=R{R [Thet . MBVEEA e HEZEH

NEE . BERMAIE |3 - 2 mE-KEL & %R - 2#HE pINsE B E 2
ZECEE ERNBUFEEZE HMWAFERTEHE |[BENER -
PR -
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Jonfiguration Manager

| Edit‘»-‘ieyl Update |Ma:-:Fh:|ws 4000 |{| 4| }| }I|

o Configure the System

Perform administrative tasks in configuration manager.

€ Run Samples
Select Project and Chromatographic systems to acquire data.

Change Date

KMisc | ~

of24/2018 8:58:17 AM C5T

LUSS17m

of24/2018 8.52:06 AM CJ

US350/QAC_Anahyst

242018 8:38.57 AN ST

UsE8dTechServices

242018 8:30:49 A CST

UsE8dTechServices

US357/QC_Analyst

USSE7/QC_Approver

5587

US350/QAC_Anahyst

U4294/QC_Analyst

USTTT/QC_Analyst

UG350/QC_Analyst

Sf232018 5:10:01 P

USTFYTIQC_Anahst

232018 5:02:43 PM C3

U361 STechServices

2320138 5:00:30 PM C5T

U361 5 TechServices



Project Access Control

IT U1668
%—-‘-Ei =5 f%lj Lab_Manéger U2742
QA _Auditor U4878
1. 2L 5 QA _Reviewer U1731
2.t QC1 U4637
QC2 U3463
RD1 U3549
TechService U3615
Vaildation Us917
Vendor Vendor A
37 BEEEXRE



DR ERZ - B

.:_uiﬁ;\-
R

s

RERER % TN EE T

=] & it Method Validation

= tZMethod Validation P ITER IR &

EREHES

S ISRV AIETSHE ZQCH Y EE R 3 H i

38




Data Archive

B,
_ROME RSN EEE - (MENA
_ SERANENRNNE—tREEY - SMBER)

V
Pharmaceuticals
39 BEEXE

Hﬂ’

DATA
INTEGR




Better Chemistry Better Life

Thank you and Questions!

O
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