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USP 1058 Terminology Waters

THE SCIENCE OF WHAT'S POSSIBLE.

According to USP 1058.....

" Instruments are QUALIFIED , Was the instrument built right?
= Processes are VALIDATED , Was the right instrument built?
= AlQ (Analytical Instrument Qualification)

— “AlQ Is documented evidence that an instrument performs suitably for its intended
purpose and that it is properly maintained and calibrated”

— Does not include people (training), processes performed on instruments (analytical
methods)

— Helps to justify the continued use of instrument, but it alone does not ensure quality of
the data

= |t is easiest to qualify instruments using standardized tests
= Procedures and methods are validated for each specific analysis
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Performlng AIQ THE SCIENCE IJQNHES IEESIBLE.’
* Recommended set of parameters for AlQ:
— Design Qualification (DQ)
— Installation Qualification (1Q)
— Operational Qualification (0OQ)
— Performance Qualification (PQ)
— Change Control
= Chosen because they are the most widely understood terms
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Operational Qualification - Current Cle S

= OQ Parameters: Test operation of instrument as per specifications in the
user’'s environment
— Test critical parameters to assure required performance

— Parameters based on manufacturer's recommendation and on user’s intended
use

— Secure data storage, backup and archive process

= Performance of OQ
— Use non-method specific testing

— Repeat relevant OQ tests when instrument undergoes major repairs or
modifications

— Repeat tests on a regular basis
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= OQ Parameters additions

— Parameters to qualify described in the general chapters for the analytical
technique used

— Test critical functions under actual operating conditions
— Demonstrate that the entire system, including software, works as intended

= Performance of OQ addition

— 0OQ performed using the same software configuration as that used for routine
analysis

® The best and easiest way to meet this requirement is using SystemsQT
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Performance Qualification - Current THE SCIENCE OF WHAT'S POSATAL ES

= PQ tests are performed on a periodic basis to ensure that the instrument
remains in qualified state after IQ/0OQ
— Run tests to check and verify satisfactory performance of the instrument

— These tests can verify suitability of the instrument for your specific intended use and
configuration

= Performance of PQ
— Perform at specified intervals
o Tests based on good science
o Tests reflect general use of the instrument

o Same tests can be used repeatedly to generate history of instrument
performance

— Specifications for PQ tests can be different than for OQ if required
— Perform after repairs and maintenance
— Maintain an SOP for operation/calibration/maintenance
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Performance Qualification - Proposed Cle S
= |Instrumentation that fails must be investigated and an explanation
provided with the reason for failure
= Addition of periodic review for critical instruments and computer systems
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Change Contr0| THE SCIENCE Ug\iHES IESSIBLE.’

= Changes are inevitable as new features are added and corrections are
made

= Follow DQ/IQ/OQ/PQ classification process

— DQ: Review the change; adopt only useful or necessary changes
o Not making changes for too long can also cause problems
o Ex: Running unsupported versions of software or firmware

— 1Q: Install the changes
o Log any changes in the system log

— 0Q/PQ:
o Revise tests and specifications if necessitated by the change
o Change SOPs as necessary
o Perform changed OQ or PQ tests
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Installation Qualification
For each module in the system, enter any requested
information into the 1Q, and complete any procedures as
directed.

A 4

Maintenance Procedures
Maintenance is not performed during pre-use qualification.
Maintenance Procedures are provided for these purposes:
« To provide a maintenance log, in which you record all
maintenance, repair and qualification performed after startup
«.To meet the requirements for instituting standard operating
procedures for future maintenance

A 4

Operational (or Module) Qualification
For individually qualified modules, follow the applicable steps..

Vendor Performance (or System) Qualification

For your complete system, use the applicable qualification
procedures to verify proper system performance.
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Guideline for HPLC Qualification __Waters

= Waters System Qualification Tools (SQT) take these guidelines into
account

e e

European I_Z)irectorale for the TN COE
Quality of Medicines & HealthCare OF EUROPE __DE L'EURDPE

OMCL Network of the Council of Europe
QUALITY MANAGEMENT DOCUMENT

PA/PH/OMCL (11) 04

QUALIFICATION OF EQUIPMENT
ANNEX 1: QUALIFICATION OF HPLC EQUIPMENT
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OMCL Checks Identified by Levels walVaters

\
*Best carried out by the user
«Define user requirements
<i-leeiogre . = Assess ability of vendor to train, repair, test etc
instruments v
and supplier:
~
«The instrument vendor can perform these steps
S <Knowledgeable on proper installation and commissioning practices
and release )
for use
~
*The instrument vendor can assist the user in complying with this guidelines
“ieele -0 ®*Most knowledgeable on design of the instrument
motivated
instrument )
checks
~
R eBest carried out by the user
o < Most knowledgeable on design of the application or method
instrument )
checks
©2017 Waters Corporation COMPANY CONFIDENTIAL 11
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Annex 1 Specification Examples Cf:rer S
Examples of requirements for HPLC instruments and detectors
Instrument module Parameter to be checked Typical tolerance
limits

Solvent delivery system "o ra_te ) T

* Proportioning accuracy and v x2

precision (gradient test)

¢ Proportioning ripple ¢ 202%
Injector *  Volume precision e RSD=10%

¢ Carry-over *  see Annex I
Autosampler ¢  Thermostatting accuracy and o £3°C

precision

Oven or cooling device + Thermostatting accuracy o £1°C
UV/DAD detector » Linearity o 20000

s  Wavelength accuracy « +2nm
Fluorescence detector *  Wavelength accuracy excitation e t3inm

+  Wavelength accuracy emission « *inm

o Sensitivity o see Annex [
Electrochemical detector *  Accuracy of the signal o see Annex |

¢ Stability of the signal o see Annex |
RID detector ¢ Signal/Noise ratio *  see Annex I

»  Dnft over time o 0.1 mVimin

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 12
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Typical Qualification Tests for LC system chrer > e

= Solvent Delivery System
— Flow rate accuracy
— Flow rate precision
— Flow rate linearity
" Injector System
— Injection accuracy
— Injection linearity
— Injector precision
— Injector carryover
— Sample position accuracy
= Detector System
— Detector wavelength accuracy
— Detector absorbance linearity
— Detector noise and drift

©2017 Waters Corporation COMPANY CONFIDENTIAL 13
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Example 1 - HPLC Flow Linearity and Accuracy Wcl’rer S

Uracil Flow Rate Linearity & Accuracy Results Table

SvsTERSDT

1 A
Linearity R*2 Linearity R%2 Linearity R "2 Accurac Accuracy /:n-" FLOW RATE LINEARITY & ACCURACY REPORT
Specification y Pass Fail | Specification | A“U®Y | Pass Fail
ACQUISITION INFORMATION
1 R2>or=090 1.00 PASS <or=100ul 1 PASS nupu:rrr;'g{ﬁfmw g:nm;u:lm:mun IS 155
o - 070 Flow 3=ta Lin Aczumey Sample k1 1 Sspatan Cabs: 223057
Frossesing Msthod Sow Fzle Lin Ao Ok Eampie Kt 1 Lot Namber - T1S835864
Feport Metrod hane: Fow Rate Ln AccRaport Buld Versor: Empoaer Somaae Buld 1158
Liser Name’ jo= @ngan (Jangan) Sampe 38 K: 526 150 5255
Sampis SetNams Fow Rake Uin Acceracy Sampe 32 2ot Dae SHE2IIT 10T W
Accuracy Calculation : Flow rate Accuracy =[Y intercept/Slope| * 1000 variay ot Umesl Peak Chromatograma

Y intercept =-0.001422 Slope = 1.240500

Flow rate Accuracy = |-0.001423/ 1.240800 | "1000 =11

Flow rae Lmeanity is determined by inectng a Uractl soluion (which elues n the void volume ) and varying ~ —Zisieeis

the flow rate. The plot generated is the plot of 1void time versus flow rate (where void fime = Uractl efention.  — Zovmeriee'a

time). The flow rate linearsty coefficient of determination (R"2) mustbe R"2 = or=0.90 fo pass. e

Flow rate accuracy 1s calculated by dividing the v -intercept by the slope and multiplying by 1000
(to convert from mL touL). The flow rate accuracy passes when the fesultis < or=100uL.

0007 T 2af4
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BaneemsQT
%RSD of j SYSTEM PRECISION REPORT
() o)
R D i
(] Sywhen MeTw: ACD_TUV_CM Acpared Dy e
eomet M Cwte_S07_ACOUTY _TUY_COM Colrw vt Wt § FS8 15000 1000
Tl e Mehat 120 Dystem Fecner Sary K | apirados dels V24DNE
6 Replicate e Pt
Vet Wil e Sywesr Pecwon Rapat St Verskoy Gy o Soite we B 1324
T — T ] Pl St i B85
Sarks S Mwrs SpsenFiecibe Saegle S St Dnbe L7007 1257 BN
Injections E—
L ¥
R =N ™
i
. ™1
. !
LV Caffeine Area and Height Results Table 150] il
fr8a %R8D Area%RSD | Helght %RSD Helght %RSD o -
spscification | %8 #RS0 | ouFal ip!":mcwun Height %R0 | R sl s ™1
1|%R30 <or=03 02 PASS | BRSD<or=1l 02 PASS !
] ™1
WV Caffeine Retention Time (RTsec) Results Table ? = i
H Y " "M 1 "M "M MM M N
Retanfion Time (sec) Siandard | Retention Tims fesc) | Retsndion Time (sec) Standard -
Davigtion Spacification standard Daviation Daviation Pass Fall T p— oy
1 S0 AT <or = 1.0sec 0.0 PASS
©2017 Waters Corporation COMPANY CONFIDENTIAL 15

Example 3 - Gradient Performance Wcl’rer S

GRADIENT PERFORMANCE REPORT

SD of Retention

Time from each \ . S
of 7 Peaks over == =
Six Injections

Gagenl PSIICHNEncs CIf o Sogiam gariy

SD must be < or = 1.0 sec

Note: In this UPLC case, there are
two high pressure pumps.

Frimzd £2123 NA22007 Page: 3l 3
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Example 4 - Compositional Accuracy Cle S

The compositional accuracy test determines that the solvent management system can deliver

a solvent mixture within acceptable criteria - The same sample is injected and eluted using different
combinations of solvent reservoirs . If the proportioning valves are working properly , there should
be very little variation in the caffeine retention time . The compositional accuracy test passes if

the %RSD of the caffeine retention time is < or = 3.0 %.

SrsTERSQT

ﬂ COMPOSITIONAL ACCURACY REPORT

Caffeine Compositional Accuracy Results Table

ASGUISITION INFORMATION

‘Sysiem Name- I7S5 M55 Acqubed Sy Jangan
et N BOT_AbarceTIHE ‘Coknn S MUTESr - WATAS1961S 155
Compositional Accuracy Specification | Caffeine Retention Time | Compositional Accuracy g Mot Lo ey P i~ e
Caffeine Retention Time %RSD #RSD Pass Fail S e e e e bt
Can ‘Sampe Set Start Date- 5950007 53001 P
1 RT %RSD <or=3.0 0.9 PASS

omposHioaal Awouracy Overlald Chronatogrme

ez Vatvd | Warvs | Sarvie v | e [wi] 27 [Re
o Az TOMAC | Caflra| M /mAC | 121 129

i
i
i
B
H
#
H
HEHEHEHEEEENE

T | 0o A TOMAL |calra| P WAE | 121] 3]
T A O AC | Cafwr | TEAD | TEA[ 50
3
)

= oo A= m0an |camera[maman |12
2 |com A 030 AD | camuna | MmAD | 128

I B e

B e B T
1| oom A= 0000 | cafera | MOim R0 |12
W |oam A= TO0E0 | Cafera| PR R0 | 1T
B B

Note: In this case, we are testing one pump with X =

Wm0

low pressure mixing capability of 4 solvents e — =

2015 Waters Corporation
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Example 5 - Injector Linearity and Accuracy Wcl’rer S

Linearity = R?of curve | ==|

1000000 y=25000x + 1250

800000 |  X-intercept= -0.05uL

600000

area (uV*sec)

400000 r

Accuracy = X Intercept

200000

-1 9 19 29 39 49
volume injected (uL)

IRJECTOR LINSARITY & ACCURACY REPORT

Linearity R*2 Linearity R=2 Linsarity R*2 | Injsction &ccuracy | Imjection | Injection iccuracy
specification ¥ Pass Fall specification ACoUracy Pass Fall
1|R2>or=05920 1.0000 PASS <or=0.2ul 0.0 PASS

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 18
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THE SCIENCE OF WHAT'S POSSIBLE.

Example 6 - Wavelength Accuracy

1.80

A Max’ For Caffeine

o0 F

.\

— s \
ﬂ WAVELENGTH ACCURACY REPORT =
- 8
EECUIEITIoN THFGRERTION B
System b 47348 R Acurad By Syver <
apnct Herme: Dnta_SOT_SCOUTY _ZS0EFCA_CW “Colerm warisl Hurder 115815096105
Sartple Sal Mefhad 030 Areeetgh Accurnecy Sarpie G | Gprelon deln
Pocenung Mehad Wessmagh Accaresy PN Sargis 53 1 Lol MeTEwr MOTTO!
Fapuat Ui Hars 3

Sarin Sa b 8044 Pnud Gat  Begn.

Wavelength (nm)

Wavelength Accuracy Besults

©2017 Waters Corporation
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Spacitication 1

Lambda Max

Lambda Max Pass Fall

-

203nm-207nm

206

PASS

Spacification 2

Lambda Max

Lambda Max Fass Fall

=

Z7Inm-27Snm

273

PASS

19

S T

Example 7 - Detector Linearity and Sensitivity

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

©2017 Waters Corporation

1.80 0.020
itivity is %RSD al X
Sensitivity is % s Joee
140 .
- § % RSD =398 41 D.014
Of Peak Heights / Amounts |z.. |
g [ R<=0.0003
g nso 41 0.010 2
g { o.ooe g
" " = 080 | . 1 o
Linearity is R? of curve — o=
o020 4 D.002
- . 0.00 0.000
ﬂ Y DETECTOR LINEARITY & SENSITITY REFORT ﬂ LN DETECTOR LINEARITY & SENSITPATY REFORT o 20 40 (<] 20 100
& : Amount Injected
5t *-' Detector Area Linearity
Araa Linsarlty Area Linaarlfy
s, | e | S
1|R2>orenim0|  D3s PASS
N I
. - . Detector Area Sensitivity
o momﬁ:usn Area mm:r:;wn
Spacifcetion Senaittly A3 Pase Fall
——— = = T e = 1] %RSD<0or=35 08 PASS

COMPANY CONFIDENTIAL
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What do really know after these tests? chrer > e
= Solvent Delivery System

— motors work correctly
— The gradient are working properly and the mixing valve (low pressure mixing)
all actuate without sticking
" Injector System
— syringe drive motors, valves and gears all work as intended.
= Detector System
— gratings, mirrors, cell and lamp are functioning as intended in terms of directing
light through the cell and that the correct wavelengths are used
©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 21
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Post-use Qualification Cf.,e S

Installation Qualification
The installation qualification procedures are not normally used
for post-use qualifications unless installation related
information was not previously logged

l

Maintenance Procedures
Perform the procedures and complete the forms in the
corresponding Recommended Maintenance Procedures.

Operational (or Module) Qualification

For modules that are qualified individually, follow the
applicable steps.

Vendor Performance (or System) Qualification

For your complete system, use the applicable qualification
procedures to verify proper system performance.

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 22




Recommended Qualification Procedure -

Pump

Waters

THE SCIENCE OF WHAT'S POSSIBLE.

Repair Type and Affected Device

Major repair

* Pump motor driver PCEs
+ Gears

+ Piston drives

* Pump castings

* Pump control modules

Requalify each parts

binor repair

* Check valves Static leak test

* Check valve carridges Static leak test

* Plungers Static leak test

+ Seals Static leak test

* Pressure transducer Verify proper Zero and pressure increase

+ Gradient proportioning valves Verify gradient valve proportioning or gradient operation
+ Column heater Verify temperature accuracy

* Column heater/cooler Verify temperature accuracy

©2017 Waters Corporation COMPANY CONFIDENTIAL
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Solvent Management Schematic
Alliance €2695 as an example

Eluents Degasser GPV
A
B 77N\
C @
D /

Primal

'. nlet

CN
Accumulator ressure
ansducer
rimary
. nlet
CN
ressure
ansducer
ystem
P P
To Sample In-Line
Manager Filter
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Accumulator
Piston Chamber "R

Waters

THE SCIENCE OF WHAT'S POSSIBLE."

Prime/Vent Valve Solvent Inline Filter

Primary
Piston
Chamber

Check Vahee Cartridge

@

Check Ve Housing

24




Recommended Qualification Procedure - -

. Woater
I nJ eCtO r THE SCIENMCE UgHES IEESIBLE.!

Repair Type and Affected Device

Major repair

* Injectorfvalve driver PCEs
* Injectar assemblies

+ Valve assemblies

Requalify each parts

binor repair

* Sample positioning drives Verify sample positicing accuracy

* Pressure transducers Verify zerg and deflection at pressure

* Seal pack and needle Verify injector accuracy

+ Walve seals Verify injector accuracy

* Sample heatericooler Verify temperature accuracy

+ Column heater Verify temperature accuracy

* Column heater/cooler Verify temperature accuracy

©2017 Waters Corporation COMPANY CONFIDENTIAL 25

Sample Management Schematic Waters "
Alliance €2695 as an example THE SCUENCE OF WHAT'S posstaLa

Transducer

Waste / Vent
Valve

=T

5% Flow

W W Y

Valve Open —
V4 = Needle >

%%\ Wash Valve
Needle Wash Pump E

A Y
Restictor|
Loop

L

3
>

F
v Valve Closed
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Recommended Qualification Procedure — -

Optical detectors Wci’rer > e

Repair Type and Affected Device

Mlajor repair

» Cell assembliers

+ Analog PCBs

+ Preamp PDEs

* Photodiodes

+ Optics benches

+ Gratings

+ Grating drive devices

* MWlirrors Requalify each parts
+ Beam splitters

+ Photodiode arrays

+ Photomultiplier tubes

+ Optical slits

* Filter wheel replacement
* Drift tube

* MNebulizer

* MNebulizer heater/cooler

Mlinor repair
+ Lamps
» Cellwindows

Verify lamp calibration via start-up diagnostics
Verify lamp calibration via start-up diagnostics

©2017 Waters Corporation COMPANY CONFIDENTIAL 27
Advantages of using CDS Managed Waters “
Q u al ifi Cati O n THE SCIENCE OF WHAT'S POSSIBLE.

= Accurate Qualification Testing and Analysis
— Less opportunity for human error

— Measures peak areas, peak heights and retention times accurately and
consistently

— Custom field calculations and regression analysis

— Testing consistent from system to system

— Reduces time that system is off-line by about half

— Multiple systems can be qualified at once

— Qualifies software and systems in their analytical configuration

— Qualifies using same peak processing and quantitation algorithms as during
use on CDS system of record

— Demonstrates system level fithess for chromatographic use

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 28
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Empower SQT (System Qualification Tool) Wci’rer > e

= Built into Empower

= Secure and Auditable Qualification Data
— 21 CFR Part 11 Compliant Ready Qualification Data
— All of your data is maintained on your CDS
— On-Line Qualification Documentation for Easy Inspection
— Easy tracking and trending of qualification results
— Audit trails and method change control part of the data system
— No need for external spreadsheets or third party software
— Secure data environment
— On-line review and approval available

©2017 Waters Corporation COMPANY CONFIDENTIAL 29
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Empower 3 Audit Trial
Overview
Michelle Ho
Informatics BD Manager — APAC
June 2017
©2017 Waters Corporaton ~ COMPANY CONFIDENTIAL 1
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Disclaimer Wcl’rer S

= This presentation is for informational purposes only and should not be
taken as advice regarding any particular course of action to be followed.

= \Waters does not make any representations or warranties, express or
implied, to any party, regarding use of the information contained in this
presentation to make decisions regarding the implementation and
maintenance of effective quality control systems and quality assurance
testing programs, including but not limited to the applicable Good
Manufacturing Regulations that apply to the manufacture of regulated
products.

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 2
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EmpOWer AUdlt TraIIS THE SCIENCE IJQNHES IESSIBLE.’
= Understand the Information in the Audit Trails and what causes an entry
to be made in these Audit Trails
= Differentiate between the various Audit Trails
o System
o Project
o Method
o Sample
o Sample Set
o Result
System Audit Trail=specific to installation to Empower
All data related Audit Trails are in the project
©2017 Waters Corporation COMPANY CONFIDENTIAL 3
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Empower Audit Trails ID numbers Cfrer S

= Empower is built into an Oracle Database

= This database gives each object or result a Unique Identifier for tracking
the values and records

= This identifier is unique within each project.

= Modification of any data base object results in a NEW record with NEW
identifiers ( Nothing is ever over written but versioned )
= Many users of Empower use these ID number to prove and identify
results to auditors
— Also to track for their own purposes

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 4




Empower Audit Tralil

= The built in Empower Database

— Enables every object to be uniquely referenced

— Can never overwrite data

— Can never mistake which data went with which method

— Ensures easy and accurate data review

= Automatic versioning for results / methods

— With full computer generated audit trail
— WHO changed WHAT (before and after values) WHEN.... And WHY?)

©2017 Waters Corporation
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THE SCIENCE OF WHAT'S POSSIBLE.

Audit Trail — System Audit Trail

S EMPOWERS.WORLD as System/Administrator - Configuration Manager

File Edit View Records Tools Help

2l o] 2] >|

Waters

THE SCIENCE OF WHAT'S POSSIBLE.

:: J | Filter By: IDefauIt—E] Edit Wiew Update M ax Fows 1000 _li] _ﬂ _!_1 _ZJ-I .;

-2 Empower 3 Configuration

©2017 Waters Corporation

Action Details
E-12h Projects 1| Successfully Logged On User: System Node: Democlientfr! Interface: Pro
(3] Aldol_Condensation 2 |Unsuccessful Logon Attempt User: system Node: Democlientfr] - Authentication Failed
¢ i 3 | Successfulty Logged On User: System Node: Democlientfr1 Interface: Pro
(] Chemical Anabysss 4 [Successfully Logged OFF User: System Node: Democlientfrl
[0 ELN Project 5 |Successfully Logged O User: System Node: Democlientfr! Interface: P
hmaplrlde_PATROL e n Ser: System ode: Uemochenttr] Intertace: Fro
LYCAN March 2013 & |Modified User User: System Reason: Set passwaord (system generated)
E Impurity Assay 7 | Successfully Logged Off User: System Node: Democlientfr1
E' LIMS_LabSystems 8 | Altered System Policy Default Full Audit Trail Confirm Identity on Deletion Changes - False —= True  Reason: added policy
(R Mass Spectrometry 9 | Attered System Policy Disable Copy from non Full Audit Trail project to Full Audit Trail project - False. —= True  Reason: added policy
[ El Pharmaceutical 10 | Atered System Policy Passwords Expire - False —> True  Reason: added policy
~{E] 5QT BEAFSEBFDX4L 11 | Successfully Logged On User: System Node: Democlientfr1 Interface: Pro
QT_ACQUITY_PDA 12 | Unsuccessful Logon Aftempt User: system Node: Democlientir! - Authentication Failed
SQT’AC_CLDIAIPhEl’FLR 13 | Successfully Logged Off User: System MNode: Democlientfr1
E] SOT Alliance2936
EI SWI Deme 14 | Successfully Logged On User: System Node: Democlientfr1 Interface: Pro
TTAcetaminophen 15 | Successfully Logged On User: System Node: Democlientfr1 Interface: ToolKit
-] Valid_oq1 16 | Successfully Logged On User: System Node: Democlientfr1 Interface: ToolKit
@ Valid_OQApex 17 | Successfully Logged On User: System Node: Democlientfr1 Interface: ToolKit
alid_OQMVM 18 | Successfully Logged On User: System Mode: Democlientfr1 Interface: Tool<it
g Nodes 18 | Successfully Logged On User: System Mode: Democlientfr1 Interface: ToolKit
5 Systems 20 |Successfully Logged On User: System Node: Democlientfr1 Interface: Toolkit
=5 @ Libraries 21 | successfully Logged On User: System Node: Democlientfr1 Interface: Pro
D‘; ﬁ: 72 | Successfuly Logged On User: System Node: Demaclientfr! Inferface: ToolKit
@ User Groups 23 | Successfully Logged On User: System Node: Democlientfr1 Interface: Tooliit
Y User Types 24 | successfully Logged On User: System Mode: Democlientfr1 Interface: Tool<it
Ly 25 | Successfully Logged On User: System Mode: Democlientfr1 Interface: Tool<it
28 | Successfully Logged On User: System Mode: Democlientfr1 Interface: Pro
27 | Successfully Logged Off User: System Mode: Demaclientfr1
28 | Successfully Logged On User: System Mode: Democlientfr1 Interface: Tool<it
28 | Successfully Logged On User: System Node: Democlientfr1 Interface: ToolKit
30 |Successfully Logged On User: System Node: Democlientfr1 Interface: ToolKit

COMPANY CONFIDENTIAL
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What is System Audit Trail welVaters

= System Audit Trail keeps track of actions taken at the system level.

® The audit trail is divided into the following fields:
— Action
— Details
— Date and time stamp as the when the action took place
— User — Who took the action
® The system audit trail shows changes to system objects and system
policies
— details archive activity
— notes all changes to security (users, user types etc)
— documents all successful and unsuccessful logins
o you have a history of who was logged into the application at any time
o you have information about system break in attempts
o includes the client the login/login attempt occurred at

©2017 Waters Corporation COMPANY CONFIDENTIAL 7
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System Audit Trail examples... WCLTer S

E | Action
1 Successfully Logged On User: System Node: Democlientfr1 Interface: Pro
2 N Unsuccessful Logon Attempt Uszer: system Mode: Democlientfr1 - Authentication Failed
3 | Successfully Logged On User; System Node; Democlientfr! Interface: Pro
4 |Successfully Logged Off User; System Node; Democlientfr1
5 |Successfully Logged On User: System Node: Democlientfr1 Interface: Pro
& N Modified User User: System Reason: Set password (3ystem generated) l
7 |Successfully Logged Off User: System Node: Democlientfr
B8 | Aftered System Policy Default Full Audit Trail Confirm Kentity on Deletion Changes - False —= True  Reason: added policy
9 | Atered System Policy Disable Copy from non Full Audit Trail project to Full Audit Trail project - False. —= True  Reason: added policy
10 | Attered System Policy Passwords Expire - False —= True  Reason: added policy
11 | Successfully Logged On User: System Node: Democlientfr! Interface: Pro
12 BlUnsuccessful Logon Attempt User; system Mode: Democlientfr1 - Authentication Failed I
13 | Successfully Logoed Off User: System MNode: Democlientfr
14 | Successfully Logged On User: System Node: Democlientfr1 Interface: Pro
15 | Successfully Logged On Uszer: System Node: Democlientfr! Interface: ToolKit
16 | Successfully Logged On User; System Node; Democlientfr! Interface: ToolKit
17 | Successfully Logged On User: System Node: Democlientfr1 Interface: ToolKit

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 8




Empower Project Audit Trails

B 020 0 0 e e
Waters

THE SCIENCE OF WHAT'S POSSIBLE.

= The Project audit trail keeps track of action taken within the project.

Each project has its own unique audit trail.

Fiter By: [Datsuit | EdtView | Update | MaxRows: [1000 14 4| » | )]‘

4> | sample Sets1Injgcﬂons]channels]Metnads]ResultSets Results}Peaks]Fractians}sign Oﬁs]CumesW\ew Filters |Custom F\e\d’ Audit Trails \l

©2017 Waters Corporation COMPANY CONFIDENTIAL

JE | Action Details Change Date

1 | Created Manual Result Sample Name: S160920_00126 Vial 5 Injection Ho.:1 Channel. 2487Channel 1 Method: Acetaminophen PI ResuftD: 2611 Channel ID: 1248 Result Set ID: 2567 Wednesday, November 23, 2016 ¢
2 [updated Calbration System: B101R319_Waters1 Method: Acstaminophen PIM_Channel: 2457Channel 1 Calibration ID: 2595 Calbration Source: Auto Wednesday, November 23, 2016 ¢
3 [ created Calibration System: B101R319_Waters1 Method: Acstaminophen PIM_Channel: 2457Channel 1 Calibration ID: 2593 Calbration Source: Auto Wednesday, November 23, 2016 ¢
4 [ Created Calbration System: B101R319_Waters1 Method: Acstaminophen PIM_Channel: 2457Channel 1 Calibration ID: 2595 Calbration Source: Auto Wednesday, November 23, 2016 ¢
5 [ Created Resutt Set Result Set: ELN_Assay Sample Set Method: 8536_02 071402 Wethod: Acetaminophen PI _Processed How: Processing Method  Result SetID: 2587 Sample Set D: 1804 Wednesday, November 23, 2016 ¢
6 |created Calbration System: B101R319_Walers1 Method: Acetaminophen P Channel: 2487Channel 1 Calibration ID: 2588 Calbration Source: Auto Wednesgay, November 23, 2016 ¢
7 | Wodified Methoa Method: Acetaminophen P Type: Processing Version: 5 Wednesday, November 23, 2016 ¢
8 |Created Manual Resul Sample Name: S160920_00126 Vial 5 Injection No.:1 Channel. 2487Channel 1 Method: Acetaminophen PM_ Resuft D: 2561 ChannelID; 1248 Resull Set ID: 2539 Tuesday, November 22, 2016 £:32
5 |updated Caibration System: B101R319_Walers1 Method: Acetaminophen P Channel: 2487Channel 1 Calibration ID: 2545 Calbration Source: Auto Tuesday, November 22, 2016 £:24
10 | Created Calbration System: B101R319_Waters1 Method: Acstaminophen PIM_Channel: 2457Channel 1 Calibration ID: 2543 Calbration Source: Auto Tuesday, November 22, 2016 6:24
11 | Created Calibration System: B101R319_Waters1 Method: Acstaminophen PIM_Channel: 2487Channel 1 Calibration ID: 2545 Calbration Source: Auto Tuesday, November 22, 2016 6:24
12 | Created Result Set Result Set: ELN_Assay Sample Set Method: 8536_02 071402 Wethod: Acetaminophen PH _Processed How: Processing Method  Result SetD: 2539 Sample Set D: 1804 Tuesday, November 22, 2016 6:24
13 | Created Calbration System: B101R319_Waters1 Method: Acstaminophen PIM_Channel: 2457Channel 1 Calibration ID: 2537 Calbration Source: Auto Tuesday, November 22, 2016 6:23
14 [ Created Manual Resul Sample Name: STD-3 Vial 9 Injection Ho.: 1 Channel: 2487Channel 1 Method: Acetaminophen PM ResultD: 2535 Channel I: 1260 Result SetiD: 0 Tuesday, November 22, 2018 £:23
15 | Wodified Method Method: Acetaminophen P Type: Processing Version: 4 Tuesday, November 22, 2016 6:23
16 | Created Manual Resul Sample Name: S160920_00126 Vial 5 Injection No.: 1 Channel. 2487Channel 1 Method: Acetaminophen PM_ Resuft D: 2507 ChannelID; 1248 Resull Set ID: 2467 Thursday, Hovember 17, 2016 5:3
17 | Created Manual Resul Sample Name: STD-2 Vial 3 Injection Ho.: 1 Channel, 2487Channel 1 Method: Acetaminophen PM ResultD: 2500 Channel ID: 1238 Resull SetiD: 0 Thursday, Hovember 17, 2016 5:3
18 | Created Manual Resul Sample Name: Bind Vial 1 Injection No 1 Channel 2487Channel 1 Method: Acetaminophen PIM Resull I: 2503 Channel I: 1226 Result Set ID: 2467 Thursday, Hovember 17, 2016 5:3
19 | Updated Calbration System: B101R319_Waters1 Method: Acetaminophen PIM_Channel: 2457Channel 1 Calibration ID: 2501 Calbration Source: Auto Thursday, November 17, 2016 5:3
20 | Updated Calbration System: B101R319_Waters1 Method: Acstaminophen PIM_Channel: 2457Channel 1 Calibration ID: 2473 Calbration Source: Auto Tuesday, September 20, 2016 :3
21 | Created Calibration System: B101R319_Waters1 Method: Acstaminophen PIM_Channel: 2457Channel 1 Calibration ID: 2471 Calbration Source: Auto Tuesday, September 20, 2016 :3
22 | created Calibration System: 5101R319_Waters1 ethod: Acetaminophen PIM_ Channel: 2457Channel 1 Calibration ID: 2472 Calbration Source: Auto Tuesday, September 20, 2016 9.3
23 | Created Resull Set Resull Set: ELN_Assay Sample Set Method: 8536_02 071402 Method: Acelaminophen P Processed How: Processing Method  Resul Set ID: 2467 Sample Set D: 1804 Tuesday, September 20, 2016 9.3
24 | Created Method Method: Wichelle0820 Type: Sample Set Version: 1 Tuesday, September 20, 2016 9.31

Project Audit Tralls

= Sample Audit Trail
— Tracks changes to entered data about each sample
= Result Audit Trail

N e
Waters

THE SCIENCE OF WHAT'S POSSIBLE.

— Links results to instruments, samplesets, methods, calibration curves and

standards used in calibration.
— Also traces any manual manipulation of data

= Method Audit Trail
— Keeps all versions of method for recreation of results

— Audit Trail monitors each change, before and after values, who when and

why

— Different versions can be compared to identify the differences

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL
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Built in Audit Trails in Empower wolNaters

= All user actions are logged in various audit trails and associated with the
logged in USERNAME
— Assumes all users have unique User Account
= |t is not possible to create, manipulate, modify or delete data inside
Empower without creating an audit trail entry
= Multiple “modes” of audit trail
— Silent
— Full = Includes the requirement to enter a reason “Why?”
o With free form reasons
o With predefined reasons only
— Reauthentication (re entry of password to confirm identity)
= Empower Audit trails are not editable or modifiable by ANY USER

©2017 Waters Corporaton ~ COMPANY CONFIDENTIAL 11
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Empower Sample Audit Trail Waters

THE SCIENCE OF WHAT'S POSSIBLE."

D i ACe i [ oje i 0 i .:. ' i d 'I i L]
File Edit View Tools Database Manage Help
el sl e Iwol | Fiter P Teoea g i P =R | Iln .._ = /\
Tm Sample(s) in Pharmaceutical Project as CWWeis/Manager - Alten Sample |._||E|r5__(| / \
50 e Edit View Help 4 \
N
B || S<[3] *alrE] & [m=]e]xe Atered | | |~
35 |4c _ Method St £ vV |Phar
hiod r Phar
[J1E )
Browse Proje iy e [=l] v -
N har
4] Sample History Phar
Data 1 | User: mharnoizs Date: Si3/2002 12:49:16 AW Reason: All zample information not knowe st time of analyzis r Phar
2 hodified YiallLot_Mo) =Moo Yalue= -= 35 4Comp r Phar
User: TBrown Date: 20202002 125231 AW Reazon: Wrong wieght values entered at time of analysis. I~ r Phar
4 hodified igllSampleyyeight): 1.00000 -= 23.40000 r Pharl
M “T~Phar
[ [Phari~_
3 |User: TBrown Date: 5/3/2002 12:52:31 AM Reason: Wrong weight values entered at time of analysis.
o Modified Vial(SampleiWeight): 1.00000 -= 23 40000
Systembuitability | 5% 4 standard Friday, November U, 2001 3:1/:21 PM 1 Phar
SystemSuitability |SS4  Print Table standard Friday, November 30, 2001 3:14:26 PM r Phary .,
Table Properties. .. | R4
For Help, press F1
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|
o Waters
Au d It Tra I | CO m m e ntS THE SCIENCE OF WHAT'S POSSIBLE.
It iS recom me nd ed that you ? AII\:nl.ce in ?harm:cleuti(al\Acetaminophen on EMPOWER3.WORLD as Systern/Administrator - L., EI@
. ile  Edit View Help
enter a comment which 0|18 21X [
refl eCtS Why yo u m ad e a Save current Instrument Method @
Mames:
change. — B -
General | Deggq |HC1
General Sys
Empower already tracks e v
what you changed in the Synge D —
audit trail. i OF N
Column Pos Method Comments: =
Equilibration
’T‘ Cancel Help 0
< m ] v =
Ready
©2017 Waters Corporation COMPANY CONFIDENTIAL 13
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T afers
Au d It Trl al S u m m a ry THE SCIENCE OF WHAT'S POSSIBLE.

= There are a variety of Audit Trails through out Empower keeping track of
critical activities.

= As a Data reviewer it is important to understand the information tracked in
these audit trails and what caused entries to be made.

= Comments entered should reflect why a change was made. The audit
trails already track what was changed.

©2017 Waters Corporation ~ COMPANY CONFIDENTIAL 14
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|
Result Audit Viewer Wcl’rer S

= Understand how to use the Result Audit Viewer. This tool is designed to
help the user review all the history that contributed to the generation of
one Empower result.

= Access audit trails information for results in one window.

= As more companies are reviewing data electronically the workflow would
be to use the Result audit reviewer before sign offs.

= Electronic Sign-off would be used to confirm that the results had been
reviewed.

©2017 Waters Corporaton ~ COMPANY CONFIDENTIAL 15
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Result Audit Trail... Waters

THE SCIENCE OF WHAT'S POSSIBLE."
Sample Standards used

Sets for Calibration

i". &'}

a% &

/ Calibration
Original \ —te— - - Curves
q -

Processing Metho

Unchanged
Raw Data
File

Unique

. Result \ 0 f
Original )
Instrument Method

LML ERTUAAI Who Collected | When
EL04000000433 WEO ;roc_esse(jd Wﬂat
0 Reviewe Why
Product Code/

Stage Reagent Who Approved
LC/GC System Used LIMS ID

E-cord information
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Result Audit Viewer Tool

¥ Inform2012_Tutonial2_Process as Emplqvee 00789/Administrator - OuickStart - [Review D
File Edit View [Tools| Plot Proces A Analgesics in Inform2012_Tutorial2_Process as Ermployee_(0789/8dministrator - Result Audit Yiewer

Waters

THE SCIENCE OF WHAT'S POSSIBLE.

=3

==

= = .—‘ Preview Ssved R File  Wiew Help
[ - —— Alter Ssmple
‘Run Samples Result Audit Viey
t Sarréﬂe Queue ¥ Results
Control Panel g <
e (3R] Result Summary | Result Rezult
G B{ d Sample Mame Manual | Resut Comments | Faults Faults ¥ Superseded
(O]
Browse Project &
- ¥ | h : 3 B0 | &G Standard 3 r r [ 10 r Injection “alume = 2.00 Acetaminophen Value = 31.250000
@ a r r H r j
1’, 0+ r [ 10 r Injection “olume = 2.00 Acetaminophen Yalue = 37.500000 | —
=g ¢ Elaminopner
b [
83
@-g 4 After This Date: | 1} 9fzo00 j Update |
View Method 8-9 4 . _ . . . ,
Method Set é : Result Histary |Result Differences | Pracessing Methad | Sample Set Method | Instrumert Method | Method Set |
; 0 Reason User Dt Action Type Source
Instrument By
Processing) @8 41 1 Juosdions . inection 4 1087 instrumert Method 14 1063 | & | System | 7/252011 2:21:45 PM CEST | s Aceuistion Log
' Swyatem | TI2202011 2:28:35 PM A, Sample Set Method Properties
- Svystem | T22/2011 1:50:32 PM [RlE Instrument Method Properties
L]
o n e Sto p So I u tlo n = Rune BM 72011 7:57:13 AM [is, Processing Method Properties
Rune BIMEB2011 11:08:39 &M i hethod Set Properties
H 1 1 Rune | BM 62011 11:07:47 &M M, Processing Method Properties
* Project Audit Trails ¥ P
Rune BMES2011 10:08:34 AM [is, Processing Method Properties
+ Method Histo ry an d Differences Rue | BABR0M 10:01:33 An M, Instrument Method Properties
Svystemn | BME2011 31536 PM [, Processing Method Propetties
+ Sample History

+ Sample Set History
* Acquisition Log
* Injection Log

©2017 Waters Corporation
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Result Audit Viewer

Waters

THE SCIENCE OF WHAT'S POSSIBLE.

Control Panel

Tt QC0105_2695_996 in ICH Impurity Processing as System/Administrator - QuickStart - [Review Data Main Window] = | B |
File Edit View Tools Plot Process Navigate Options Window Spectrum Review Library Manage Help
e P e 5 e Y e S = O 2
= | T el e ol o
Sample Quete 1] Protocol QPMO087 in ICH Impurity Processing as System/Administrator - Result Audit Viewer | = | & | 5

File View Help

For Help, press FL

©2017 Waters Corporation
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Differences in
the results are

0.26-
)
= 0.24- = 1 bl
Browse Project H Results I n u e -
0.2 T I T T I T 4 -

. _ Results outside
Peak List: Result Differences limit .

- 1mi re in
Acid Degradants a3 Result Name Area Amount S are
Glimepiride id (W\*sec) » red
Impurity 1 -

n 1 35984 | Impurity 2 4740 0.052
Peak in blank 2 3983 | Impurity 2 7168 0.079
Total Impurities Manual

u
= = |d| Selected Sample Name |Manual |Result Comments |Faults - -
Show Me...
T | - ; integration
0.04- 1 v 3383 |Lota232_Ad I*2 v r 31 3 Injection Volumi N \ -
Views Acquistion I 320 3.40 380 230 400 420 2 T 3882 Lota232_Ad [ W v r 30 i Injection Wolum| noted In
Minutes. | - 1984 |Lotazaz_ad | [ v r 29 3 Injection Volum| .
— Tmept 7 Integration
Retention -
IE]| Hame Amount gr\nr‘r;‘ef [uC::c/ % Area | % Adju 7 = v Type field
1 1.764 37 Peak List: Result Differences
2 |RRT 0.595 2072 2517| 024 2] [aaemedents | e Name o) Amount intType
3 |RRT 0631 2199| 2865 027 Im__'i‘ L 1 3984 | Impurity 2 4740 0.052|Rb
4 [RRT 0.657 2289| 4828 046 igfsipmb‘az:es 3983 | Impurity 2 7168 0.079|ww
5 [RRT 0.663 2312 90s8| o086 I "
6 [RRT 0.790 2754 231 022
7 [RRT 0.807 2814 1303] 012
8 [RRT 0.516 2844| 4507] 043
9 [Impurity 2 0052| 2860 4740] 045
4[» 32D Channels 420 Chann][ + [ | i |
For Help, press F1 NUM
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|
Result Audit Viewer Summary Wcl’rer > e
= Result Audit Viewer brings together all the audit history related to the
result set in view. Audit history is pulled from various locations in the
software which were explored in Chapter 4
= Result Audit Viewer additionally aids the user in comparing result
changes and identify manual manipulations/faults in a result set.
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THE SCIENCE OF WHAT'S POSSIBLE."

Questions/Discussion

DEMO
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