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4. Risk Assessment in GDP優良運銷規範
的風險評估

• Risk to assess, control, and review

- What are the risk sources?
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4. Risk Assessment in GDP

• Risk Sources – Equipment設備
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4. Risk Assessment in GDP

• Risk Sources – Processes流程
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4. Risk Assessment in GDP

• Risk Sources – People人員
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4. Risk Assessment in GDP

• Risk Sources – People 
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4. Risk Assessment in GDP

• Risk Sources – External factors 外在環境因素



8

4. Risk Assessment in GDP

• Risk Sources – External factors 
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Should risks

be assessed?

Are there clear rules

for decision making?
e.g. regulations

Yes

“no RM“

Risk assessment not required
(No flexibility)

Follow procedures
(e.g. Standard Operating Procedures)

Document results,

decisions and actions

Based on K. Connelly, AstraZeneca, 2005

1. What might go wrong?
2. What is the likelihood (probability)

it will go wrong?
3. What are the consequences (severity)?No or

justification needed

Can you answer

the risk assessment

questions?

Yes
“informal RM“

Initiate Risk assessment
(risk identification, analysis & evaluation)

Run risk control
(select appropriate measures)

Agree on a team
(small project)

Select a Risk Management tool
(if appropriate e.g. see ICH Q9 Annex I)

No

“formal RM“

Carry out the

quality risk management process

Document the steps

4. Risk Assessment in GDP
• When to apply Risk Assessment 
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5. Risk Assessment Tools – Process map
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• Identify each way the process can fail

• Identify the possible consequences of each failure mode

• Assign numerical rankings

5. Risk Assessment Tools – FMEA失效模式
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5. Risk Assessment Tools – FMEA

• Quantitation of Risk: Severity嚴重性

Score Risk Severity

1 No or negligible harm/ quality alert

3 Loss of product activity/ drug appearance or package damage

6 Injury to patient/ batch loss

9
Death or extremely serious injury to patient/ product recall or 

regulatory action
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5. Risk Assessment Tools – FMEA

• Quantitation of Risk: Probability發生率

Score Risk Probability

1 Not observed, extremely unlikely to occur/ proactive control

3 Not anticipated, but possible/ passive control

5
Failure observed occasionally, likely to occur/ no control/ passive 

control with harsh environmental effect

7
Very likely to occur, almost certain/ no control with harsh 

environmental effect
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5. Risk Assessment Tools – FMEA

• Quantitation of Risk: Detectability可偵測性

Score Risk Detectability

1 Almost certain- Failure detected in every instance (i.e. automatic 
detection)

3 Very likely detection ( i.e. checked by multiple personnel)

5 Moderate chance of detection (i.e. detected by one personnel)

7 Essentially Undetectable
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Decrease Detectability
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Risk Evaluation Score

(Severity X Probability X Detectability = RPN)

5. Risk Assessment Tools – FMEA
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5. Risk Assessment Tools – FMEA
Risk Evaluation – Risk Acceptance? 

Decrease Detectability
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5. Risk Assessment Tools – FMEA
How to design a FMEA table

Risk sources (phenomena and root cause)

Based on the historical data (e.g. deviations), 

interview, experience, and etc.
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5. Risk Assessment Tools – FMEA

Temperature

Vibration

Humidity

Process

How to create a FMEA table
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5. Risk Assessment Tools – FMEA

Evaluation standard for Severity

How to create a FMEA table
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5. Risk Assessment Tools – FMEA

Score Risk Severity

1 No or negligible harm/ quality alert

3 Loss of product activity/ drug appearance or package damage

6 Injury to patient/ batch loss

9 Death or extremely serious injury to patient/ product recall or regulatory action

Example 1, Drum appearance: Severity = 1

Example 2, API Degradation: Severity = 3

Example 3, Low toxic impurity: Severity = 6

Example 4, High toxic impurity: Severity = 9
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5. Risk Assessment Tools – FMEA

Evaluation standard for Probability

How to create a FMEA table
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5. Risk Assessment Tools – FMEA

Example 1, Temp controlled: Probability = 1

Example 2, Softbox during Spring: Probability = 3

Example 3, Softbox during Summer : Probability = 5

Example 4, N/A during Summer: Probability = 7

Score Risk Probability

1 Not observed, extremely unlikely to occur/ proactive control

3 Not anticipated, but possible/ passive control

5
Failure observed occasionally, likely to occur/ no control/ passive control with 

harsh environmental effect

7 Very likely to occur, almost certain/ no control with harsh environmental effect
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5. Risk Assessment Tools – FMEA

Evaluation standard for Detectability

How to create a FMEA table
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5. Risk Assessment Tools – FMEA

Example 1, Temp logger: Detectability = 1

Example 2, QA and Operator checking: Detectability = 3

Example 3, Operator checking: Detectability = 5

Example 4, N/A: Detectability = 7

Score Risk Detectability

1 Almost certain- Failure detected in every instance (i.e. automatic detection)

3 Very likely detection ( i.e. checked by multiple personnel)

5 Moderate chance of detection (i.e. detected by one personnel)

7 Essentially Undetectable
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5. Risk Assessment Tools – FMEA

Risk Control: implement control actions 

to reduce risk (Risk Reduction)

How to create a FMEA table
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5. Risk Assessment Tools – FMEA
How to create a FMEA table

Do not ship via this route

Change to a better packaging 

material

Request VUN in the airport

Revise SOP for personnel training 
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5. Risk Assessment Tools – FMEA

Risk Control: reduce risk level to 

acceptable level (Risk acceptance)

How to create a FMEA table
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6. Case Study I – Warehouse Temperature

Create a FMEA table

Temp.

Temperature 

variation leads to 

product exposure 

under unacceptable 

conditions

Environment-

al effect (day 

and night 

switch)

Impurity, 

AS
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6. Case Study I – Warehouse Temperature

Create a FMEA table

Temp.

Temperature 

variation leads to 

product exposure 

under unacceptable 

conditions

Environment-

al effect (day 

and night 

switch)

Impurity, 

AS

Score Risk Severity

1 No or negligible harm/ quality alert

3 Loss of product activity/ drug appearance or package damage

6 Injury to patient/ batch loss

9 Death or extremely serious injury to patient/ product recall or regulatory action

6
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6. Case Study I – Warehouse Temperature

Create a FMEA table

Temperature 

variation leads to 

product exposure 

under unacceptable 

conditions

Environment-

al effect (day 

and night 

switch)

Impurity, 

AS
6

Warehouse 

HVAC control 

system

Score Risk Probability

1 Not observed, extremely unlikely to occur/ proactive control

3 Not anticipated, but possible/ passive control

5
Failure observed occasionally, likely to occur/ no control/ passive control with 

harsh environmental effect

7 Very likely to occur, almost certain/ no control with harsh environmental effect

1Temp.
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6. Case Study I – Warehouse Temperature

Create a FMEA table

Temperature 

variation leads to 

product exposure 

under unacceptable 

conditions

Environment-

al effect (day 

and night 

switch)

Impurity, 

AS
6

Warehouse 

HVAC control 

system

1
Temperature 

monitored by 

RMS

Automatic

Score Risk Detectability

1 Almost certain- Failure detected in every instance (i.e. automatic detection)

3 Very likely detection ( i.e. checked by multiple personnel)

5 Moderate chance of detection (i.e. detected by one personnel)

7 Essentially Undetectable

1Temp.
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6. Case Study I – Warehouse Temperature

Create a FMEA table

Temperature 

variation leads to 

product exposure 

under unacceptable 

conditions

Environment-

al effect (day 

and night 

switch)

Impurity, 

AS
6

Warehouse 

HVAC control 

system

1
Temperature 

monitored by 

RMS

Automatic 1 6

Risk Evaluation Score:

Severity X Probability X Detectability = RPN

6 X 1 X 1 = 6

Not required N/ATemp.



33

6. Case Study II – Warehouse Humidity
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6. Case Study II – Warehouse Humidity

42

Score Risk Severity

1 No or negligible harm/ quality alert

3 Loss of product activity/ drug appearance or package damage

6 Injury to patient/ batch loss

9 Death or extremely serious injury to patient/ product recall or regulatory action

Score Risk Probability

1 Not observed, extremely unlikely to occur/ proactive control

3 Not anticipated, but possible/ passive control

5 Failure observed occasionally, likely to occur/ no control/ passive control with harsh environmental effect

7 Very likely to occur, almost certain/ no control with harsh environmental effect

Score Risk Detectability

1 Almost certain- Failure detected in every instance (i.e. automatic detection)

3 Very likely detection ( i.e. checked by multiple personnel)

5 Moderate chance of detection (i.e. detected by one personnel)

7 Essentially Undetectable
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6. Case Study III – Warehouse Vibration

Score Risk Severity

1 No or negligible harm/ quality alert

3 Loss of product activity/ drug appearance or package damage

6 Injury to patient/ batch loss

9 Death or extremely serious injury to patient/ product recall or regulatory action

Score Risk Probability

1 Not observed, extremely unlikely to occur/ proactive control

3 Not anticipated, but possible/ passive control

5 Failure observed occasionally, likely to occur/ no control/ passive control with harsh environmental effect

7 Very likely to occur, almost certain/ no control with harsh environmental effect

Score Risk Detectability

1 Almost certain- Failure detected in every instance (i.e. automatic detection)

3 Very likely detection ( i.e. checked by multiple personnel)

5 Moderate chance of detection (i.e. detected by one personnel)

7 Essentially Undetectable
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6. Case Study IV – Warehouse Process

Score Risk Severity

1 No or negligible harm/ quality alert

3 Loss of product activity/ drug appearance or package damage

6 Injury to patient/ batch loss

9 Death or extremely serious injury to patient/ product recall or regulatory action

Score Risk Probability

1 Not observed, extremely unlikely to occur/ proactive control

3 Not anticipated, but possible/ passive control

5 Failure observed occasionally, likely to occur/ no control/ passive control with harsh environmental effect

7 Very likely to occur, almost certain/ no control with harsh environmental effect

Score Risk Detectability

1 Almost certain- Failure detected in every instance (i.e. automatic detection)

3 Very likely detection ( i.e. checked by multiple personnel)

5 Moderate chance of detection (i.e. detected by one personnel)

7 Essentially Undetectable
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6. Case Study V – Apron Temperature

Score Risk Severity

1 No or negligible harm/ quality alert

3 Loss of product activity/ drug appearance or package damage

6 Injury to patient/ batch loss

9 Death or extremely serious injury to patient/ product recall or regulatory action

Score Risk Probability

1 Not observed, extremely unlikely to occur/ proactive control

3 Not anticipated, but possible/ passive control

5 Failure observed occasionally, likely to occur/ no control/ passive control with harsh environmental effect

7 Very likely to occur, almost certain/ no control with harsh environmental effect

Score Risk Detectability

1 Almost certain- Failure detected in every instance (i.e. automatic detection)

3 Very likely detection ( i.e. checked by multiple personnel)

5 Moderate chance of detection (i.e. detected by one personnel)

7 Essentially Undetectable



38

6. Case Study VI – Your term

Score Risk Severity

1 No or negligible harm/ quality alert

3 Loss of product activity/ drug appearance or package damage

6 Injury to patient/ batch loss

9 Death or extremely serious injury to patient/ product recall or regulatory action

Score Risk Probability

1 Not observed, extremely unlikely to occur/ proactive control

3 Not anticipated, but possible/ passive control

5 Failure observed occasionally, likely to occur/ no control/ passive control with harsh environmental effect

7 Very likely to occur, almost certain/ no control with harsh environmental effect

Score Risk Detectability

1 Almost certain- Failure detected in every instance (i.e. automatic detection)

3 Very likely detection ( i.e. checked by multiple personnel)

5 Moderate chance of detection (i.e. detected by one personnel)

7 Essentially Undetectable
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7. Summary

DMAIC

ICH Q9
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QUALITY SYSTEM

ICH Q9

Quality Risk 

Management

COMMUNICATION

Failure Mode, Effects & Criticality Analysis

TOOLS

FMEA

FMECA

FTA

Hazard Analysis & Critical Control Points

Preliminary Hazard Analysis

Fault Tree Analysis

Failure Mode Effect Analysis

Hazard Operatibility Analysis

MATERIALS

PRODUCTION

Peter Gough, Stephan Roenninger, 

ICH Q9 : Quality Risk Management - an update 

Regulatory Affairs Journal, 16, 2005, 91-93

Bill Paulson, ICH Q9 Provides Implementation

Framework for Quality Risk Management

Gold Sheet, 39, May 2005

©  J. Arce, F. Hoffmann-La Roche

7. Summary



Thank you for your attention

Questions?


