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1.3.2 31 % 9 3 g7 7+ 4 (Standard and Regulatory References)
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# Document Identifier Document Title

1 I1SO 14971:2019 Medical devices -- Application of risk management to medical devices

2 IEC 62304:2015 Medical device software - Software life cycle processes

3 AAMI TIR 57:2016 | Principles for medical device security—Risk management

4 IEC 80001-2-8:2016 | Application of risk management for IT-networks incorporating medical
devices

5 NIST SP 800 Address and support the security and privacy needs of U.S. Federal
Government information and information systems.
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1.

Name: Django

https://docs.djangoproject.com/en/3.2/releases/3.2.9/

wEp A %k B A
2021.11.01 Django Software Foundation | 3.2.9
2. Name: Python 3
https://www.python.org/downloads/release/python-380/
# 7 p 4P %R Rk
2019.10.14 Python Software Foundation | 3.8
3. Name: Docker
https://docs.docker.com/engine/release-notes/19.03/
wFEPY % A
2021.02.01 Docker, Inc. 19.03.15
4. Name: Ubuntu Linux
https://wiki.ubuntu.com/TrustyTahr/ReleaseNotes
wEp NP IRk
2021.08.26 Canonical Ltd. 20.04.3
5. Name: PostgreSQL
https://www.postgresal.org/docs/9.6/release-9-6.html
wEp NP IRk
2016.09.29 The PostgreSQL Global 9.6
Development
6. Name: OpenSSL Library
https://www.openssl.org/
wEp NP IRk
2021.09.7 OpenSSL Software 3.0.0
Foundation
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2.2 #B % > & F(Security Requirement Specification, SRS)
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SRS %% | B % > & f 3 $ 1 P (Security Requirement Specification SRS
No. (SRS) | Description)
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i3 ;\léﬁi}?* SR JNDES
SRS-03 |wRBFEEAPEY 2 L PFEZRTY X 2P HERAEDEGER
SRS-04 |~ RBIFIL AP EY 2 e PIFEEF L 2L TR e B N
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SDD % %L

e % 3K AR P (Security Detail Design SDD Description)

No. (SDD)
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R (GER Y Bgg) 0 T AR
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2.4 PR % > ETFEFEITRIA(Security Validation & Verification, SVV)

# 241~ pRE >EEFRTREEGREL
R Sl SVV-01
/g L S V1.0.0
RIFFIEP B HHEELZ ST MERITABERF Y AT
BIEEA R John
RIzF P HP 2021/05/27
% 1B FEIn P PR g BB Pl i 2 TR « TLS 1.3 &
RI3E S 3 4R 'i A FHTEFLA LT TLS12 4 TLS13
L Frenisi* AT ERF 15 5 Pl Security sid 53 35 T35
* TLS 1.3
B3R EEE | 2. bclient? * wiresharkyf B4t &
3. i% i wireshark ﬁi%l ~ ip.addr == PTMS _IP filterz_ {s » @& @?J £7
protocol % -+ TSLv1.2 g TSLv1.3
PFRE % Pass
# 242 ~ FRrX > FHRFBFITPR(PIR2)
RIS SVV-02
L/g LS V1.0.0
B35 B FA RS RS R F RS TAR  2F R
S AR fEauE E 2
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RIFEP 5 2021/05/27
* o T PR 2 TR R A 2 * ' TLS 1.3 :&
Bl kg i 1AFGRPPRE R FI TR F L g TLS1.2 4 TLS1.3
1L Frgnis* PR EFE T E 5 5 Security i S 425 TR
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RlFRM iR E | 2. >tclienti? * wiresharkyiB~31 @
3. #iF wireshark ﬂi%l ~ ip.addr == PTMS_IP filterz_ {3 » & @?J £
protocol % -+ TSLv1.2 g TSLv1.3
PR E Pass
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% 243 }&ﬁ—é':g i‘,%% (/P pé(/? P$‘3)
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RIIEIE P CRBIEEARPMER 2RI R ERY X 2P FERLE DL
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5@:]%;&‘%;}?}2%. £ 4 ,g’i’r,gﬁ'?@a?pa;?1 EELRPIZRP)P vﬂ)p%/iﬁﬁﬂ?]?ﬁxg«é%fl;iﬁ
* &4+ R 5 2048 bit
Bl R i * Chrome 7| 5 % B 3 1 & »* Security = B 2" Open full certificate
details” » ¥ >t 3Fm TN cha B £ 4 7 % 7 RSA(2048 Bits)
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T\ 2 44 N %‘ﬁ—’é‘%’ .%%F {/P Fé‘(/P \:1%‘4)
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iRl CEMER AP EY L B E RSP ARl R
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e 1B S IR R A ek TLS12 £ TLS13 &
2k 5k ! FE % E
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1L o Frnis * FEEFEF 1 5 5 5 Security i S8 45 TR
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2.5 if 3 4" (Traceability Matrix)

4251~ i i aprd

HHF RS FHR AR B V&V Rl AT
SRS-01 SDD-01 SVV-01
SRS-02 SDD-01 SVV-02
SRS-03 SDD-02 SVV-03
SRS-04 SDD-01 SVV-04
SRS-05 SDD-03 SVV-05
SRS-06 SDD-04 SVV-06
SRS-07 SDD-01 SVV-07
SRS-08 SDD-05 SVV-08
SRS-09 SDD-06 SVV-09
SRS-10 SDD-07 SVV-10
SRS-11 SDD-08 SVV-11
SRS-12 SDD-01 SVV-12
SRS-13 SDD-09 SVV-13
SRS-14 SDD-09 SVV-13
SRS-15 SDD-10 SVV-14
SRS-16 SDD-11 SVV-15
SRS-17 SDD-12 SVV-16
SRS-18 SDD-13 SVV-17
SRS-19 SDD-14 SVV-18
SRS-20 SDD-15 SVV-19
SRS-21 SDD-16 SVV-20
SRS-22 SDD-17 SVV-21
SRS-23 SDD-18 SVV-22
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SRS-25 SDD-20 SVV-24
SRS-26 SDD-21 SVV-25
SRS-27 SDD-22 SVV-26
SRS-28 SDD-23 SVV-27
SRS-29 SDD-24 SVV-28
SRS-30 SDD-25 SVV-29
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3. % >3z (Cybersecurity Assessment)

v
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B13.2.5 ~ R B E‘uﬁ = iE']—%z TpES T RE

3.3 £ 17 8% > = § (Cybersecurity Threat Analysis)
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https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-auditing-and-logging
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-authentication
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-authorization
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-communication-security
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-communication-security
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-configuration-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-cryptography
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-exception-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-exception-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-input-validation
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-session-management
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3.5 g% > iP|* 2 (Cybersecurity Testing Methodology)
3.5.1 /& iF 4+ (Vulnerability Scanning)

B A o R W A RE TR S S BERF R YR
WG RBY LAREREA C KRB AR G AZRFRIR TEBREFFEES ST
3R 2 EE G v 2 % o KRR Y T4k e (Flaws) 245 3%pe B (misconfigurations) @ &
4 oo 3 kaE d A Favk it kmd s 0 ¥ L iRk 1 i R 5 ) (buffer overflow) o 45
WH R GhoiE 55 gy Y B A B et & & PR FE > OWASP 4 =
(https://owasp.org/www-community/Vulnerability Scanning_Tools )| # /& F #F 4 1 &
I
”’;%N TRIE I AR ER E 2R 2R R B0t Nessus 0 ik BB (TR e
LT o PR TIB I o TR ARG Nessus - A A BB S 0 R
CRITICAL » HIGH » MEDIUM % 2.2 iFF > &5 w38 LOW & %2 P AW > o
TR T A BBA AT > o

k

T SRR EF R

(nessus

Advanced Scan Policies

TABLE OF CONTENTS

Vulnerabilities by Host

* 192.168.18.121

Vulnerabilities by Host Collapse All | Expand Al
192.168.18.121
CRITICAL HIGH MEDIUM Low INFO
Scan Information
Start time: ‘Wed May 12 16:56:00 2020
End time: Wed May 12 17:26:44 2020

Host Information

IP: 192.168.18.121
MAC Address: 00:0C:29:B4:68:28
0s: Linux Kernel 3.13 on Ubuntu 14.04 (trusty)

B3.5.1.1 ~ &k Bl 2 %< Advanced Scan
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( nessus

Web Application Tests Policies

TABLE OF CONTENTS

Vulnerabilities by Host
* 192.168.18.121

Vulnerabilities by Host Collapse All | Expand Al
192.168.18.121

o

CRITICAL HIGH MEDIUM LOW INFO

Scan Information

Start time: Thu May 14 15:37:21 2020

End time: Thu May 14 16:32:21 2020

Heost Information

1P: 192.168.18.121

0s: Linux Kernel 3.13 on Ubuntu 14.04 (trusty)

®3.5.1.8 /% ¥ da 3R % % #F 2 Web Application Tests

3.5.2 /% i% ip| & (Penetration Testing)

% % p13E (Penetration Test)id % H.d T Bfp 0% £ 2 LA 7 5 BV R A0RIERN 7o
1% Bk AR B B e B U IR op SRR R ﬁ”»>’ﬁa»wmw%
FRHFEEEK -

AN AT > BEBIFEY E/ ¥ F 2 3B PF 1 L Metasploit :& 7
% 1% B FQJ:‘ ° /5‘53;;’1/?'];3@‘?:’ T AR ACTE
1 Bl B A & 0k K AieE J A2 F a0 05 4l A 2 oRlAp BRI
& A

2. JKBERIBEEGTE ZRETH

3. EiF /7$<§/PJF$T liiﬁ%\/? AT P BTl
TERAMN LN M AL ¢@h¢$%,t&ﬂ3&1%@@u4»%@4§i%ﬁ@%’%ﬁ
i 1 p)3E(Pass) °

TR

#3561~ ZHPFEERL

R REL | BP A P i R 5 %

PTV-01 Nagios3 history.cgi Host This module abuses a command injection Pass
Command Execution vulnerability in the Nagios3 history.cgi script.

PTV-02 Nagios3 statuswml.cgi Ping This module abuses a metacharacter injection Pass
Command Execution vulnerability in the Nagios3 statuswml.cgi script.

This flaw is triggered when shell metacharacters
are present in the parameters to the ping and
traceroute commands.

PTV-03 Nagios X1 Network Monitor This module exploits a vulnerability found in Pass
Graph Explorer Component Nagios XI Network
Command injection
PTV-04 Nagios Remote Plugin Executor | The Nagios Remote Plugin Executor (NRPE) is Pass
Arbitrary Command Execution | installed to allow a central Nagios server to
actively poll information from the hosts it
monitors. NRPE has a configuration option
dont_blame_nrpe which enables command-line
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arguments to be provided remote plugins. When
this option is enabled, even when NRPE makes an
effort to sanitize arguments to prevent command
execution, it is possible to execute arbitrary
commands.
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- FREFHRERS 2T ARR #. (Cybersecurity Self-Checklist)
R BHERY 22 EFMBEN RS
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= AR SIPM F R FH L RS 23T F (Related Cybersecurity Alerts)
MECG: M4EF % R R 7k F F L & (National Vulnerability Database, NVD
https://www.nist.gov/)#8% > 4p B iR iF 4o % o

% - ~NCDF# (M43 ECG > 7] H3ma F2)

i B e

CVE-2020-15485 | An issue was discovered on Nescomed Multipara Monitor
M1000 devices. The onboard Flash memory stores data in
cleartext, without integrity protection against tampering.

CVE-2020-15486 | An issue was discovered on Dr Trust ECG Pen 2.00.08
devices. Because the Bluetooth LE support is implemented
without a requirement for pairing or security, any attacker
can access the GATT server of the device and can sniff the
data being broadcasted while a measurement is being done.
Also, saved data can also be extracted over a Bluetooth
connection. In addition, an attacker can launch a man-in-the-
middle attack against data integrity.
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https://nvd.nist.gov/vuln/detail/CVE-2020-15485
https://nvd.nist.gov/vuln/detail/CVE-2020-15486

ez AR AP B 2.3 * Bk R E (Common Vulnerabilities and Exposures, CVE)

W R ;H%;T%(Common Vulnerabilities and Exposures, CVE)&_3 3% 2 4p B m; FLE
GEPRERELATXRFISS RS AR ET X E AR G RIS
CVE#7if 7] e i %35 BRiB S e ] o o TR E R d 3 R 25 {1 2 5 MITREerngL,m
National Cybersecurity FFRDCer? B o BATEE T i‘ﬁl
#- ~CVEF ‘E(Fﬁé&f% Django 2.2 » & 7
i B P
CVE-2021-33571 | In Django 2.2 before 2.2.24, 3.x before 3.1.12, and 3.2 before
3.2.4, URLValidator, validate ipv4_address, and
validate_ipv46_address do not prohibit leading zero
characters in octal literals. This may allow a bypass of access
control that is based on IP addresses. (validate_ipv4 address
and validate ipv46_address are unaffected with Python
3.9.5+.).
CVE-2021-33203 Django before 2.2.24, 3.x before 3.1.12, and 3.2.x before
3.24 has a potential directory traversal via
django.contrib.admindocs. Staff members could use the
TemplateDetailView view to check the existence of arbitrary
files. Additionally, if (and only if) the default admindocs
templates have been customized by application developers
to also show file contents, then not only the existence but
also the file contents would have been exposed. In other
words, there is directory traversal outside of the template
root directories.
CVE-2021-32052 In Django 2.2 before 2.2.22, 3.1 before 3.1.10, and 3.2
before 3.2.2 (with Python 3.9.5+), URLValidator does not
prohibit newlines and tabs (unless the URLField form field
Is used). If an application uses values with newlines in an
HTTP response, header injection can occur. Django itself is

unaffected because HttpResponse prohibits newlines in
HTTP headers.

o
RN 2
= 2 FTL)

# = ~ CVE §# 2 (B 45 : Postgres 9.6)
i S5 B

CVE-2021-32027 | A flaw was found in postgresqgl in versions before 13.3, before
12.7, before 11.12, before 10.17 and before 9.6.22. While
modifying certain SQL array values, missing bounds checks
let authenticated database users write arbitrary bytes to a wide
area of server memory. The highest threat from this
vulnerability is to data confidentiality and integrity as well as
system availability.

CVE-2020-25696 | A flaw was found in the psqgl interactive terminal of
PostgreSQL in versions before 13.1, before 12.5, before
11.10, before 10.15, before 9.6.20 and before 9.5.24. If an
interactive psgl session uses \gset when querying a
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https://nvd.nist.gov/vuln/detail/CVE-2021-33571
https://nvd.nist.gov/vuln/detail/CVE-2021-33203
https://nvd.nist.gov/vuln/detail/CVE-2021-32052
https://nvd.nist.gov/vuln/detail/CVE-2021-32027
https://nvd.nist.gov/vuln/detail/CVE-2020-25696

compromised server, the attacker can execute arbitrary code
as the operating system account running psql. The highest
threat from this vulnerability is to data confidentiality and
integrity as well as system availability.

CVE-2020-25695

A flaw was found in PostgreSQL versions before 13.1, before
12.5, before 11.10, before 10.15, before 9.6.20 and before
9.5.24. An attacker having permission to create non-
temporary objects in at least one schema can execute arbitrary
SQL functions under the identity of a superuser. The highest
threat from this vulnerability is to data confidentiality and
integrity as well as system availability.

% w ~ CVE T4 E (B 4&F : Nginx 1.1)

B B

CVE-2017-20005

NGINX before 1.13.6 has a buffer overflow for years that
exceed four digits, as demonstrated by a file with a
modification date in 1969 that causes an integer overflow (or
a false modification date far in the future), when encountered
by the autoindex module.

CVE-2019-20372

NGINX  before 1.17.7, with certain error_page
configurations, allows HTTP request smuggling, as
demonstrated by the ability of an attacker to read
unauthorized web pages in environments where NGINX is
being fronted by a load balancer.

CVE-2018-16845

nginx before versions 1.15.6, 1.14.1 has a vulnerability in the
ngx_http_mp4_module, which might allow an attacker to
cause infinite loop in a worker process, cause a worker
process crash, or might result in worker process memory
disclosure by using a specially crafted mp4 file. The issue
only affects nginx if it is built with the
ngx_http_mp4_module (the module is not built by default)
and the .mp4. directive is used in the configuration file.
Further, the attack is only possible if an attacker is able to
trigger processing of a specially crafted mp4 file with the
ngXx_http_mp4 _module.
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https://nvd.nist.gov/vuln/detail/CVE-2020-25695
https://nvd.nist.gov/vuln/detail/CVE-2017-20005
https://nvd.nist.gov/vuln/detail/CVE-2019-20372
https://nvd.nist.gov/vuln/detail/CVE-2018-16845

