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1. # 4 (Introduction)

1132 #’iirﬁ (Document Overview)
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o b *& %~ 157 The risk analysis,
o i ' :T#3F 2 The risk assessment report,
o L ' if BEAE'L The risk traceability matrix with software requirements.
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# Document Identifier Document Title

ABCSWAPP-123-01 | Software Requirements Specification
ABCSWAPP-456-01 | Software Architecture Design
ABCSWAPP-789-01 | Software Validation Report
ABCSWFW-123-01 | Firmware Requirements Specification
ABCSWFW-456-01 | Firmware Architecture Design
ABCSWFW-789-01 | Firmware Validation Report

NN [ B[N [




1.3.2 31 % 9 3 g7 7+ 4 (Standard and Regulatory References)

B8 < L v EARAT
# Document Identifier Document Title

1 I1SO 14971:2019 Medical devices -- Application of risk management to medical devices

2 IEC 62304:2015 Medical device software - Software life cycle processes

3 AAMI TIR 57:2016 | Principles for medical device security—Risk management

4 IEC 80001-2-8:2016 | Application of risk management for IT-networks incorporating medical
devices

5 NIST SP 800 Address and support the security and privacy needs of U.S. Federal
Government information and information systems.
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2. — 4 & F(General Requirement)

2.1 & & 4 (Product Introduction)
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2.2 ®pr % > & F(Security Requirement Specification, SRS)
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EBD(S&D%) ik % 3k 3R P (Security Detail Design, SDD Description)
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BlRE% Pass
#2413 ~ it % > FEFESTRIR(RFRLI)
B3R S5 SVV-13
oA s & 1.0.0
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RIFFIE P

AR R G G DR G e AR bl

iv g 4 PRI o g eEEE B o
L € KA RS2 AR U

Bl LR & 00
RIFEP I 2021/11/30

Bl Ry ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

, b ekt TR AREAT 6F LM AL Rk
REEEHEE | o pi g popa SRt G £t FuE e
BlFRES Pass

%2414 ~ % > AR UPFEGRRLE)

PR S5 SVV-14
AR & 1.0.0
BRI P AAFATRAE 2 IRA R > A € R Y TR R R AR
Rl AR £ 00
Bl:E P B 2021/11/30

Bl L kg ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)
SR AR FRATR Y kIR B RSN R TR R RS R AR
Bl % Pass
#2415 ~ R E > %FFLOTRIF(RIFE15)

ek SVV-15
BAR* 1.0.0

* S I A § 2 I S THEFI{IT-MBMEFE 2 L %~ T
B3 B A ST i TE T 5 ¢ 2 i {43~ M P BPRFE X

D e s o ~
AR E D2 K T

BlREA R £ 00
BIREP B 2021/11/30

Bl L kg ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)
, Ew*ﬁ%iégiﬁ&@ﬁﬁﬁg%iﬁﬁﬁﬁiﬁa*&%
HE LSk F A s & PRI
BlRE% Pass
#2.4.16 ~ P E% > S TP]E(P1FE16)
R S5 SVV-16
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B R R 1.0.0

o AA SRR A g AR EX2RFEL VK
il PE 73R 3 AT

BlE AR £ 00

ER 2021/11/30

Bl kg ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

. \ RHERL VG E O FFEBRRY FPEA R RS T A X
B =X 3d A ; f

HEEEHE | 2w 2 g e & Ut

BlFRES Pass

2.5 if j# 3 45 (Traceability Matrix)
BIPATNEBRKE - 2ABCL ¥ LB B Iii2 i jmiaprd o

%251 ~ i A & )

BTG % TR ESRE R V&V Bl
SRS-01 SDD-01 SVV-01
SRS-02 SDD-02 SVV-02
SRS-03 SDD-01 ~ SDD-02 SVV-03
SRS-04 SDD-03 SVV-04
SRS-05 SDD-04 SVV-05
SRS-06 SDD-05 SVV-06
SRS-07 SDD-06 SVV-07
SRS-08 SDD-06 SVV-08
SRS-09 SDD-08 SVV-10
SRS-10 SDD-07 SVV-09
SRS-11 SDD-08 SVV-10
SRS-12 SDD-09 SVV-11
SRS-13 SDD-10 SVV-12
SRS-14 SDD-11 SVV-13
SRS-15 SDD-12 SVV-14
SRS-16 SDD-13 SVV-15
SRS-17 SDD-14 SVV-16
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3. % >3 (Cybersecurity Assessment)

3.1 #8. % >3k i+ F (Cybersecurity Assessment Plan)

* A& 5 2 PBNIST SP 8001% 2 » 4-¥+ & F-:2 i7 !
A ARG 2 SFREET R

A RERE A P
A2 RERE DR G
iééiﬂwﬁii&%ﬁﬁﬁF@
A2 RERT DR PIBARL

[SP 800-30] provides guidance
on the risk assessment process. SP 800-18

[IR 8062] introduces privacy risk
Concepts. X Q\‘;s\%lSP&O(LSOICUIReg,‘S,,y
[SP 800-39] provides guidance

on risk management processes

and strategies.

* [SP 800-37] provides a
comprehensive risk
management process.

* [SP 800-53A] provides guidance
on assessing the effectiveness of
controls. N ;

* [SP 800-53B] provides implomently
guidance for tailoring security \ "

and privacy control baselines

and for developing overlays to
support the specific
protection needs and
requirements of stakeholders
and their organizations.

o
(o)
I_"
o
(=)
0
(a1
V)

0€-008 dS

SP 800-39

3.1.1 % > @ $2EH03  (Security Requirement Specification & Threat Modeling)
RE DR PR R

1 YT A

A 4§l B (Data Flow Diagram, DFD )

AT 28 f o &DFDY & - et it 0y $ESTRIDE [ h (Spoofing) ~ 3
¢z (Tampering) ~ #33t% (Repudiation) ~ 2t & (Information disclosure) ~ Fe#7pR
7% (Denial of service) ~ 1233 % (Elevation of privilege) J#-3] = 4 - ii%] i A2
WA B w788 7 T o

W N

3.1.2 # %] ¥ & (Assets Identification)
F T AR 0 T R T A A A
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23121~ @5 F A A M f it
9 it
ERF A SR A
FIRFE Ao e B4

TR SE AR A SR P 0 S AL Ry
}f@/@_%ﬁ)‘ TRl FE T 4 o Iﬁ%t’ﬁ??}l’ﬁ s GeiTE kAL B
%
L
?‘7} pind fﬁ—'—“‘@’?%ﬁi\‘ G BB jE o doil RS T
F‘Xﬁ"‘) T E @'\%ﬁd A'f %frp% JP: g_m'vz] = “51‘—"9 @%F‘X‘f"
#3122~ ABCx ¥ ER E* fiHuF A
~ R FTAH it
War e | ¥ RAR ERIES AL ¥ R A R
e RICALE Y I = R & SIS RN
a(ﬁ‘ e
T
hnAg e X  Suehig v X
R < bk /APP# T Lak b wpER FOERK T i h 2APPE FER
2 5
i o Ri-Endo
TR |E T AR APPL £ 8 [ 6 % 15 i Sl LB gy TR
FTHBETE (P RTH + GhiE 1T e oA R 8k Stlog
3.2 FHLin w W (Data Flow Diagram, DFD)
%321~ E#'A}%&s;gﬁ{
® FEpEEE
i # % 2R 2
i 3 Ry Rl ks E | TR I Rt g | THRANSR g S EEE T
% d A ndBBg TN Sl S
2, | ERESTRBTE | FRAN R g FRETBREEI RS
¥ #37 RED
® 6 TR SRBG FoRA R R  FTHREFSOREEFIERE D
Bk AT
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rA SR R G[4eT BT

Visual Paradign Online Free Edition ABCIEZEEEEE

BAZRREZER

==zInclude=> ~

— ElnS
v

*z<Extend==

-

—Y

v

B13.21 - ABCx ¥ JEAR ™ w8 * %k b H
VR AR R ok - B ke A F AT
® Flow(”™ ™)
® File/Database (—— ) : #7172 & ~ FTHE

® Function (Q)
® Input/Output (L) @ xsienzmr s pldes o

® HEgA (1) i EATEAREITEAKLE LR -
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Trust Boundary N

\
AL o U S R |{ :
|
|
|
i > RN
BT o 1 S & : :
_______________ /}
Y
Cne |
. e ____
Trust Boundary \\
|
B LR |
EFHAMEZ A ANF IR :
|
BBl h iR |
__________________________ //
®]3.2.2 ~ ABCﬂ.ss R 0k TR e B

3.3 & 7 B % > @ $(Cybersecurity Threat Analysis)
£.3.3.1 - STRIDEH A 2. &7 %] 35/

! o it TR EEE

8 R R RGRY HR R FPKRET om i
(Spoofing) Mo e F —-F!T LR R AG o (Authentication)
. O EER BT bl R SRRk T R % f
R ENLFRRE S e AR  E e hd TR
(Tampering) |2n 2 s 2 f¥ 5 18 B 20 7 4 g (0] 4o 2 e ) on (Integrity)
f’%ﬁ"]% 7}‘,' o
BIERGRFHTRERX ETwm- > 5 P25
GEP i E M blde i G R B
3 ogn g FIEEMEAYHEAZEE AT ERML 3
(Repudlation);}ﬁ AFILE R A S PRGN .
7 F‘%rﬁ;g *ETLE AP SRS & o # | (Non-repudiation)
BoRFTILRT FLRIRRG R C feT] e
s [PEMRTREBEIBEG AR
ot B w%,%?ﬁ?wuwxﬁﬁﬂﬁ%?ﬁﬁ%w% s
(Information |, B AP s 8T 2 B @ g 0| (Confidentiality)
Disclosure) FH o
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[ ETIR AT E VIR ETH G R R R
e L&““T_PR % Gx s f;,,J,g(r-,%ﬁ_ FF ,;pgg%&gﬁﬁ E B
(Denial of iz 3 » o 5.2 zp” Bk 45 45 DS & o 11 T
Service,DOS) s 4 4 4 a7 Be (9 p o7 44 (availability and|  (AVAllability)
reliabillty) °
" L AR ’**ﬁﬁ"'fg'%“ifé FEE 0 FM G R
R A g S HEER A R RIS .
(Elevation of |2 yop & o 4 sep 235974 s i, ¥4 5 £ 3
Privilege) ey ﬂij‘ Bodie A R L G i (Authorization)
o

2332~ b "' Mg w)d
i 5

e e |EEREEE A e B RS et 2l E
frpforsr |0 LN e " o

=

e i&”,%’qﬁt‘?%?piaﬁr RO ¥ - BAWE AR s (GLF 58
R TE. i * 7f?—’ff' s 75 33;&;5_
¥ -"1 P ARELRY AN A HTIRIIEER E G
=i X
G pp | CETREETHRR BT ARG AL ST 2T
BT
Bt N T L s A RETERIPTRE LR ? B AN
PREEE FIL UL el RERE R T B E g a R AR5 R
B R AL S

doim A R TR R ) 2 doin bk TR A ﬁi}\&j | % (%
HAGE  F)eR o 2 FERA GRS O ER A TR
7 G B e AR 5 AR %@ﬂﬁﬁﬁﬂm~%

T AR AR Y RS G e AJL? ER AT 5
b ¢ T ’5;11"91"%&%1%’*%@‘%5¥I"’ﬁ RTINS ? LT
7| F;PQ,FZ,F.‘F @r@«d‘cic“’-ﬁv% ? R ﬁii\gcic”':{;'(\:ﬁ;‘?
,fét dofe doig B ¥ AR ol BG 0RE X 2 a0 ? B SR b
o %*ﬁ)wﬂiww~d$é53%%%@ﬁﬁw&
Rt L e RS EE B 55 m%%ﬁ@moﬁa@
G E K RE w{irig T Efrdh & &
@-Hz}wm@w T WA E A
Woar F o | IR B P&ﬁ*‘ *%’*‘ﬂ* R

7

q\

:1

3 Microsoft = £+ 44 * 1 2 kb *& *# . Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-
mitigations
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https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-auditing-and-logging
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-authentication
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-authorization
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-communication-security
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-communication-security
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-configuration-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-cryptography
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-exception-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-exception-management
https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-input-validation

Jo* AR AP AT e Rk R P TR Y LT R AR K
22 Web & * #2582 @ - U'J#BFa@‘ﬁv

IRy
F
i

i \ D1 : & ~ BRiw 3 & sl B 4 M PR7x
R ‘\}@?} 14 5
i kY \/ \/ T1: P72 AR Gecardd o 42~ 4P
Fﬁg%\o% TQF'B%E
11: FEer WPl P& g F
el
e A \ \ T2: S e ik R > { #c kR
’ = % o
D2 : 3% i 2 fu 3k B foqp B i
m ’ I,l#‘gj% ’F]"‘HL )
Porep 742 \ 125 44 A R e AT TR 740
Bk \% T3 : FecpiaFT M EF 22175
B BT
12 : éli"a‘#» P?&rmﬁ’ WEEHEFT R
A G \ D3 : &é?%;--rﬁ,?gﬁsb’i,wdﬁ
#E D F & APPET £ 4k 4p R 74 iy

A*STRIDEZDFDE % » if ¥ Mér4t sste A A Z o H pRrZ 2 > A ¥ 5 b
7o ¥ HHAttack Tree) » 4o B)3.3.1%777

[ & oY i
HEAE - FEH

F13.3.1 « s AHE R B % 0§
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https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-session-management

3.4 g% 2B 'G3i%F F (Cybersecurity Risk Assessment Methodology)
§%$Hﬁ&%ﬁ%ﬁé’Fuﬁfﬁﬁﬁﬁﬁﬁﬁiik%?ﬁﬁ#:
1. J ‘%"J’ % CIREE 33 .18

2. PR 2 /R EHE AT
3- IR

4. FHME=R

S. R 'EIEA

6

B F Rl

*‘**%10*@ KRB R B2 (BB DR R AT $2245 4
7 e B g ol = %_q_éfv‘l_ﬁj\{ri*-j'auﬁ e §R —Qifk‘f"ﬁjz\,mwﬁ P S A S
Wﬁ%%&ih%?ﬁ'%%$H4$%&£&%ﬂ%;£ﬂ@%uT%ﬁ’ﬁM$
BE2FFE R RED 4341977 !
O S P(hITA) A RGUTRF LR > RHFHI EHF R EHE S RS 2
P ehh Gk HIER F)S B B Bl s 48 ¢ TR o
® BE(PMFR) ALK ES U2 FHEEHAL DL 2R/F O RFAFRE
M2 fRE 2FHFTART 5L RRE 2R GR BIER TS 5 B IREE
3R VR Mg 0 RI3E o

ri\;?’ﬁif}ﬁ?;biﬁ"f\l%? N ‘&FE/AJ\)’T;I ?5]5&?57 ~H @ sbﬁlﬁﬁ‘ﬁi“%ﬂﬁﬁ%w&i{
&

A
%341~$&u\$34wwww+l‘%§%$H%’*iﬁﬁ”w4v%$ﬁﬁ%i
Vv lheip MAE 0 X pd 3447 ot B a0 i R liciE £ B S R 4 F
B BH R G o

2341 FR EH ORI 2FF LGS

v 4] 4 | Threat Agent Factors = il Vulnerability Factors 33 2t %] %
T1 T2 T3 V1 V2 V3
B & F& 2| Skill level Motive | Opportunity & |Ease of Discovery| Ease of Intrusion
b & B i &% 1 Resources & Awareness | Exploiting | Detection
BEH TR | FReEpdt B | T | x Eip
= 4 B =Y _‘.‘;:Q‘_
;Eé f aym. | RTEES ﬁ,:#,“'; 274 %
e eI : = "&‘ ‘3,%,1__'1—_‘(;: ) ;n‘ ifﬁiﬂ‘
” | TR E ?mmaﬂ o s, | 30
Y PARE S » oo . | RARKED B - }~IREP
o /ATt REEAG Ceow 4o | 4 T IEH e
it i BB 7"%?’@ ’#”? BN ITE Bl S ch BN P
\ ~ 13 2, s as - 8
= 2 R me £ 3 ~ 1 E £ i R
B | MRS E | FHESR/ L | LKED 3 e SR I I A v
1 Hicd L | BRAE | REFAG | AL FE | AR EGIS
- T | HFL A | FoArdrE ,34 BEAF, ¥ | AR H
i ABF A KAP

CERAELRTIT MR ARR ST AL TR REAL . PR EHRRET 2 TR HR
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%3.4.4 ~ %5}% ﬁv}j)}; 7~ I'E_m;"-g

BB =7 HR'GEXFPHRGEXF LT HEE

3 (b Ed 3 E5 18> B ™MES 1)
"G ® ¥ MpLE =67k 'k FE E TS (1~3)
18 ® FEPRGE=HLALX2PFRAL S E (1-3)
® FAFaMEE=Vad B/ iAEFEI ARG E (1~2)
i ® A%(BR'%): k'&iE/>13.0~18.0 > # ¥ #H % (Unacceptable)
% ® Bx(P RA'%): h'wiE/h>70~129 > ¥ i & X ¢ (Potentially
£ Acceptable)
% ® Cx(HMR'%): h'%E/H>10~6.9 7 X (Acceptable)

28




2345 - FREHERLT2LG I BIA

FR[EP) [P (R) ® B ® b (b Il s
= 41 |47 7] |Impact D) W) k% CacAR T ) LT )
e factor IThreat Agent Vulnerability ~ [(7% # 1~ 2 (i s s
=t ¥ P Factors Factors %+ 3) 1~% : 2) A:E b &
B e 53 8L 7] % (7 7% )
(1~ o 11~ :3) [ :1~3 : 3) B:¥ kb *%
% :3) (7 it # % e)
C: Mk *%
(F &%)
a2 s (M) [T2) [(M3) (VD) [(v2) [(v3)R=avg(T+V)|¢ #2147 [I*R*P |A:13~18 b % TR
e s [Ba BB (e [FREr |~ TR K BLE (F B:7.0~12.9
E BE|aEL | = R C:1.0~6.9
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V2 Bo) e e
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3.5 g% > iP|* 2 (Cybersecurity Testing Methodology)
3.5.1 /& iF 4+ (Vulnerability Scanning)

B it A4 o LR B A REFRR R S RRERFRFRVEE
G HREY FARRAA  ARBEIPT T A2 RF RN TEERFFE SR AT
3R 2R G v 2 % o KRR Y T4k e (Flaws) 245 3%pe B (misconfigurations) @ &
SIS l"%{d ﬁnﬂmp’{’i’ Feg = 0 ¥ L R4 1aElE R % E ) (buffer overflow) - 45
AR G he Sl e R B Bl A Bk ﬁviﬁ-fr% & & R 7+ 0 OWASP 4 =
(https://owasp.org/www-community/Vulnerability_Scanning_Tools ) 7| 8 &k #F 4 1 £

yaul 4
R o

9
172.
CRITICAL HIGH MEDIUM LowW INFO
Scan Information
Start time: Mon Feb 25 15:05:52 2019
End time: Mon Feb 25 15:06:42 2019

Host Information

DNS Mame: NPIBS658B
MNetbios Name: NPIB56588

IP: 172

MAC Address: DC:4A3E:B5:65:6B
05: HF LaserJet Printer

Vulnerabilities

Synopsis

The community name of the remote SNMP server can be guessed.

Description

It is possible to obtain the default community name of the remote SNMP server.

An attacker may use this information to gain more knowledge about the remote host, or to change the
configuration of the remote system (if the default community allows such modifications).

Solution

Disable the SNMP service on the remote host if you do not use it.

Either filter incoming UDP packets going to this port, or change the default community string.

Risk Factor

High

@3511‘ /%/H?J}’ﬂ;‘ﬁ/? pé‘ﬁ?’{:‘vw '

3.5.2 ;%% ip|3& (Penetration Testing)
% 1% B z# (Penetration Test):d & &.d F% M 05 E 2. LARE T 5 HoN RALPER 7§ 0
E 1/

FI* RF R it H o ch B oo P IR{op IRERLE TR ~ & 0 T d R ALandp M
TR FAERFK
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Report: Results (69 of 172)

D 0b0S4eSc-Tedb-405a-bi61-ea73de64d9dd
Modified: Thu Mar 19 08:11:05 2020

Created:

Oviner: _admin

Apache Tomcat End Of Life Detection (Windows)

Microsoft SQL Server Multiple Vulnerabilities (3065718) - Remote

Oracle Mysgl Security Updates (apr2017-3236618) 06 - Windows

Oracle Mysgl Security Updates (jan2018-3236628) 03 - Windows

Oracle Mysql Security Updates-02 (oct2018-4428296) Windows

Oracle Mysgl Security Updates (jan2018-3236628) 04 - Windows

Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.16 Security Update (2019-5072835) - Windows
Oracle Mysgl Security Updates (jan2018-3236628) 01 - Windows

Oracle Mysql Security Updates (jan2018-3236628) 05 - Windows

Oracle Mysgl Security Updates (apr2018-3678067) 02 - Windows

Oracle Mysql Security Updates (jan2018-3236628) 02 - Windows

Microsoft SQL Server Elevation of Privilege Vulnerability (2984340) - Remote

Oracle Mysql Security Updates (apr2017-3236618) 02 - Windows

Oracle Mysql Security Updates (jul2017-3236622) 04 - Windows

Oracle MySQL Security Updates-05 (jul2018-4258247) Windows

Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows
Oracle Mysgl Security Updates-01 (oct2018-4428296) Windows

Oracle MySQL Security Updates-06 (jul2018-4258247) Windows

Oracle Mysgl Security Updates (apr2018-3678067) 03 - Windows

Oracle Mysql Security Updates (oct2017-3236626) 01 - Windows

Oracle Mysgl Security Updates-04 (oct2018-4428296) Windows

Oracle MySQL 5.x < 5.6.45, 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows

®3.5.2.1 »

7

2

2

o 80% 8080/tcp SEY
o 80% ' generalftcp S
a 80% 24 3306/tcp %
(| 80% "4 3306/tcp *
o 80% 3306/tcp Sk )
o 80% 3306/tcp

a 80% 3306/tcp

a 80% 3306/tcp

o 80% 1 3306/tcp

o 80% 17 3306/tcp

a 80% 3306/tcp

o 80% b generalftcp

o 80% 1 3306/tcp

(@] 80% 3306/tcp

a 80% 3306/tcp

a 80% 3306/tcp

a 80% 3306/tcp

o 80% 3306/tcp

9] 80% 3306/tcp

@) 80% 3306/tcp

a 80% 1 3306/tcp

ol L/ E)

R —— TR

LER
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- FREFHRERS 2T ARR #. (Cybersecurity Self-Checklist)
R ECFRFMERL 2L FHERP TR
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Wek= AR SAP M FREMLFERL 2 il 4% (Related Cybersecurity Alerts)
RETERAAMFREHERL 2L RFFTPETRZ A SRS
215 B E 374 2 MiniMed ** 2 R & F 78 E qF 3 K11 CVE-2019-10964 =

Bl EILIER

%1 ~ MiniMed ** £ B R 7Bk TR R O3 (M 43 MiniMed)

B o BE

CVE-2019-10964

In Medtronic MinMed 508 and Medtronic Minimed Paradigm Insulin
Pumps, Versions, MiniMed 508 pump — All versions, MiniMed
Paradigm 511 pump — All versions, MiniMed Paradigm 512/712
pumps — All versions, MiniMed Paradigm 712E pump-All versions,
MiniMed Paradigm 515/715 pumps—All versions, MiniMed Paradigm
522/722 pumps — All versions,MiniMed Paradigm 522K/722K pumps
— All versions, MiniMed Paradigm 523/723 pumps — Software
versions 2.4A or lower, MiniMed Paradigm 523K/723K pumps —
Software, versions 2.4A or lower, MiniMed Paradigm Veo 554/754
pumps — Software versions 2.6A or lower, MiniMed Paradigm Veo
554CM and 754CM models only — Software versions 2.7A or lower,
the affected insulin pumps are designed to communicate using a
wireless RF with other devices, such as blood glucose meters, glucose
sensor transmitters, and CareLink USB devices. This wireless RF
communication protocol does not properly implement authentication or
authorization. An attacker with adjacent access to one of the affected
insulin pump models can inject, replay, modify, and/or intercept data.
This vulnerability could also allow attackers to change pump settings
and control insulin delivery.

Published: June 28, 2019; 5:15:11 PM -0400

CVE-2018-14781

Medtronic MMT 508 MiniMed insulin pump, 522 / MMT - 722
Paradigm REAL-TIME, 523 / MMT - 723

Paradigm Revel, 523K / MMT - 723K Paradigm Revel, and 551 /
MMT - 751 MiniMed 530G The models identified above, when
paired with a remote controller and having the "easy bolus" and
"remote bolus" options enabled (non-default), are vulnerable to a
capture-replay attack. An attacker can capture the wireless
transmissions between the remote controller and the pump and
replay them to cause an insulin (bolus) delivery.

Published: August 13, 2018; 5:48:01
PM -0400
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V2.0:2.9 LOW

CVE-2018-10634 | Medtronic MMT 508 MiniMed insulin pump, 522 / MMT - 722
Paradigm REAL-TIME, 523 / MMT - 723

Paradigm Revel, 523K / MMT - 723K Paradigm Revel, and 551 /
MMT - 751 MiniMed 530G communications between the pump and
wireless accessories are transmitted in cleartext. A sufficiently
skilled attacker could capture these transmissions and extract
sensitive information, such as device serial numbers.

Published: August 13, 2018; 5:47:59
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f Common Vulnerability Scoring System Calculator CVE-2019-10964

Source: NIST
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Show Equations

CVSS v3.0 Vector

AV:A/AC:L/PR:N/UEN/S:U/C:H/I:H/A:H

Base Score Metrics

Exploitability Metrics
Attack Vector (AV)*

Network (AV:N) [EGIEIERIIELIEVRNE  Local (AV:L)

Attack Complexity (AC)*

Low (ac:L) NEELNCET)

Privileges Required (PR)*

None (PR:N) IREGVE(:E0]

User Interaction (Ul)*

m Required (UIR)

Physical (AV:P)

High (PR:H)

Scope (S)*

Changed (S:C)
Impact Metrics
Confidentiality Impact (C)*

None (C:N) | Low(ct) [ETRYCEN
Integrity Impact (I)*
None (I:N)  Low (I:L) m

Availability Impact (A)*

Low (A:L) GIFGECNGH

None (A:N)

* - All base metrics are required to generate a base score.
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CVE-2020-29484 An issue was discovered in Xen through 4.14.x. When a Xenstore

watch fires, the xenstore client that registered the watch will
receive a Xenstore message containing the path of the modified
Xenstore entry that triggered the watch, and the tag that was
specified when registering the watch. Any communication with
xenstored is done via Xenstore messages, consisting of a message
header and the payload. The payload length is limited to 4096
bytes. Any request to xenstored resulting in a response with a
payload longer than 4096 bytes will result in an error. When
registering a watch, the payload length limit applies to the
combined length of the watched path and the specified tag.
Because watches for a specific path are also triggered for all
nodes below that path, the payload of a watch event message can
be longer than the payload needed to register the watch. A
malicious guest that registers a watch using a very large tag (i.e.,
with a registration operation payload length close to the 4096
byte limit) can cause the generation of watch events with a
payload length larger than 4096 bytes, by writing to Xenstore
entries below the watched path. This will result in an error
condition in xenstored. This error can result in a NULL pointer
dereference, leading to a crash of xenstored. A malicious guest
administrator can cause xenstored to crash, leading to a denial of
service. Following a xenstored crash, domains may continue to
run, but management operations will be impossible. Only C
xenstored is affected, oxenstored is not affected.

Published: 12/15/2020

CVE-2018-7926 Huawei Watch 2 with versions and earlier than

OWDD.180707.001.E1 have an improper authorization
vulnerability. Due to improper permission configuration for
specific operations, an attacker who obtained the Huawei 1D
bound to the watch can bypass permission verification to perform
specific operations and modify some data on the watch.

Published: 11/13/2018

CVE-2019-20470 An issue was discovered on TK-Star Q90 Junior GPS horloge

3.1042.9.8656 devices. It performs actions based on certain SMS
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commands. This can be used to set up a voice communication
channel from the watch to any telephone number, initiated by
sending a specific SMS and using the default password, e.g.,
pw,<password>,call,<mobile_number> triggers an outbound call
from the watch. The password is sometimes available because of
CVE-2019-20471.

Published: 02/01/2021

40




