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1. f§ 4 (Introduction)

1.1 3F £ %3 (Document Overview)
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(This document covers the securlty risk assessment report of Product name device, designed
in Product name software development project.) F]#t » 23R 2 & 45 :

o b *& %~ 157 The risk analysis,
o i ' :T#3F 2 The risk assessment report,
o L ' if BEAE'L The risk traceability matrix with software requirements.

1.2 3% @ Ff (Evaluation Team)
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1.351% < ¢ (Document References)

1.3.1 31 # % % < & (Project References)
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#1311~ i &

B 5 < i e SINES Ty
# Document Identifier Document Title
1 Software Requirements Specification

1.3.2 31 % eoff 28 g7 72 42 (Standard and Regulatory References)
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1 SRS L v AR
# Document Identifier Document Title
1 ISO 14971:2019 Medical devices -- Application of risk management to medical devices
2 IEC 62304:2015 Medical device software - Software life cycle processes
3 AAMI TIR 57:2016 | Principles for medical device security—Risk management
4 IEC 80001-2-8:2016 | Application of risk management for IT-networks incorporating medical
devices
5 NIST SP 800
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TREERER (Summary of Cybersecurity Assessment Results)
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2. — 4 & F(General Requirement)

2.1 A& & # 4 (Product Introduction)
2.1.1 §§ /i &2 B 42 & (Development Process)
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2.1.2 g #F * i2 (Intended Use)
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(Pacemaker) ~ 47 » ;% 24 38 2 (Implantable Cardioverter Defibrillators, ICD ) frww %
£ F# 2 ¥¢ 2 (Cardiac Resynchronization Therapy Defibrillators, CRT-Ds )

2.1.3 $cA $ x $LiF T3 1!#_? #5184 #L i H (System Operating Architecture And
Software Bill Of Materials)
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2.2 #B% > & F(Security Requirement Specification, SRS)
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2222~ *mp g kRAY

SRS %L PR >R FRFLIP (Security Requirement Specification SRS

No(SRS) Description)

SRS-01 A LR TR LT

SRS-02 TR En‘ifﬁ‘g ERN Y-

SRS-03 PR S AR L SR MR AR e
e

SRS-04 PO R e AR Barer iR AGERE KRB A
5% &

SRS-05 TR B R e B OF s IEBEREDRIIR

SRS-06 bop R AGE G R AR AR £ hn

SRS-07 NA &g I A BAIR TR D4 4R

SRS-08 HHERFHE R R (HASH) R (F R PEE > L RBENTET
P A RAIH i &

SRS-09 FABEERE T ¥ 2T B TR R

SRS-10 W E & TR €455 R HASH) % > M FEMETE T
Flrg g %_d R £ ’ﬁ“Tﬁ"-‘

SRS-11 AE 2 REEFEREF O ML E ERDEL ST

SRS-12 A ;;g}»“ﬁngﬁgl%; T FkE

SRS-13 AAESEIA L 2 Sl g HErH bmw s Glde T R T HE TR

SRS-14 7'\/3( T E T RIRE SRR AR F“f Eg R
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LF R B

SRS-16 AL LD EE G b FIRERET o Rl X LA T 6
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SRS-17 AA R U AHERT b
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SRS-20 A2 RS G FIRIRERE Y P

SRS-21 ARERFHALNEETAGED > gRARY F AT LBFIRE D

SRS-22 AAE SR E2 R EFRUY G ] TR ERT
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SRS-26 RA ST R A B § R ¥ TR 2 R AR

SRS-27 AA R 2 (FET L T L AT MP A SRR~ TR
T 22 WA

SRS-28 AARTEF LR AR AR A 2RFELL 0 SRR

73 3 AT

2.3 F X > w8 3 (Security Detail Design, SDD)
A SRR > Ptk 3 (Security Detail Design SDD) 4 £2.3.1 » 195 SRSeh& 7%

FUA&E LM AE 2 RRE DR Ro
7231~ RE >IR3
SDD it it x> 2K 3R P (Security Detail Design, SDD Description)
No. (SDD)
SDD-01 B @y 0§ & RAESL28 it B
SDD-02 ’E’:‘f-" =RE T PF o F HAAES1284e ik 7 5 F
SDD-03 oM @R l% Foende B R 5B Ae R % (AES)
SDD-04 7op @;@J BEF R P i 4 RAR R TR Y g 4L B 51281
o FER B AR
SDD-05 I R R R &
SDD-06 R TP ABEpE R 2k (HASH) 1T 5 /) & %78
SDD-07 P BREAEE R X 2 AR ﬁﬂf" Z(SSL)
SDD-08 R TOH e 2 A (HASH) T 5 i 2 KRB B (T2 E
SDD-09 BB ERBFIEREL AL R F W TR
LR . ik e
SDD-10 P rRBFEVIRER R AW TRALERE
SDD-11 o A FE A R A SR PR B2 DA
SDD-12 Lo e i F7UUIDE %
SDD-13 e A RN W 1!
SDD-14 WIRIREH € - Logredktt HAT A LSBT RE A Ty 3P4
e %]”5@\:5_%?{‘“@‘-@17?‘?‘_@“}ﬂ@?\ﬂ ,,B‘aﬁ_igg—%g
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SDD-15 ® % X2 {7appid ﬁg'pfﬁ g A 2 S en g 353 %) 45 (Session ID)
SDD-16 A r”?iéﬁpﬁ-]ﬁ: GEERTIRE R PR #\ﬂi%, » ik g
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SDD-21 P RN A E
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SDD-24 p#E Al U B R ASIEA R 5B
SDD-25 % FEEE M BAE o ATk T4 L o
SDD-26 R e

2.4 % >R FEFEITR A (Security Validation & Verification, SVV)
224132241154 » N 2 EB2 R R 4 BRRL >HRFEAITPFEER -

%241 > FBE > ERCR L

AR SVV-01

8 R S 1.3.4

RIFEIE P 454t & HAES1284c
R A R I

RIFE P HP 2020/10/1

BIRED I R ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

AR 2 ¢ ¥ v AES128 2R 14 & ILP A5

R Pass

242 ~ PRE > FHFBFLITPR2
iPI38 S 5 SVV-02
oAl 1.3.4
R P FALGE T B o F FUAES1284: %8 (7 i i
Rl AR ERNEY
RI3E P I 2020/10/1

BlE x Rdy ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

R EHRE | ABCHLE § I 5 Y iR % AES1284c % i

PlEREE Pass
#2243 ~ B > HRFEMITPR 3
B3R S SVV-03
g R 1.3.4
RIGEE B & tip] 2k
Rl AR ERNEY
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2020/10/1

R 2 R

ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

REBLERE | L g BB LA AR PRP R ARG S
2. &Iy L H#
RIFE* Pass
£24.4 > BB 5 G FEVCR] 4
RIS SVV-04
oAl 134

RIFFA P

B AELIEERAIEERS

Bl AR EAR A
RIFFP I 2020/10/1

Bl R

ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

IE']pé ﬁﬁ‘ﬁ #3“1{7}"%4— s > ‘ ’?/S‘f{ /é"}&, » 1 /&pﬁ_*éj%‘ﬁ Eﬁﬁlﬁ? ’F}\E‘ R ﬁ'J'ﬁ
Ik e
BFRESE Pass
%245~ ERET >FHFBILITPED
B3R S SVV-05
TR R 1.3.4
BIFFIE P ﬁ%%ﬁ
PIFA R BN
PIFEP P 2020/10/1
BIRE I Rdp ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)
R R 1. éﬁ&u%?—‘k%}/\m{gﬁﬁ, £ TR
2. i PAREFA O v BRRE 0 PIRE N T AR
Bl ES Pass
%246 ~ BT >FHFBFLITPIEO
B3R S SVV-06
TR R 1.34
BIFRIE P LA A

|

ER
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2020/10/1

Bl R 4

ABC Test Protool (Doc. No.:ABC-100-002, Rev.1)

PR E R E 1 e@F#as 2ol s
2. g LFEE AT g T FRB?”“’%@{T;L LS
RIFE* Pass
1247~ BB >R ERCRET
R SVV-07
L A 1.3.4

RIFFA P

AR & 3

Bl AR EAR A
RIFFP I 2020/10/1

Bl R

ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

pAECRTIRUE 8 2 Lo § R E S R f S
2. EEAEZ K W Ao ] 1Y
BFRESE Pass
4248~ pRIT >HEMITRIRE
RS SVV-08
b iR N 1.34
RIF7 P TSR
Bl L R ERI
BIFE P HP 2020/10/1

BlEE 3 R

ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

PR R A BLR T ARG 17 5 30 g ik TLog2
Bl ES Pass

%249 ~ RepLL > HEFITRAY
R+ o gl SVV-09
AR 2 1.3.4
RIFHIE P Pt
Pl A R =R
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2020/10/1

Bl R 4

ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

PR E R E i FieiTappl Mg EPT 0 § A 2 S ¢ w5 545 (Session ID)
Bl % Pass
#2410 ~ g% > % FERGP 10
RIS SVV-10
TR 2 1.3.4

RIFPAE P

BiE |

Bl AR EAR A
RIFE P I 2020/10/1

Bl R

ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

RIS 2 ﬂﬁ%ﬁ%’ﬁﬁﬁﬁ%%%%ﬁ’@ﬁ%%ﬁ%ﬁ%@
BFRESE Pass
£2.411 ~ it > EEFREOR L
PR g SVV-11
TR R 1.3.4
PBlAIE P hIR i S B2 FEK BB
PIFA R BN
BlsE P HP 2020/10/1

R 2 Ry

ABC Test Protocol (Doc. No.:ABC-100-002, Rev.1)

M ECRTIRE 3

i * bR 'ﬁﬁ%ﬁﬁ»ﬁaﬁmﬁ,g&ﬁﬁ%?

L s

Pass

2.5 if j= 4438 (Traceability Matrix)
225154 » N EE2Z R Z 4 B mMHaEE o

%\251/J ‘f/u‘! /W}r""‘f'x_g.

TR E R TRET R % HR V&V B3R %E
SRS-01 SDD-01 SVV-01
SRS-02 SDD-02 SVV-02
SRS-03 SDD-03 SVV-01
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SRS-04 SDD-04 SVV-03
SRS-05 SDD-03 SVV-03
SRS-06 SDD-05 SVV-03
SRS-07 SDD-06 SVV-03
SRS-08 SDD-07 SVV-04
SRS-09 SDD-08 SVV-04
SRS-10 SDD-07 SVV-04
SRS-11 SDD-09 SVV-05
SRS-12 SDD-10 SVV-05
SRS-13 SDD-10 SVV-05
SRS-14 SDD-10 SVV-05
SRS-15 SDD-11 SVV-06
SRS-16 SDD-12 SVV-06
SRS-17 SDD-12 SVV-06
SRS-18 SDD-12 SVV-06
SRS-19 SDD-12 SVV-06
SRS-20 SDD-13 SVV-07
SRS-21 SDD-13 SVV-07
SRS-22 SDD-13 SVV-07
SRS-23 SDD-14 SVV-08
SRS-24 SDD-15 SVV-09
SRS-25 SDD-16 SVV-10
SRS-26 SDD-17 SVV-11
SRS-27 SDD-17 SVV-11
SRS-28 SDD-17 SVV-11
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3. % >3 (Cybersecurity Assessment)

3.1 #8. % >3k i+ F (Cybersecurity Assessment Plan)

* & & %P NIST SP 800 1% » #-4f & it 7 !
A SHCH R 2 BEY o

A FZORERE 2R PER

A RERE MR GITR
%ééiﬂwgii&%ﬁﬁﬁyﬁ
A2 ERRE D HPAR L

ot

[SP 800-30] provides guidance
on the risk assessment process. SP 800-18

* [IR 8062] introduces privacy risk
concepts. . PS 199/ SP 80060/ CUI Registy,

* [SP 800-39] provides guidance \
on risk management processes
and strategies.

* [SP 800-37] provides a S
comprehensive risk A\
management process. Controls (S8

* [SP 800-53A] provides guidance =
on assessing the effectiveness of
controls. ™ :

- [SP800-53B] provides mplementyl
guidance for tailoring security \ \ ;
and privacy control baselines
and for developing overlays to
support the specific
protection needs and
requirements of stakeholders
and their organizations.
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3.3 & 17 8% > = § (Cybersecurity Threat Analysis)
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3.4 JEe% >R HIEE 2 (Cybersecurity Risk Assessment Methodology)®+
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3.5 g% 2R3 ;% (Cybersecurity Testing Methodology)

3.5.1 /& iF 4+ (Vulnerability Scanning)

Bk s BN e L ALIRF 0 I AR TR I S R B R T BB
G HREY FARRAA  ARBEIPT T A2 RF RN TEERFFE SR AT
BTG e L > 2 R ¥ Fla I (flaws) B AR R (mlsconflguratlons)m
A2 o é.*»r R d A Sk ek e 2 0 ¥ R ol 1R 8 R E 5 ) (buffer overflow) -
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172.
IC. MEDILM
Scan Information
Start time: Mon Feb 25 15:05:52 2019
End time: Mon Feb 25 15:06:42 2019

Host Information

DNS MName: NPIB5658B
MNethios Name: MPIB5655B

IP: 172

MAC Address: DC4A3EBSE5:EB
Qs: HP LaserJet Printer

Wulnerabilities

41028 - SNMP Agent Default Community Name (public)

Synopsis

The community name of the remote SMNMP server can be guessed.

Description

It is possible to obtain the default community name of the remote SNMP server.

An attacker may use this information to gain more knowledge about the remote host, or to change the
configuration of the remote system (if the default community allows such medifications).

Solution

Disable the SNMP service on the remote host if you do not use it
Either filter incoming UDP packets going to this port, or change the default community string.

Risk Factor

High

B13.5.1.1 ~ Ik ¥ f iR 4E 2 B

6 Microsoft = 4 #-7] it
" Microsoft = - #-7] it
mitigations

£ . Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-threats

a
I E b % "% <. Available: https://docs.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool-
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3.5.2 /% i% ip| 3% (Penetration Testing)
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D 0b054eSc-7edb-405a-bf61-ea730e64d9dd
Modified: Thu Mar 19 08:11:05 2020

Created:

Owner: _admin

Apache Tomcat End Of Life Detection (Windows)

Microsoft SQL Server Multiple Vulnerabilities (3065718) - Remote

Oracle Mysqgl Security Updates (apr2017-3236618) 06 - Windows

Oracle Mysql Security Updates (jan2018-3236628) 03 - Windows

Oracle Mysql Security Updates-02 (oct2018-4428296) Windows

Oracle Mysgl Security Updates (jan2018-3236628) 04 - Windows

Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.16 Security Update (2019-5072835) - Windows
Oracle Mysql Security Updates (jan2018-3236628) 01 - Windows

Oracle Mysql Security Updates (jan2018-3236628) 05 - Windows

Oracle Mysql Security Updates (apr2018-3678067) 02 - Windows

Oracle Mysqgl Security Updates (jan2018-3236628) 02 - Windows

Microsoft SQL Server Elevation of Privilege Vulnerability (2984340) - Remote
Oracle Mysql Security Updates (apr2017-3236618) 02 - Windows

Oracle Mysql Security Updates (jul2017-3236622) 04 - Windows

Oracle MySQL Security Updates-05 (jul2018-4258247) Windows

Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows
Oracle Mysql Security Updates-01 (oct2018-4428296) Windows

Oracle MySQL Security Updates-06 (jul2018-4258247) Windows

Oracle Mysgl Security Updates (apr2018-3678067) 03 - Windows

Oracle Mysqgl Security Updates (oct2017-3236626) 01 - Windows

Oracle Mysql Security Updates-04 (0ct2018-4428296) Windows

Oracle MySQL 5.x < 5.6.45, 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows

_

(o] 80% 8080/tcp

o 80% i generaljtcp =k
O EEECTTE 80% 24 3306/tcp 3N
o ﬁﬁﬁm— 80% 24 3306/tcp 3N
o 80% 3306/tcp 3 %
o 80% 3306/tcp 5
o 80% 3306/tcp 51
o i bm) | 80% . 3306/tcp 3N
O 80% 1t 3306/tcp 3N
O EEEEm 80% 17 3306/tcp h.
o 80% 3306/tcp 3 %
a 80% 1 general/tcp 3 N
(9] 80% 1 3306/tcp il
g 80% 3306/tcp S
a 80% 3306/tcp Y
(o] 80% 3306/tcp 3 N
o 80% 3306/tcp S
o 80% 3306/tcp 3N
a 80% 3306/tcp Y
o 80% 3306/tcp 3%
9] 80% 1 3306/tcp 5
[ S 2 o
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- FREFHRERS 2T ARR #. (Cybersecurity Self-Checklist)
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e D ARSMFRIHLERL 2 #F (Related Cybersecurity Alerts)
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https://www.fda.gov/medical-devices/digital-health/cybersecurity#safety
https://www.fda.gov/medical-devices/safety-communications/sweyntooth-cybersecurity-vulnerabilities-may-affect-certain-medical-devices-fda-safety-communication
https://www.fda.gov/medical-devices/safety-communications/sweyntooth-cybersecurity-vulnerabilities-may-affect-certain-medical-devices-fda-safety-communication
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-certain-ge-healthcare-clinical-information-central-stations-and
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-certain-ge-healthcare-clinical-information-central-stations-and
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-certain-ge-healthcare-clinical-information-central-stations-and
https://www.fda.gov/medical-devices/safety-communications/urgent11-cybersecurity-vulnerabilities-widely-used-third-party-software-component-may-introduce
https://www.fda.gov/medical-devices/safety-communications/urgent11-cybersecurity-vulnerabilities-widely-used-third-party-software-component-may-introduce
https://www.fda.gov/medical-devices/safety-communications/urgent11-cybersecurity-vulnerabilities-widely-used-third-party-software-component-may-introduce
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-affecting-medtronic-implantable-cardiac-devices-programmers-and-home
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-updates-affecting-medtronic-implantable-cardiac-device-programmers-fda-safety
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-updates-affecting-medtronic-implantable-cardiac-device-programmers-fda-safety
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-updates-affecting-medtronic-implantable-cardiac-device-programmers-fda-safety
https://www.fda.gov/medical-devices/safety-communications/battery-performance-alert-and-cybersecurity-firmware-updates-certain-abbott-formerly-st-jude-medical
https://www.fda.gov/medical-devices/safety-communications/battery-performance-alert-and-cybersecurity-firmware-updates-certain-abbott-formerly-st-jude-medical
https://www.fda.gov/medical-devices/safety-communications/battery-performance-alert-and-cybersecurity-firmware-updates-certain-abbott-formerly-st-jude-medical
https://www.fda.gov/medical-devices/safety-communications/battery-performance-alert-and-cybersecurity-firmware-updates-certain-abbott-formerly-st-jude-medical
https://www.fda.gov/medical-devices/safety-communications/battery-performance-alert-and-cybersecurity-firmware-updates-certain-abbott-formerly-st-jude-medical
https://www.fda.gov/medical-devices/safety-communications/firmware-update-address-cybersecurity-vulnerabilities-identified-abbotts-formerly-st-jude-medicals
https://www.fda.gov/medical-devices/safety-communications/firmware-update-address-cybersecurity-vulnerabilities-identified-abbotts-formerly-st-jude-medicals
https://www.fda.gov/medical-devices/safety-communications/firmware-update-address-cybersecurity-vulnerabilities-identified-abbotts-formerly-st-jude-medicals
https://www.fda.gov/medical-devices/safety-communications/firmware-update-address-cybersecurity-vulnerabilities-identified-abbotts-formerly-st-jude-medicals
https://www.fda.gov/medical-devices/safety-communications/firmware-update-address-cybersecurity-vulnerabilities-identified-abbotts-formerly-st-jude-medicals
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-identified-st-jude-medicals-implantable-cardiac-devices-and-merlinhome
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-identified-st-jude-medicals-implantable-cardiac-devices-and-merlinhome
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-identified-st-jude-medicals-implantable-cardiac-devices-and-merlinhome
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-identified-st-jude-medicals-implantable-cardiac-devices-and-merlinhome
https://www.fda.gov/medical-devices/safety-communications/cybersecurity-vulnerabilities-identified-st-jude-medicals-implantable-cardiac-devices-and-merlinhome

Medtronic Programmers

Medtronic
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Implant Tools
Packaged with

LINQICM Network
= / /
LINQ ICM P
% Model LNQ11
> -~ Data
Communicatlon Transmlssion

Communication &N
\omnunicaﬁon
~

Model 2090
,\P;;::‘:‘ .\I}'CureLink Home Monitor
2
Model 9538 Mbodel 24950

“+4% = BI1 ~ Medtronic MyCareLink™ Patient Monitor

Conexus & A SH47 30 2 Fpmik * kF K 2 B ehid 2> 7 v 3FMedtronic 4247 R v E
PRI FILT - I8 & IR (T 0 dot e B297T
® HEFMME N DCHRA L PTHBLBE I LPF R LT (BAEE
DI R S T i CE ST
® LETRAF A TR eI A T

® LTTAFAIRIMARA -

®%H BT I ERA] 0 IR IR R
® WiR¥jFRIMAMSEIRS 2P LRV ORRE R F LA L SR
O AT RECT R ARG o AR F TR U A

CareAlerts fr i % #t chif Az @ i 4o 5 2 o
¢ ? PRt 3 B IS

° é%%%%ﬁi% 2P wIRG M A SRt g o

% 3¢ * (Medtronic) =4 » ;4w =3 3¢ £ (Implantable Cardioverter Defibrillators,
ICD) {r'u B R R ( Cardiac Resynchronization Therapy Defibrillators, CRT-
DS) = _\a, m""]%{—&r"f

o Amplla MRI CRT-D, all models

® Claria MRI CRT-D, all models
® Compia MRI CRT-D, all models
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Concerto CRT-D, all models
Concerto Il CRT-D, all models
Consulta CRT-D, all models

Evera MRI ICD, all models

Evera ICD, all models

Maximo Il CRT-D and ICD, all models
Mirro MRI ICD, all models
Nayamed ND ICD, all models
Primo MRI ICD, all models
Protecta CRT-D and ICD, all models
Secura ICD, all models

Virtuoso ICD, all models

Virtuoso 11 ICD, all models
Visia AF MRI ICD, all models
Visia AF ICD, all models

Viva CRT-D, all models

% B B enfe sy &k (Programmers) fe 72 £ Rl 4o .
® CareLink 2090 Programmer
® MyCareLink Monitor, models 24950 and 24952
® CareLink Monitor, Model 2490C
MyCareLink 72 % p| % (24950 - 24952 4] ) * @ AP jpmd 1) & —‘F’f g~ Vs B R
,\‘
E

HIEFPZEH LT FOTA c R F RIS FEFRY R LHE - FRTHES
& A (wi-fi) i@ i CareLink Network LS AN e S m%ﬁ 4 o

ek £ 2% M E 574 2 MyCareLink 24950 *+ £ R R 7ifF 3 AL B ehF 3t > 12 CVE-
2019-6540 5 b| & I3TTm o

Hdk = 42 ~ MyCareLink 24950 *t £ B & 7JA iF 7ok B enF 3

B S B o

CVE-2019-6540 | The Conexus telemetry protocol utilized within Medtronic
MyCareLink Monitor versions 24950 and 24952, CareLink Monitor
version 2490C, CareLink 2090 Programmer, Amplia CRT-D, Claria
CRT-D, Compia CRT-D, Concerto CRT- D, Concerto Il CRT-D,
Consulta CRT-D, Evera ICD, Maximo Il CRT-D and ICD, Mirro ICD,
Nayamed ND ICD, Primo ICD, Protecta ICD and CRT-D, Secura
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https://nvd.nist.gov/vuln/detail/CVE-2019-6540

ICD, Virtuoso ICD, Virtuoso Il ICD, Visia AF ICD, and Viva CRT-D
does not implement encryption. An attacker with adjacent short-range
access to a target product can listen to communications, including the
transmission of sensitive data.

Published: = * 26, 2019; 2:29:01 = =

V2.0:3.3 LOW

CVE-2019-6538

The Conexus telemetry protocol utilized within Medtronic
MyCareLink Monitor versions 24950 and 24952, CareLink Monitor
version 2490C, CareLink 2090 Programmer, Amplia  CRT-D,
Claria CRT-D, Compia CRT-D, Concerto CRT-D, Concerto Il CRT-
D, Consulta CRT-D, Evera ICD, Maximo Il CRT-D and ICD, Mirro
ICD, Nayamed ND ICD, PrimolCD, Protecta ICD and CRT-D, Secura
ICD, Virtuoso ICD, Virtuoso Il ICD, Visia AF ICD, and Viva CRT-D
does not implement authentication or authorization. An attacker with
adjacent short-range access to an affected product, in situations where
the product’s radio is turned on, can inject, replay, modify, and/or
intercept data within the telemetry communication. This
communication protocol provides the ability to read and write memory
values to affected implanted cardiac devices; therefore, an attacker
could exploit this communication protocol to change memory in the
implanted cardiac device. Published: = * 25, 2019; 6:29:00 * = -

0400

V2.0:3.3 LOW

CVE-2018-10626

A vulnerability was discovered in all versions of Medtronic
MyCareLink 24950 and 24952 Patient Monitor. The affected product's
update service does notsufficiently verify the authenticity of the data
uploaded. An attacker who obtains per-product credentials from the
monitor and paired implantable cardiac device information can
potentially upload invalid data to the Medtronic CareLink network.
Published: ~ * 10, 2018; 2:29:00 = =

-0400

V2.0:3.8 LOW

CVE-2018-10622

A vulnerability was discovered in all versions of Medtronic
MyCareLink 24950 and 24952 Patient Monitor. The affected products
use per-productcredentials that are stored in a recoverable format. An
attacker can use these credentials for network authentication and
encryption of local data at rest.

Published: ~ * 10, 2018; 2:29:00 = =

-0400
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V2.0:1.9 LOW

CVE-2018-8870

Medtronic MyCareLink Patient Monitor, 24950 MyCareLink
Monitor, all versions, and 24952  MyCareLink Monitor, all
versions contains a hard-coded operating system password. An
attacker with physical access can remove the case of the device,
connect to the debug port, and use the password to gain privileged
access to the operating system. Published: = * 02, 2018; 9:29:01 *

T

-0400

CVE-2018-8868

Medtronic MyCareLink Patient Monitor,24950 MyCareLink Monitor,
all versions,and 24952 MyCareLink Monitor, all versions, contains
debug code meant to test the functionality of the monitor's
communication interfaces, including the interface between the
monitor and implantable cardiac device. An attacker with physical
access to the device can apply the other vulnerabilities within this
advisory to access this debug functionality. This debug functionality
provides the ability to read and write arbitrary memory values to
implantable cardiac devices via inductive or short range wireless
protocols. An attacker with close physical proximity to a target
implantable cardiac device can use this debug functionality.
Published: = * 02, 2018; 9:29:01 * =

-0400
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ez 21~ CVE T E (B 4EF ! Pacemaker, 5] 2304 F )
CVE-2017-12714 | Abbott Laboratories pacemakers manufactured prior to Aug 28,
2017 do not restrict or limit the number of correctly formatted "RF
wake-up" commands that can be received, which may allow a nearby
attacker to repeatedly send commands to reducepacemaker battery life.
CVSS v3 Dbase score: 53, CVSS vector string:
AV:A/AC:H/PR:N/UIL:N/S:U/C:N/I:N/A:H. Abbott has developed a
firmware update to help mitigate the identified vulnerabilities.
CVE-2017-12712 | The authentication algorithm in Abbott Laboratories
pacemakers manufactured prior to Aug 28, 2017, which involves an
authentication key and time stamp, can be compromised or bypassed,
which may allow a nearby attacker to issue unauthorized commands to
the pacemaker via RF communications. CVSS v3 base score: 7.5,
CVSS vector string: AV:A/AC:H/PR:N/UIL:N/S:U/C:H/I:H/A:H.
Abbott has developed a firmware update to help mitigate the identified
vulnerabilities.

"tk = %2 ~ CVE 34 & (B 42 F : Implantable Cardioverter Defibrillator)
il S B

CVE-2018-8868 | Medtronic MyCareLink Patient Monitor, 24950 MyCareLink Monitor,
all versions, and 24952 MyCareLink Monitor, all versions, contains
debug code meant to test the functionality of the monitor's
communication interfaces, including the interfacebetween the monitor
and implantable cardiac device. An attacker with physical access to the
device can apply the other vulnerabilities within this advisory to access
this debug functionality. This debug functionality provides the ability to
read and write arbitrary memory values to implantable cardiac devices
via inductive or short range wireless protocols. An attacker with close
physical proximity to a target implantable cardiac device can use this
debug functionality.

CVE-2018-10626 | A vulnerability was discovered in all versions of Medtronic
MyCareLink 24950 and 24952 Patient Monitor. The affected product's
update service does not sufficiently verify the authenticity of the data
uploaded. An attacker who obtains per-product credentials from the

11 https://cve.mitre.org/
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monitor and paired implantable cardiac device information can
potentially upload invalid datato the Medtronic CareLink network.

CVE-2013-7395

ZOLL Defibrillator / Monitor X Series has a default (1) supervisor
password and (2) service password, which allows physically proximate
attackers to modify device configuration and cause a denial of service
(adverse human health effects).

CVE-2007-6756

ZOLL Defibrillator / Monitor M Series, E Series, and R Series have a
default password for System Configuration mode, which allows
physically proximate attackers to modify device configuration and
cause a denial of service (adverse humanhealth effects).

‘4= £ 3 ~ CVE F 2 B (B 4& 5 : Cardiac Resynchronization TherapyDefibrillator)

T B

CVE-2019-6538

The Conexus telemetry protocol utilized within Medtronic MyCareLink
Monitor versions 24950 and 24952, CareLink Monitor version 2490C,
CareLink 2090 Programmer, Amplia CRT-D, Claria CRT-D, Compia
CRT-D, Concerto CRT-D, Concerto Il CRT-D, Consulta CRT-D, Evera
ICD, Maximo Il CRT-D and ICD, Mirro ICD, Nayamed ND ICD,
Primo ICD, Protecta ICD and CRT-D, Secura ICD, Virtuoso ICD,
Virtuosoll ICD, Visia AF ICD, and Viva CRT-D does not implement
authentication or authorization. An attacker with adjacent short-range
access to an affected product, in situations where the product&#8217;s
radio is turned on, can inject, replay, modify, and/or intercept data
within the telemetry communication. This communication protocol
provides the ability to read and write memory values to affected
implanted cardiac devices; therefore, an attacker could exploit this
communication protocol to change memory in the implanted cardiac
device.

CVE-2019-18254

BIOTRONIK CardioMessenger I, The affected products do not
encrypt sensitive information while at rest. An attacker withphysical
access to the CardioMessenger can disclose medical measurement data
and the serial number from the implanted cardiac device the
CardioMessenger is paired with.

CVE-2018-8868

Medtronic MyCareLink Patient Monitor, 24950 MyCareLink Monitor,
all versions, and 24952 MyCareLink Monitor, all versions, contains
debug code meant to test the functionality of the monitor's
communication interfaces, including the interfacebetween the monitor
and implantable cardiac device. An attacker with physical access to the
device can apply the other vulnerabilities within this advisory to access
this debug functionality. This debug functionality provides the ability
to read and write arbitrary memory values to implantable cardiac
devices via inductive or short range wireless protocols. An attacker
with close physical proximity to a target implantable cardiac device can
use this debug functionality.

CVE-2018-5552

Versions of DocuTrac QuicDoc and Office Therapy that ship with
DTISQLInstaller.exe version 1.6.4.0 and prior contains ahard-coded
cryptographic salt, "S@I+&pepper".
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CVE-2018-5551

Versions of DocuTrac QuicDoc and Office Therapy that ship with
DTISQLInstaller.exe version 1.6.4.0 and prior contain three
credentials with known passwords: QDMaster, OTMaster, and sa.

CVE-2018-10626

A vulnerability was discovered in all versions of Medtronic
MyCareLink 24950 and 24952 Patient Monitor. The affected product's
update service does not sufficiently verify the authenticity of the data
uploaded. An attacker who obtains per-product credentials from the
monitor and paired implantable cardiac device information can
potentially upload invalid data to the Medtronic CareLink network.

CVE-2017-13993

An Uncontrolled Search Path or Element issue was discoveredin i-
SENS SmartLog Diabetes Management Software, Version 2.4.0 and
prior versions. An uncontrolled search path element vulnerability has
been identified which could be exploited by placing a specially crafted
DLL file in the search path. If the malicious DLL is loaded prior to the
valid DLL, an attacker could execute arbitrary code on the system. This
vulnerability does not affect the connected blood glucose monitor and
would not impact delivery of therapy to the patient.

CVE-2013-7395

ZOLL Defibrillator / Monitor X Series has a default (1) supervisor
password and (2) service password, which allows physically
proximate attackers to modify device configuration and cause a denial
of service (adverse human health effects).

CVE-2007-6756

ZOLL Defibrillator / Monitor M Series, E Series, and R Series have a
default password for System Configuration mode, which allows
physically proximate attackers to modify device configuration and
cause a denial of service (adverse human health effects).
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