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11. %= Periodic Evaluation
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® #xit General

1. R ' ¥ 72 Risk Management
2. ez L X Personnel
3. BRPFERaR :L—ﬁ Suppliers and Service Providers

® I F k& Project Phase

4. Fxrz Validation

® J%iTF¢ & Operational Phase
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10. % € & 2§ ¥ 12 Change and Configuration Management
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12. % 2% Security
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16. 1% %1 4§ 1+ Business Continuity
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° ¥ iTF¢ £ Operational Phase

5. #dy Data

6. #rri++: % Accuracy Checks

7. #&¥x 53 Data Storage
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y §) "0 Holistic Remediation Plan (2015~2017)

* Immediate mitigation of
high risk

* Establishment
of governance
procedures

* Gap
assessment for
legacy systems

* Risk mitigation
for legacy
systems

- — -

2015 2016 2016 Q3 Priority 1
Q3-Q4 Q1 2017 Q1 Priority 2
Q3 Priority 3
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11”/”””] CSV Governance Procedures

-

» System withdrawal

« Data migration or
destruction

VDC-020

\_ QPS-027

QPS-009

VP-008
Inventory list * GxP assessment VDC-011
* GAMPS5 categorization
* Overall risk
assessment
Concept

(VDC-‘"O « Validation V-Model )
* Traceability matrix
+ Validation of legacy
system
» Handover & Release
J
on GAMPS &
: ex 11
Operation -

* Periodic Evaluation
» Back-up / Archive
* Security

L VDC-014~019

* Incident Management

*Supporting: Risk management/ Change control/ Deviation/ Supplier Management...
QPS-003

QPS-030

~N

rroe o Precez g preses |

111/””” CSV Governance Procedure List (1/2)

01

Doc.
Level Doc. No. Doc. Name Key Contents
« CSV lifecycle
«  Validation approach linked to GAMP5 category
CSV Validation Master * CSV supporting processes y
1 VP-008 Plan (CoC & deviation, supplier assessment, risk management, training,
document)
*  CSV strategy for legacy system
e Inventory List
*  Validation plan
+ URS
: - DSIFS
2 vDC-p1g Computerized System - oinnpg
Validation Procedure - Validation summary report
*  Traceability matrix
»  Validation of legacy systems
Computerized System . GxP assessment
5 VDC-011 GxP Assessment, +  GAMP5 software categorization
Software Categorization *  Overall (initial) risk assessment
and Risk Assessment *  Functional risk assessment
5 VDC-012 Computerized System «  Verification of the establishment of operational
Handover Procedure SoP
5 VDC-014 Computerized System «  Identification and evaluation of incidents

Incident Management

Incident log

1

02



Prase 1 g
11”,,,,”, CSV Governance Procedure List (2/2)

Doc. .
Doc. No. Subject Key Contents
Level
. *  Frequency of evaluation
> VDC-015 Computerized System «  Preparation of relevant information
Periodic Evaluation *  Conducting the evaluation
¢ Output from the evaluation
Computerized System +  Access management
2 VDC-016 Security and Privilege +  Physical and technical security measures
Management *  Virus management
Computerized System . Baclfup and restore procedure
2 VDC-017 Back-up and Restore '\B/':gllfj;f:; for storage
Management «  Testing of backup and restore process
Archive and retrieval procedures
i . edia used for storage
Computerized System X‘ (:1.' | d for storag
h . . rchive log
2 VDC-018  Archive and Retrieval «  Periodic review of archived data over retention
Management period
Periodic exercise of retrieval process
> VDC-019 Excel Spreadsheet +  Spreadsheet creation and control
Management «  Spreadsheet validation
; System withdrawal
2 VDC-020 Computerized System Data and record migration, archiving and

Retirement Management destruction

103

= »
17%,”” CSV Supporting Procedure List

Doc. Doc. No. Doc. Name
Level

2 QPS-001 Quality Document and Data Control

2 QPS-009 Change Control Procedure

2 QPS-003 Event and Deviation Management

2 QPS-004 Corrective Action and Preventive Action

2 QPS-006 Personnel Training

> QPS-030 Non-formulation Materials and Technical Service

Vendor Management
2 QPS-035 Data Integrity Management Policy
3 QAP-031 Document Retention and Abolition

104
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11)%,,1” Gaps Addressed by Procedures

No. Focus Area CSV or Supporting Procedures
1 Inventory list and GxP applicability VP-008, VDC-011
2 Infrastructure qualification VvDC-010, VDC-011
3 Security VDC-016
4 Data storage and backup VDC-010, VDC-011, VDC-017
5 Suppliers and service providers VP-008, QPS-030
6 Periodic evaluation VDC-015
7 Validat.ion deliverables and VP-008, VDC-010, VDC-011,
operational procedures VDC-015~VDC-018, VDC-020, QPS-035
8 Spreadsheet validation VDC-019
9 Personnel qualification QPS-006, ED-005
10 CAPA process QPS-004
11 Record retention VDC-015, VDC-017, QPS-035
12 Change and configuration management VDC-010, VDC-020

105

= =
11”/”””/ Gap assessment for legacy system

Register in Ca?e%,“gs 2
Inventory list Risk Level
v ' !
Gap SOP Validation
Assessment Requirement Requirement
Prioritize Prioritize Prioritize
Actions | SOoP | L Validation

Create Validate
New SOP Function
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