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= Data Integrity
= Regulatory Finding

= Explaining Specific Finding
— Reanalysis
— Reprocessing
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THE SCIENCE OF WHAT'S POSSIBLE.”

Data Integrity

Data Integrity: Regulatory
Findings

Explaining Specific Findings

e Reanalyzing into Specification
e Reprocessing into Specification
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What is Data Integrity? Wq:rer > e

integrity

/in tegriti/
1. the quality of being honest and having strong moral principles.
. . . Origi
synonyms: honesty, uprightness, probity, rectitude, honour, o
honourableness, upstandingness, good character, FRENCH
integrité

principle(s), ethics, morals, righteousness, morality,
nobility, high-mindedness, right-mindedness, noble-  ann -~ Lann

mindedness, virtue, decency, faimess, integer — integritas
scrupulousness, sincerity, truthfulness, Intact
i integrity

trustworthiness SR | oo g

. integer
antonyms:  dishonesty

ENGLISH
2. the state of being whole and undivided. integrate

synonyms:  unity, unification, wholeness, coherence, cohesion,
undividedness, togethemess, solidarity, coalition
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What is Data Integrity? Wcl’rer S

I Regulations
Audit Trail Review  cquipment  Training

we Data Integrity

Data Management Interfacing Data Quality
g Validation CSV ., Compliance

Archive
Awareness Cculture

_l_'l:sl

Why the New Focus on Data Integrity? chrer > e

Electronic Systems Improve Traceability

Provide the controls to prevent
but also capability to detect
undesirable users actions
= Tools for QA and regulators

— Access levels

— System policies

— Audit Trails

Agencies have lost the trust

that analysts behave with

honesty and integrity




Benefits of Computerised Systems for Data Wi “
) aters
I nteg r I ty THE SCIEMCE OF WHAT'S POSSIBLE.”

. Electronic

Records
® Printed
Records
2 ertten Data | ity is NOT bl
Re CO I’d S maotrae géi%:ngIZOCu mSnrt]:;\(/)E ré)anetr)z,
implemented with computerized
systems
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Why the new focus on Data Integrity? THE SEIENCE OF WHAT'S pOSSTSLBS
Data integrity is not a new problem, more control / documentation can
be implemented with computerized systems
Paper Computerized Imbre ments
Documents Systems Ll e
Notebooks are .
. User accounts issued .
issued Computerized systems can have access controls
to users
to users
Bound notebooks — Authentication provides increased assurance
. . Authentication, .
with pre-printed o actions are performed by that user, raw data
maintain raw data .
pages cannot be overwritten
Stamps with System Generated ) ,
automatic data / time Audit Trails System control: for ALCOA (no back dating)

System control: for ALCOA (user / date
associated
to action cannot be altered)

Initial, date, and user System Generated
correction comments Audit Trails

Reviewed to ensure . .
Metadata is available L
complete and for review Review includes metadata
accurate
Handwritten

signatures
< Archival of Data in

Electronic Signatures System control: for ALCOA (no back dating)
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Able Laboratories 483

Waters

M ay 2005 THE SCIEMCE OF WHAT'S POSSIBLE.”

Product/Batch Number | Lack of Complete Data

Products and batches 0O0S results not documented in

listed in FDA-483, laboratory records. Unreported

point #2 0O0S results found in electronic
data files.

Propoxyphene Napsylate | Changed chromatogram headers

and APAP Tablets, by cutting and pasting, so during

100/650mg review all sample injections would

Batch 303110A appear to be in sequence, for
Dissolution Testing of Tablets D1
and D5

Propoxyphene Napsylate | Original Sample Weights not

and APAP Tablets, recorded in notebook. Sample

100/650mg weights were changed by the

Batch 104026B analyst until a passing result was

Validation Batch obtained for Assay (A2)

Acetaminophen & Processing methods changed by

Codeine Phosphate analyst until the processing method

Tablets, 300/30mg resulted in a passing result.

Batch 407148 Original processing method not
recorded in laboratory notzbook.

©2018 Waters Corporation

http://www.fda.gov/aboutfda/centersoffices/officeofglobalregulatoryoperationsandpolicy/or
a/oraelectronicreadingroom/ucm061813.htm

9

B ————

Data Integrity:

Key for Quality Assurance

Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

Underlying Everything: Regulatory bodies need

— Several new guidances (at least five)
— Static and Dynamic Data (static printed chromatograms)
o Expect to look at the electronic data, not just pr%ﬁu&tﬁvm\u

to trust the data they are seeing

Data Integrity Guidances: focused on chromatography
Review of audit trails
Focused Inspections: All are focusing on Data Integrity

o ApuANTAGE »« STANDARD STATL

— Continual training of regulators in electronic 1abOr&s THING BRANDING apyeisig FRODUCT Tosu v

- " ADVANTAGE smol | OGO e BUSINESS__
Ensuring the bad as well as the good data MARKET DRAND G | VM

. . . oo TRADEMARK * WORLD 83aN0ING AD

— Specifically for reanalysis and reprocessing S NAME THING LEADER e o
- - BOL maRkETNG STANDARD QUALITY BEST “. BRAN
Find the root cause of issues and O0S ANTAGE POSTIVE ADVERTISING TRADEMARK DEVLOPHENT
— Right scaled Lab error and Full OOS investigations TN BES L craypagp HVERTYE,

e CLASS THING " MARKET |
" HIGH = BEST sowme, TRgewax H

ECT TRADEMARK LIVE Gooo NAME ADVANTAGE ** EXCELL!

L2 BEST ™ == BRAND e = ALUE

°3 A (- BRANDED 1

VORI D PRONIICT RECT
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What |S Data Llfe CyC|e’? THEgCIﬂgtEIEﬁIBLEP
]

s MHRA

 nA

= . .from initial generation and recording through processing I
(including analysis, transformation or migration), use,

data retention, archive / retrieval and destruction. i

Processing

7Y World Health

}“ Organization

[ ]
m _.assessing risk and developing quality risk mitigation
strategies for the data life cycle, I
® including controls to prevent and detect risks throughout the steps of:
— data generation and capture;
— data transmission;
data processing;

a
. ®
— data reVIeV\{’ ) _ _ _ ) _ Retrieval @
— data reporting, including handling of invalid and atypical dat
— data retention and retrieval; Des“““"

— data disposal.

©2018 Waters Corporation 11
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THE SCIENMCE OF WHAT'S POSSIBLE.”

Securing and reviewing complete data:
The regulators view of static and dynamic data

©2018 Waters Corporation 12
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FDA Guidance — Records and Reports from 201 Wq:rer S

1Y U.S. FOOD & DRUG'

ADMINISTRATION

Home | Food | Drugs | Medical Devices | Radiation-Emitting Products | Vaccines, Blood & Biologics | Animal & Veterinary | Cosmetics | Tobacco Products

Drugs &0 ¥

Home » Drugs » Guidance, Compliance & Regulatory Information » Guidances (Drugs)

Questions and Answers on Current Good
p— Manufacturing Practices, Good Guidance
Practices, Level 2 Guidance - Records and
o Reports

3. How dothe Part 11 regulations and "predicate rule requirements” (in 21 CFR Part 211) apply to the electronic
records created by computerized laboratory systems and the associated printed chromatograms that are used
in drug manufacturing and tesfing?

“the printed chromatograms used in drug manufacturing and testing
do not satisfy the predicate rule requirements in 21 CFR Part 211.

The electronic record must be maintained and readily available for review by, for example,
QC/QA personnel or the FDA investigator”

FICER R AV Rt

[EEN IRt

I Y R W i, W I prauL U uany au s W pLiunn ayawan
suitability testing (sometimes also referred to as “trial,” “test,” or “prep” runs)?

©2018 Waters Corporation 13

Paper Does Not Always Provide the Wi -
C aters
O m p I ete Sto ry THE SCIENCE OF WHAT'S POSSIBLE.”
COMPLEX
Printouts are NOT
Representative

’ LIMS

HPLC ERP

‘UV Spec cC

FTIR
SIMPLE

.pH Meter

Printouts
couLD
represent
original data

©2018 Waters Corporation 14
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Laboratory source e-records THE SCIENCE OF WHAT'S PasSIBLES

From presentation of Robert D. Tollesen National Expert-Computers at
FDA’'s ORA

ISPE GAMP Nov 2011 Brussels

e-data files from complex analytical systems (i.e.; Chromatography
systems)

Must be retained as per 21CFR211.194(a)

Must be reviewed for completeness and accuracy and compliance with
established standards as per 21CFR211.194(a)(8)

Must be available for inspection as per 21CFR211.180(c)

For simple instruments Paper or PDF may be complete

15
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MHRA Draft GxP Guidance: Woaters :

Reviewing Electronic Records Summary THE SCIENCE OF WHAT'S POSSIBLE?

©2018 Waters Corporation

= Data may be...
— Static (e.g. a ‘fixed’ record such as paper or pdf) or
— Dynamic (e.g. an electronic record which the user / reviewer can interact with).

= Data must be retained in a dynamic form where this is critical to its
integrity or later verification.

= (Once printed) chromatography records lose the capability of being
reprocessed and do not enable more detailed viewing of baselines or any
hidden fields.

= Some data generated by electronic means to be retained in an acceptable paper
or PDF format
— Where it can be justified that a static record maintains the integrity of the original data.

— Verified copies of all raw data, meta data, audit trail, result files, software/system
configuration settings for each record, all data processing runs including methods and
audit trails for a reconstruction .... and verification

This approach is likely to be onerous to enable a GxP compliant record

GxP Data Integrity Definitions and Guidance for Industry "'" 2 MHRA
DRAFT July 2016 X

0
:.. Pasateg Vescres id Mascal Deces

©2018 Waters Corporation



FDA Draft Data Integrity Guidance: Waters

Reviewing Electronic Records Summary THE SCIENCE OF WHAT'S POSSIBLE?
= Static is used to indicate a fixed-data document (such as a paper record or an
electronic image), and
= Dynamic means that the record format allows interaction between the user and
the record content.
— But defines as allowing the reviewer to change/edit things...???

= (Printouts allowed if) includes associated metadata and the static or dynamic
nature of the original records

= Electronic records from certain types of laboratory instruments are dynamic
records, and a printout or a static record does not preserve the dynamic
format

Data Integrity and Compliance with CGMP Guidance for Industry U S FOOD & DRUG

DRAFT April 2016
ADMINISTRATION

17

Reviewing Electronic Records Summary THE SCIENCE OF WHAT'S POSSTBLES

©2018 Waters Corporation

= A PDF or printout is fixed or static and the ability to expand baselines,
view the full spectrum, reprocess and interact dynamically with the data
set would be lost in the pdf or printout

= Data integrity risks may occur when persons choose to rely solely
upon paper printouts or PDF reports

— If the reviewer only reviews the subset of data provided as a printout or PDF,
these risks may go undetected

= Paper printouts of original electronic records from computerized systems
may be useful as summary reports ...verify that the printed
summary is representative of all (electronic)results.

= A risk-based approach to reviewing data requires process understanding
and knowledge of the key quality risks.. requires understanding of the
computerized system, the data and metadata

and data ﬂOWS. Guidance on Good Data and Record Management Practices ‘I/ /’8 'I\\], World Health

Released June 2016 As WHO_TRS_996 Annex 5 V
,_,\4 ¥ Organization

©2018 Waters Corporation 18
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THE SCIENCE OF WHAT'S POSSIBLE.”

Data Integrity

Data Integrity: Regulatory
Findings

Explaining Specific Findings

e Reanalyzing into Specification
e Reprocessing into Specification

©2018 Waters Corporation 19
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FDA presentation in June 2015 Wq:rer > e

m ﬁ U.S. Food and Drug Administration www.fda.gov
r == Protecting and Promoting Public Health

Why is Data Integrity Important?

 We rely on accurate information to ensure
drug quality

- Data integrity problems erode confidence

« We rely largely on confidence that the firm
will do the right thing when we are not
there

©2018 Waters Corporation 20
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FDA presentation in June 2015 Wcl’rer S

| ond Most'Common Citation

« Your firm failed to exercise appropriate
controls over computer or related systems
to assure that only authorized personnel
institute changes in the master production
and control records, or other records (21
CFR 211.68(b)).

— Cited in 15 warning letters

15

©2018 Waters Corporation 21
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FDA presentation in June 2015 quer > e

| 2nd MostCommon Citation

« Cited in numerous warning letters:
— Audit trails were disabled

— A shared username and password was used
by many analysts

— Users were able to manipulate, delete, or
overwrite electronic raw data
« Firm’s laboratory practice is to print

chromatograms and delete electronic raw
data files

16
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FDA presentation in June 2015 Wcl’rer S

| Most Common Citation

« Your firm failed to ensure that laboratory
records included complete data derived
from all tests necessary to assure
compliance with established specifications
and standards (21 CFR 211.194(a)).

— Cited in 21 warning letters

17
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FDA presentation in June 2015 Woaters

THE SCIENMCE OF WHAT'S POSSIBLE.”

Most Common Citation

e Cited in numerous warning letters as
failure to retain complete data:

— “trial” sample injection data was not kept as
part of the data for a batch

— Sample weights, sample preparation and
sample dilutions were not retained

— Deleted data detected in audit trails
— Overwriting data
— Ripped up data found in the garbage

18

©2018 Waters Corporation 24
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FDA presentation in June 2015 Wq,*e" S
2 S L bl
Most Common Citation
« Firm deleted all electronic raw data
supporting HPLC release testing
« Standards were injected and used as
sample results
» Duplicate logbooks were kept
« Complete raw data to support test method
validation was not retained
* Integration parameters for HPLC analysis
were not retained 21 )
e ——
Data Integrity OK? =
Check your Process Flow chrer > e

" To balance the focus on electronic data, a useful approach is to
map the workflow within the laboratory.
— ldentify and list all of the steps performed for each analytical
technique (from sample receipt to approval of results) and each
laboratory operation

= The mapping should identify:
— What actions are performed?
— How those actions are performed?
— How they are recorded?
— Any decisions made.
— The extent to which the process is manual or automated
— The possible risks associated with the step (e.g., how could fraud be prevented
or detected)
= One of the purposes of data-integrity auditing is to actively look
for evidence of fraud or the opportunity for fraud

©2018 Waters Corporation 26
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21 CFR Part 211.194: -

Laboratory Recordjs Wcl’rer S

All laboratory records
required
to be kept

Analytical
cations or Excel

Lab Book or forms Lab Book or forms
A A
4 I - ™

©2018 Waters Corporation 27
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. Water
Poor Technical Controls Cle S

All laboratory analysts share the same password

Shared the same username and password

.'//__-_‘\_. -
Sharing

common PC login used by all ..analysts

Accounts ..the analyst misused the administrator password to delete and
overwrite the actual data logged in the audit trail

There is no system in place to ensure that all electronic raw data
from the laboratory is backed up and/or retained.

e — your firm provided only the printed copies of the raw data

Unsecured Missing /deleted / non existent data

Data

Failure to have complete data as per 211.194

data was not consistently archived

©2018 Waters Corporation 28
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Why Do Those Things Matter? Wcl’rer e

did not have sufficient controls to prevent the deletion or alteration of raw data files
our inspection found 5,301 deleted chromatograms

Users can delete data

computer folders and files could be easily altered or deleted

Data is deleted to make space for the most recent test results

HPLC raw data files can be deleted from the hard drive

/’—R\H‘_ (no) access controls to prevent deletion or alteration of raw data.

Delete PLCs showed data was deleted

Privileges o _ _
deleted electronic files with no explanation

data could be deleted using a common OS log on

your firm tested a batch sample six times and subsequently deleted this data

29
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Data Deleted to Hide What? chrer S

(no) proper controls in place to prevent the unauthorized manipulation of
your laboratory’s raw electronic data.

Ignoring failing injections and recalculating without

performing trial standard and sample analysis prior to official analysis is a
standard practice

re integrations occur without a valid procedure

“unofficial” testing outside Enterprise CDS and not reported, or retested
till passing

Entire PC’s hidden from inspector to conceal data manipulation

performing "trial" sample analysis for HPLC analyses prior to collecting the

o “official” analytical data

Data performs “unofficial testing” of samples, disregards the results, and reports results

. . from additional tests
Manipulation the running of “trial testing” prior to performing system suitability and the

formal testing

©2018 Waters Corporation
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QA/Manager Review Responsibilities Wcl’rer S

Should... investigate all electronic data generated using Audit

trail capabilities

»/‘-—_‘\-.
No Audit HPLCs had the audit trail functions disabled

Trail

computer software lacked active audit trail functions

Switching off audit trails
loss of instrument activity logs (audit trails)

audit trail function for the chromatographic systems
was disabled

©2018 Waters Corporation 31
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QA/Manager Review Responsibilities quers

“The complete records, including failing results, are needed
to carry out investigations”

failed to adequately examine why your analysts hid
or deleted these runs

Your firm failed to review and investigate ..laboratory
deviations

of Data and Non Contemporaneous documentation

00s Incorrect batch records with incorrect calculations, no
signatures and missing information

Failure to investigate: customer complaints, O0S
results,

" Poor Review

©2018 Waters Corporation 32
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QA/Manager Review Responsibilities Wcl’rer S

You retested analytical samples without reporting original results
in laboratory records. Because of this practice, you are unable to
assure that all raw data generated is included and evaluated
when you review analytical test results

Retest(ed) the sample on a different instrument without initiating an
out-of-specification (O0S) investigation. (New..) injections were not
reported as part of the original data or included in your laboratory
Poor Review investigation report

of Data and

0O0Ss Details of a trial that failed impurity analysis and a follow up one
that passed

Failure of Quality unit to find the errors the investigator did

your quality unit is not able to fully exercise its responsibilities.

©2018 Waters Corporation 33
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Computer System Validation Wq:rer > e

/’/_\ Not established and documented the accuracy,
No Validation reliability and performance of your computer systems

No verification of access controls
No Validation

Or Change
Control

CSV is designed to provide documented evidence that procedural control,
administrative controls, technical controls, are in place and configured correctly to meet
user requirements.

Proper CSV would highlight
— incorrect configuration of users

— too generous abilities for roles
— opportunities for mal behaviors
— highlight areas of risk

©2018 Waters Corporation 34
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Statements of EU Non GMP Compliance Wq:rer S

= EU GMP Certificates have been publicized for som = * =~ —

— http://leudragmdp.ema.europa.eu/inspections/gmpc/index _

— Recently opened a database of Non Compliance Repor e —
(or statements of non compliance)

= SUMMARY
— Deliberate falsification of results / hiding non conformities
— Failed injections deleted
— Discrepancies in raw data / lack of raw data
— Inadequate review and control of computerized laboratory results and systems
— Insufficient Qualification of Equipment

— Quality Control deficiencies including; inadequate records, lack of specificity in
analytical methods, failure to investigate unknown peaks

©2018 Waters Corporation 35
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Water
Summary of EU Non Conformances AL

Poor Laboratory

Data Manipulation Incomplete Data

Controls Review
» Falsification of documents + Failure of Lab controls » OOS results marked as Passed
« Discrepancies between electronic  Insufficient management of data, * Weakness of QA department around
data and data reported on paper change control and laboratory controls Data integrity
* Re written training records * No user requirements * No procedure for audit trail
» Falsified entries » Shared password » Hide non conformities from QA
* Unreported / unauthorized trial  Failure in integrity and security of data
injections of samples + Analysts routinely perform “trial”
* Raw data chromatogram files deleted injections of sample aliquots prior to
+ Retesting samples until passing performing the officialireported
results obtained analysis

» PC admin account used to change time
back and overwrite failing results

» No system validation of electronic
record generating systems

©2018 Waters Corporation 36
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Regulators are Focused on Data Integrity Wcl’rer S

= Observe ALL data both reported and non-reported (orphan data)
— Are the analysts cherry picking only the good results?
— Are failing results being deleted, hidden or ignored? @0
o Invalidated without justification or approval
— Are samples being ‘tested into compliance’

o samples re-analysed /repeated until they pass or
o manipulated by processing to ensure they pass.
= |s data secure?
— Proper access and privileges

— Archive, business continuity, disaster recovery
— |Is there hidden or deleted data?

= Can the story of the data be recreated?
— Audit trails, metadata, versions

©2018 Waters Corporation

. Woater
I nSpeCtIOn Themes THE SCIEMCE UE\IHES IEESIBLE.”

csv

Delete Unsecured
Privileges Data

Technical
Controls Aesalnt
Procedural l  Poor Review All Data:
Controls ’ \ of Electronic Data Good and Bad
\ including audit
trails Poor OOS or
Lab Error _
N i Investigations ¢
Periodic 0OO0S found in g y

EEEEEEEEEENS orphan data

Review
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FDA Draft Data Integrity Guidance: Waters
Rejection of Data & Repeat of Analyses THE SCIENCE OF WHAT'S POSSIBLE.

Question 2: When is it possible to exclude cGMP data from
decision making?

" Any data created as part of a CGMP record must be evaluated by the
quality unit as part of release criteria
— Electronic data...should include relevant metadata

= To exclude data....there must be a valid, documented, scientific
justification for its exclusion

— Guidance: Investigating Out-of-Specification (OOS) Test Results for
Pharmaceutical Production

= The requirements for record retention and review do not differ
depending on the data format;
— Paper-based and electronic ..are subject to the same requirements.
Data Integrity and Compliance with CGMP Guidance for Industry |29/ |J.S. FOOD & DRUG

DRAFT April 2016 ADMINISTRATION .

B ——

©2018 Waters Corporation

|
Waters
- H H THE SCIENCE OF WHAT'S POSSIBLE.
FDA Guidance on OOS and rejection of data
= “the term OOS results includes all test results that fall outside the
specifications or acceptance criteria ..
= Phase | Laboratory Investigation
— Lab Focussed ONLY
— Determines the validity of the result Guidance for Industry
— Determines the root cause of potential lab error Tnvestigating Out-of-Specification (00S)

Test Results for

— ‘Human Error’ needs to be investigated further for true root cause ) .
Pharmaceutical Production

— BEFORE any retest
— 100S is now a metric asked for in the Quality Metrics initiative

= Phase 2 — Full Scale OOS Investigation
— Process AND product focussed
— Determines the root cause of the error
— Explores the impact on existing batches
— Recommends corrective AND preventative actions CAPA

1S Department of Belih and Human Services
Food nd Drug Admisistraion
Centerfor Drog Evaluation and Reserch (CDER)

October 2006
Puarmaceatical CCMPs

©2018 Waters Corporation 40



FDA'’s Goal of Industry Quality Metrics o

o Water
Su meSSIOn THE SCIENCE ﬂg\iHEE ESSIBLE.”

= Following a number of trials in partnership
— with PDA and ISPE and other industry groups
= Focusing on THREE KEY Quality Metrics which they believe most closely
indicate the “Quality” of an organization:
— Lot Acceptance Rate (LAR)
o Accepted lots/Lots started
— Product Quality Complaint Rate (PQCR)
o # complaints/# dosage units distributed
— Invalidated Out-of-Specification (OOS) Rate (IOOSR)

o # OO0S test results for lot release and long-term stability testing due to
aberration of measurement process/total # OOS during time period

©2018 Waters Corporation 41

FDA's Goal of Industry Quality Metrics o

o Water
Su meSSIOn THE SCIEMCE ﬂgHEE IEESIBLE."

= These are metrics most companies already record for their own use
— May be measuring or defining them differently
— Not required to share with regulators

= Invalidated Out-of-Specification (OOS) Rate (IOOSR)

o # OO0S test results for lot release and long-term stability testing due to
aberration of measurement process/total # OOS during time period / Number
of TESTS performed on specific Sample classifications

o In English.. # of OOS which are invalidated because of failures in the
laboratory /
Total number of OOS results (including real product failures) /
Total numbers of tests performed

o Include tests for finished product and some API testing: only
* Lot release tests
* Long term stability tests

©2018 Waters Corporation 42
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FDA Draft Data Integrity Guidance: Waters
System SU/tablllty & TeSt RunS THE SCIENCE OF WHAT'S POSSIBLE.”
Question 13: Why has the FDA cited use of actual samples during
“'system suitability” or test, prep, or equilibration runs in warning
letters?
= FDA prohibits sampling and testing with the goal of achieving a specific
result or to overcome an unacceptable result
— e.g., testing different samples until the desired passing result is obtained
— This practice, also referred to as testing into compliance is not consistent with
CGMP
= We would consider it a violative practice to use an actual sample in test,
prep, or equilibration runs as a means of disguising testing into
compliance.
= |f an actual sample is to be used for system suitability testing,
— it should be a properly characterized secondary standard,
— written procedures should be established and followed,
— the sample should be from a different batch than the sample(s) being tested
— All data should be included in the record that is retained and subj tO Fev
unless there is docum@ﬁ%@&éﬁﬁ?@@%ﬂﬁﬁ%@ﬁ RyEqeee @kkﬂl’tﬂ%ibn ggmﬂ@?& DRUG

43

WHO guidance June 2016 quers

©2018 Waters Corporation

= System suitability runs should include only established
standards or reference materials of known concentration to
provide an appropriate comparator for the potential variability of
the instrument.

= |If a sample (e.g. well characterized secondary standard) is used for
system suitability or trial run, written procedures should be
established and followed and the results included in the data review
process.

= The article under test should not be used for trial run
purposes or to evaluate suitability of the system;

Guidance on Good Data and Record Management Practices ‘}f
Released June 2016 As WHO_TRS_996 Annex 5 &‘T‘
N

©2018 Waters Corporation 44
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MHRA Draft GxP guidance waVaters

= |t is common for companies to overlook systems of apparent
lower complexity.

= Within these systems it may be possible to manipulate data
or repeat testing to achieve a desired outcome with limited
opportunity of detection

— (e.g. stand-alone systems with a user configurable output such as
FT-IR, UV spectrophotometers).

GxP Data Integrity Definitions and Guidance for Industry .'.'" % MHRA
DRAFT July 2016 .- B -.

Reudrtng Medcines d Medcal Devices
45

Orphan Data W(:l’rer > e

©2018 Waters Corporation

= Data (paper or electronic) found in the laboratory (or trash bins)
which is not included in final study reports/ quality certificates/
LIMS or ERP reports
= Without documented scientific reasons for its invalidation, all
orphan data is suspected as
— ‘deliberately excluded to make results look better”
— apple polishing or cherry picking
= Minimizing any failed tests or results that require repeat analysis
reduces the amount of orphan data to be reviewed and addressed
= Root causes of failed tests may include:
— Poorly developed or validated analytical methods
— Inconsistent column separation performance
— Sample, standard, reagent or mobile phase preparation errors
— Instrument failures
— Analyst error

©2018 Waters Corporation 46



All the data..... Is it complete?
e o Waters
Reanalyzing into specification THE SCIENCE OF WHAT'S POSSIBLE:

Repeat
Sample Set Result Set Result,,,

©2018 Waters Corporation

|
Test Injections are Good Scientific Practice quers

= Running any chromatography where data will be collected
without first verifying that the system has been properly
equilibrated is poor practice.
— 1) Test Injections provide assurance that the system is ready and
equilibrated to proceed with analysis

— 2y—Fest-feetions verify that the column (and mobile phase
combination) used can provide proper separations as this is needed
in order to provide valid test results.

Kineticpatof |  Steady State Equilibrium of
System start | System

System Readiness Checks

©2018 Waters Corporation 49
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Preparing a Chromatograph.. Wci’rer S

= You’'ll only get the correct results if your prepare the system

® You should not start the real work until you know the system is
ready

= Expecting the first injection to be perfect is foolish

= The first one is always a test and does not pretﬁﬁ'/bﬁ"
with later attempts

©2018 Waters Corporation

Acquiring Samples SOP suggestions quers

= Test Injections: System Readiness checks

— Never Samples, Possibly Stds

— Preferably an independent solution which mimics real samples
o Pooled samples?

— Never delete them but not normal to include in reports

— Preventing / monitoring “Single Injections” is not an effective
control
- Maybe single injections.. Or short sequences

= System Suitability: As part of the Sample Set/Result Set
— If System Suitability fails... or “just” passes
o should you continue the run?
o Or repeat from the beginning with justification
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= Data (paper or electronic) found in the laboratory (or trash bins)
which is not included in final study reports/ quality certificates/
LIMS or ERP reports
= Without documented scientific reasons for its invalidation, all
orphan data is suspected as
— ‘deliberately excluded to make results look better”
— apple polishing or cherry picking
= Minimizing any failed tests or results that require repeat analysis
reduces the amount of orphan data to be reviewed and addressed
= Root causes of failed tests may include:
— Poorly developed or validated analytical methods
— Inconsistent column separation performance
— Sample, standard, reagent or mobile phase preparation errors
— Instrument failures
— Analyst error

©2018 Waters Corporation 52

Quality Separations to Prevent
Failed ReSUItS THESCIﬂg-E‘E{EESIBLE.”

Quality

consumables
(sample prep devices,
vials, etc.)

LC Qualification
services for

guaranteed Quality robust
performance UPLCs HPLCS

Regular LC Independent

servicing for quality standards
ongoing for system

performance readiness

Reproducible
columns for day
to day
repeatability
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Project /Folder controls Cle S

= Designing how projects or folders can be used is essential
— Only created by trained users/administrators
— Contain all methods and calculations required for a specific test
— Ensures that ALL data can be easily located
o Controls user behaviour collect data in the right place
o Assures reviewers that no data is “missing”
* Inthelive CDS
* Inarchives
= Permitting users to create their own
folders is a risk
— Ability to hide unofficial data
= Allowing users to copy data between
projects is a risk

©2018 Waters Corporation 54
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Project Creation and Access AL

r B
Project Properties - 'Defaults FAT' ﬂ

Genem\' Custom Figlds  Access |Imegn'1y| Frocessingl .
Review process and procedures for

N Nlow Acosssto Grgs project creation

 Cwner Only [ Administrators

* Cwner and Group [Guests i

Qe e e ki Review process and procedures for

project access

Group User Type i]uityksurance

|User's Own Type - [1Tech_Transfer

World User Type

User's Own Type -

ok | Cacd | Hep |
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Other Tools: Waters -
Searching for Replicate Data THE SCIENCE OF WHAT'S POSSIBLE.”

= Empower Global Project Search
= Empower 3 Analytics
= Empower Status Report (Data Integrity Status) or EDS 365
(continuous monitoring)
— Other Enterprise Professional Services
= Central repository
— LIMS
— NuGenesis LMS
= Paradigm Scientific Search
— Searches cross Enterprise and Workstation level computers

56
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Empower 3 Waters
Software Laboratory Analytics THE SCIENCE OF WHATSS POSSIBLE®

©2018 Waters Corporation

= Empower 3 Software Laboratory Analytics offers
five prebuilt dashboard types:
— System summary
— System usage

Empower 3 Laboratory
Analytics Allows You to:

= Access critical system usage

information
— Project usage analysis = ldentify training needs
— User analysis (optional) = ldentify error messages

that affect your workflows

= |dentify non-robust
processing methods

— Methods analysis

= Plan for capital expenditures

| TOReT of Wiockoms br ooty Mo = ldentify opportunities to
il shorten run times with
UPLC® technology

OJ]
i
5
]

J 11]1-;]1];;,11‘_]JJJ]1 [} 11];]],;
i
3
5
:

1 insatias New in Feature Release 2
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Restrict or “Train and Review’ THE SCIBNCE OF WHAT'S PossTBLES
Restrict Review
= Limit the analysts access = Review all projects for orphan raw data
— Tocreate projects — 100%, before approval of ‘final” results

— To hide data in other projects using copy
— To collect data in projects other than the official one

= Dedicated trusted personnel and procedures for

— Risk-base, by exception
— Periodic or spotcheck

project/method creation = Create a ‘right sized’ procedure to repeat a
= Allow samples to be run ONLY after system sample or sample set analysis
suitability is demonstrated — Document /oversight and pre approval
— System Readiness checks .
_ System Suitability Testing = Monitor methods and system performance
/robustness

= Create a comprehensive procedure to repeat a
sample or sample set analysis — Improve and update as needed

— Document /oversight and pre approval

©2018 Waters Corporation

|
FDA Draft Data Integrity Guidance: que" S

Rejection of Data & Repeat Data Processing
= Question 14: Is it acceptable to only save the final results from
reprocessed laboratory chromatography?

= No
— For most lab analyses, reprocessing data should not be regularly
needed.
o This is actually not true for Chromatography!!!

— If chromatography is reprocessed, written procedures must be
established and followed

- and each result retained for review

= FDA requires complete data in laboratory records, which
includes raw data, graphs, charts, and spectra from laboratory
instruments

Data Integrity and Compliance with CGMP Guidance for Industry
DRAFT Aprl 2016 U.S. FOOD & DRUG

ADMINISTRATION
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MHRA Draft GxP guidance waVaters

= Data may only be excluded where it can be demonstrated
through sound science that the data is anomalous or non
representative.

= In all cases, this justification should be documented and
considered during data review and reporting.

= All data (even if excluded) should be retained with the
original data set and be available for review in a format that
allows the validity of the decision to exclude the data to be
confirmed.

GxP Data Integrity Definitions and Guidance for Industry .' e
DRAFT July 2016 ' o 4

o' e
Prguateg Vescres and Mescal Devices

Existence of Multiple Results / Channel Wcl’rer > e

©2018 Waters Corporation

m Regulators are being trained that multiple results indicate that users are
trying to reintegrate into acceptance.
= However, this conclusion can only be confirmed by looking at the actual
integration for each iteration
— Good documentation of “why” you reprocessed is essential
— Getting it right first time, all the time, is unrealistic
o If it data looks too good, it probably is

= Review of audit trails and all result versions are advised
= What is the “right” integration?

— SOPs and training should define this for each method
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All the data..... Is it complete? “
o e Waters
Reprocessing into Specification THE SCIENCE OF WHAT'S POSSIBLES

Result
Set

©2018 Waters Corporation 62
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ich i on i aters
Which integration is most accurate? et o D
PaBasil Fdtlass
0.05- & 0.05- S
0.04 o 0.044 ;
> "] Good > **] Not Good
1 Integration Integration

0.02+

0.5 1.0 1.5 2.0 25
Minutes Minutes

Manual Processing Method

Manual integration isn’t always bad
Automated processing methods could easily be used
to manipulate integration

©2018 Waters Corporation 63



The history of integration is important

Waters

THE SCIENCE OF WHAT'S POSSIBLE.”

0.051 §
0.044 g
005 B
0.03 g
2 005 d
0.021
0.041
0.011
0.031
0.00] A <
0.021
05 10 15
Minutes
. 0011
Version 1
Fail Criteria 0 Mn:ngs 15 000 - -
. 05 10 15
Ve I’S I O n 2 Mnut:es
Fail Criteria Version 3
Pass Criteria
©2018 Waters Corporation 64
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How do | know what to review? Waters
THE SCIENCE OF WHAT'S POSSIBLE.”
0.05-| § 0.05; §
0.04-| ” 0.04;
0.03-| 0.03-
2 — 2
0.02-| 0.02-
0.01-| 0.01-
().0(r—~—ﬁ£ 0.00-
"ol "1 15 o5 "1 TR
_Nhutes Mputes
Version 1: Version 36:

Fail Criteria

‘ Fiter By: IOA Review Fesults

E

Pass Criteria

;Iﬂ Sample Sets | Injections |Channels| Methods |Result Sett Jﬂesults [ |'eaks | Fractions | Sign Offs |Cuwes |‘uf|ew

©2018 Waters Corporation

Processed | #of Results | Result Result
E SampleName |Vial |Injection | Sample Type ChannelDescr | Stored | 4 Sample Set ld (Result Set id "
1 [Pastdox |3 1| Standard 254nm | B % 1103 1388| 1406
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What IS the right integration? Wg:rers

g
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Particle Size Effect on Sensitivity and
. . . Waters
Resolution allows more robust peak integration e seence or wiars rossiates

HPLC = Peptide BEH C18 300A (3.5 ym)

6.0e-24
1.75e-2;
1.5e-2-
= )
<

5.0e-2
1.25e-2-
4.0e-24 1.0e-2-

| 7.5€-
3.0e-29 5.00-

E T T T T T T T T T T T T T T T T T T T T T T T T T T T 1 Time
2.0e-24 38.00 “Ui§ 50 39.00 3QVEUU MUUUMUVMUQM% mﬁo 44.00 44.50 45.00
1.0e-2 MUUU UUJ\/ M .

MMJU 120min

Time

AU

10000 ' 2000 ' 30000 ' 4000 ' 5000 ' 6000 ' 70000 ' 8000 ' 9000 ' 10000 ' 110.00

UPLC a2 Peptide BEH C18 300A (1.7 pm)

= .5e-24
5.0e-23 3.0e2]

" MUMM L DA AL T o e ™ g0

Time
""40lo0 1500 ' 20000 ' 2500 ' 3000 | 3500 ' 40000 ' 45000 ' 5000 ' 5500 ' 6000 ' 6500  70.00 ' 75000 ' 80.00

AU

©2018 Waters Corporation 67



L . o . Water
Avoid discussion on ‘right integration’ Cles

= Optimize method resolution to have baseline resolutlon UPLC
Save and review all versions of results based on risk |||

Training on correct use of Integration parameters
— Uses Apex Track to improve “first time right”
— Don’t specify “parameters” specify “outcome” : (Like PA‘T)’
— Include example of what integration should look like e.i).,aa picture
Allow Manual Integration where required... TR
— Be sure to have an SOP and review carefully before batch release
— Try not to force automatic integration only
“Automatic” processing hides complex and manipulative integration
methods

o No visibility to Reviewers

o Extremely time consuming

o May include Manual integration by “Method”

+ E.g. force peak......

68

Processing Results SOP Suggestions quers

©2018 Waters Corporation

= Same Processing parameters from top to bottom where
possible
= Make life simple: always process in Result Sets
— Keeps all results together with common identifier
— Can’t substitute or skip over individual results
— Enforces same processing parameters
— CAN include manual integration
o Adds manual result into Result Set for traceability
o Seeing both versions helps justification
= Don’t force “'right first time” integration rules (1 result per
channel)
= Policies:

— Hide “"amount” fields in Review while adapting integration
parameters

— Prevent Calibration/Quantitation in Review
— Prevent saving results from Review
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Lock Projects and Channels

Waters

THE SCIENCE OF WHAT'S POSSIBLE.”

eveeey
Password I

Reason IAppmva\

x Lack channels after Sign Off

¢ disabled.

Close |

Help |

The privilege to lock and unlock channels are separate so control of when

& Locked channel(s) found. Line(s) with lacked channel(s) will be

[5 Systern_Admin_2fAdministrator - Configuration Manager EI@
File Edit View Records Tools Help
Pl o g x| 5[ ‘ . N | | Fie By [FAT Seligs <] Edtven | [ Lo | |
=-£ Empower 3 Configuration A (3] Name Owner Create Date Locked Cnmmema‘ Ul Auckt Trail | Augit Delition Changes:
=& Projects 1 | Aapirin &1 2016 | System_Admin_1 |14/pr/2006 12:20.05 PM CEST +02:00 | ull Lack for @1 2 Unrestricte:d
- 0 2 | Aspirin G2 2016 | System_Admin_2 |02Febi2017 1224.20 PM CET+01:00 | 'ead Only Lock for Q1 |7 Uniresstricted
'A’p"f”mz"lﬁ 3 [ Aspirin @3 2016 |System_teimin_2 [02Feh/2017 12:25:11 PM CET +01:00 | rocessOnly Lock 1o Q1 ¥ [Unrestricted
-Asp\rm Q22016 mn YT - -
e stem_Admin_2 | 02Feh/2017 12:25:45 PM CET +01:00 | JoLack for Q1 W Unrestrictesd
Sign Off Results.
A7 - s = s =
| There 15 1 result evailable for sign off
Sign Of 1
User Iarclytl! F
Review ﬂ
Password I
Reason: I j ‘
Sign Off [ \
i A Proi -
: roject Window
i I\_\ The result !
|’—Sign o2 LB
User Iarclym

oK

results are reprocessed can be controlled.

©2018 Waters Corporation

All the data.....
Orphan Data

2nd Repeat
Sample Set
==

1

Is it complete?

70
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Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

Only this
e data Is
Result Set \ Reported
— Result Set [ BREESTIRN | Data is not
saved,
reviewed,
invalidated or
reported
Sarlr?pi)tlzllset - Result Set —

= Technical controls (project access and project creation) are important, other
technical controls may not exist

©2018 Waters Corporation
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Signs for DI concerns about orphan data? Waters )

THE SCIENCE OF WHAT'S POSSIBLE.”

Or normal expected behavior

®
i
®
A
QO
-
Q
Q
-
@)
&)
c

Raw data not
processed

Results missing Raw
data

Metadata with missing
data

Results not signed as
reviewed

Runs /sequences often
manually aborted

©2018 Waters Corporation

Agenda - |l

What is Audit Trails

Suspect Data

Review of Audit Trails

Make good use of
— View as
— View Filters

— Results Audit Viewer

— Empower Analytics

Passes spec but very
close

Strange peak codes or
unusual integration

Processed many times
Manually integrated

Very complex
integration parameters

Sequences not using a
single set of
integration parameters

Audit Trail Review Suggestions

Examples of Audit Trails — User’s Question

©2018 Waters Corporation

Audit Trails

Moved data
Copied data
Deleted data
Renamed data

Metadata edited many
times

Results created but no
longer available

Waters

72

THE SCIENMCE OF WHAT'S POSSIBLE.”
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Wh at iS “a u d it trai I” THE SCIENCE OF WHAT'S POSSIBLE.”

= Audit trail means a secure, computer-generated, time-stamped
electronic record that allows for reconstruction of the course of events
relating to the creation, modification, or deletion of an electronic record.

= An audit trail is a chronology of the “who, what, when, and why” of a
record.

= For example, the audit trail for a HPLC run could include the user name,
date/time of the run, the integration parameters used, and details of a
reprocessing, if any, including change justification for the reprocessing.

FDA Draft Guidance: Data Integrity and Compliance with CGMP
(Apr 2016)
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Regulatory Guidance is Changing Rapidly Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

(p1C/S
KP)‘-G CFDA China Food and Drug Administration

Pharmaceutical Inspection
Co-Operation Scheme

PI-041-1 (DRAFT 2), August 2016

DRAFT Guidance, 2016

U.S- Foo D & DRUG Med/czr:es ?;:a;;;;t;;;;ts
ADMINISTRATION Regulatory Agency (UK)
Website Q and A 2015, GMP Data Integrity, March 2015
DRAFT Guidance April 2016 ‘GXP’ Data Integrity, March 2018
V/? ) }, World Health
6 EUROPEAN MEDICINES AGENCY Orgamzatlon
SCIENCE MEDICINES HEALTH
. Released June 2016,
Q and A: August 2016 PIDA a5 wHO_TRS 996 Annex 5
@ /’ OECD Points to Consider Series: e '
Conduct: March 2016 GAMP: RDI Guide
For GLP, April 2016 Fundamentals: Sept 2016 Published

Data Integrity: In Progress April 41 2017
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Legacy Systems “just happen”...

20SSIBLE.

A)
/
(PIC S FDA — MHRA
G EUROPEAN MEDICINES AGENCY § — CFDA —
S PIC/S — TGA
Annex 11 Revision: 2011 § _ \wHO

Reviewing audit trails

ﬂ U.S. FOOD & DRUG Physical security

ADMINISTRATION Backup

21 CFR Part 11: 1997
Computer-generated audit trails
Electronic Signatures
Password expiry

‘2015
’ 2\3$/=='Wi“ﬁtd ows10
£7Windows 7 V
Microsoft

Wy Vi -
. Windows**
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Regulatory Citations quer > e

Examples of Non-Compliant (Legacy) Systems

= Because this instrument lacks back-up and audit trail capabilities, we
could not determine how frequently test data obtained prior to “official”
batch testing was discarded. US WL 320-18-37 February 2018

= No restricted access to the microbial identification instrument. Further,
you lacked restricted access to the external hard drive used for backup of
this instrument. All users could delete or modify files.
US WL 320-17-29 March 2017

= You do not maintain electronic data on your ultraviolet-visible
spectrophotometer UV SP-502 which you use for content uniformity and
identity testing of (b)(4) capsules, and it does not have an audit trail.
US WL 320-17-15 January 2017

= Your analyst was unable to retrieve requested data, and explained that
he deletes older data to make space for newly acquired data.
US WL 320-17-39 June 2017

©2018 Waters Corporation 7
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Review of Audit Trails Wcl’rer S

The review of data-related audit trails should be part of the routine data

review within the approval process.
= Bdata-related audit trailslEEHEBEZFATEEEEN—E D

The regulated user should establish a SOP that describes in detail how
to review audit trails.
S EEMEBENEZZEIISOP - sFAEiN{Ireview audit trails

The company’s Quality Unit (QU) should also review a sample of the
audit trails records during the routine self-inspection.
~NEINmBEN ( QU ) tEEMITHABIEZFreview audit trails records

©2018 Waters Corporation 78
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H
Review of Audit Trails __Waters

ADMINISTRATION

U.S. FOOD & DRUG

FDA recommends that audit trails that capture changes to critical data be
reviewed with each record and before final approval of the record. Audit
trails subject to regular review should include, but are not limited to, the
following: the change history of finished product test results, changes to
sample run sequences, changes to sample identification, and changes to
critical process parameters.

FDAR S : #NBERBEHEE tMNEEaudit trailsit Sk HFEWME L, LA RKHIE

RBZHIEREL, LRTEHERMaudit trailsEEEIEERERLUTAS : BB

RELEEHRMEE, KMETIEFMEL, KMl LR FERARESHNEL,

Personnel responsible for record review under CGMP should review the
audit trails that capture changes to critical data associated with the record
BECGMPiEH BT A BEE Faudit trails, B & FE &iF F IR 50 &%
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What IS Data ReVIGW? THE SCIENCE UE\IHES IESSIBLE.”
|

Definition:

Data review is an activity through which the correctness conditions of the data

are verified. It also includes the specification of the type of the error or @ OECD

condition not met, and the qualification of the data and its division into the ”

“error-free” and "erroneous” data.

Data review consists of both error detection and data analysis, and can be
carried out in manual or automated mode.

http://stats.oecd.org/glossary/detail.asp?1D=3400

Data review (including second person review as required by
regulation) should determine whether predefined specifications, e |SPE)
targets, limits, or criteria have been met. The review should be

based on a thorough process understanding (and where
applicable system understanding) and impact on product Guide,
quality and/or decision making, and outcomes and conclusion
documented.

o8
\J
0"
®
-"'
ISPE, the Developers of GAMP®

ISPE GAMP Records and Data Integrity

Section 4.4.1, Data Review

©2018 Waters Corporation 80
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Data ReVi eW C rite ri a THE SCIENMCE OF WHAT'S POSSIBLE.”

= Each company/group need to define what criteria are needed to define
the difference between a ‘good’ and a potentially ‘bad’ result...

— Checks may include (but not be limited to)...

o

@)

O

Were all samples from the same sequence or series?

Was the all injections processed and reported (no missing results)?
Has the sample been tested multiple times and/or in multiple sequences?
Was the correct method used for acquisition and processing?
Has the result been modified manually?

Has the sample information been altered since it was acquired?
Is this the latest result?

Has the data been processed more than once or more than a
specific number of times?

Has the data been signed off (if you are the reviewer)?
Is the sample locked from further processing?
Are any required peaks missing?

Does the result ‘just pass’ its specification limits?
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The Data Review Challenge Wcl’rer S

= With traditional review
techniques, you cannot optimise

all three key factors Time

— Depth defines how many different
criteria are examined for each
sample

— Breadth defines how many of the
samples are examined

— Time defines how much time is
spent reviewing an individual
sample

Depth Breadth

— BUT...this is not a completely
unrestricted system

©2018 Waters Corporation
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. . Water
Constraints on The Review Process Cle S

= Breadth of review is often defined by regulation
— You usually must review every sample

— Review is sample specific, so ‘skipping’ some samples provides no evidence of
their quality or data integrity

= Review is a time-limited process

— You must complete review for samples within a reasonable
timeframe (defined by your company)

L 4

©2018 Waters Corporation
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The Review Time Challenge wNaters

= An Example

— If you need to review and release 100 samples per day, and after
acquisition/processing you have 4 hours available...

o You have 2.4 minutes available (on average) per sample if 1 person reviews
all of the data

o If a second person needs to check the initial review, you have significantly
less time available per sample...assuming 1 minute for the secondary review,
then you only have (at best)

1.4 minutes to review each sample

Is this enough time?

Will quality and compliance issues be found?

Can the last sample be reviewed with the
same ‘freshness’ as the first sample?

©2018 Waters Corporation

Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

Make good use of
View As, View Filters, Result Audit Viewer, and
Empower Analytics
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Empower Audit Trail Summary Waters

THE SCIENCE OF WHAT'S POSSIBLE.”

System Project Methods Result Signed off
Level level Sets Reports
(o )
Sample Set
System Audit Summary level eHistor | | | Summary of
Trail audit trail - -Comp:re Chromatograms Results
«Sample
History
Archived [r—— . .
L system Audit Instrument a Cezl:lbratlon || CEreated by
Trail -Audit trail urves mpower
| =Compare
=Acquisition
Log
Individual | | Verify against
- results e-data
Processing
«Audit trail
== «Compare
What was
— Manual results — approved
Display links in
Review and || All calculated
R . peak values
Result Audit Viewer
©2018 Waters Corporation 86

“View As” Function Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

= |t works from all tables... including view as Audit Records

mﬁ Sets hniections |Channe|5| Methods |Resu|t SetSlResuIts

Sample Set Mame Sample Set Start Date Syatem Mame

1

2 [ Unicue e Mew Method * [soz00 [actio0
Review
Preview|Publisher m Auddit Trails

|E] Action

Process...
Brint... 1 | Altered Sample Set Sample Set: Unigue Mame  Sample Set Method: 5T sequence with Bls
Export. . 2 | Altered Sample Set Sample Set: Unigue Mame  Sample Set Method: 5T sequence with Bls
Alter Sample 3 | Attered Sample Set Sample Set: Unigue Name  Sample Set Method: S5T sequence with Bls
Create Process Only Sample Sst 4 | Attered Sample Set Sample Set: Unique Mame  Sample Set Methad: SST sequence with Ble
Run Samples 3 |Run Sample St Sample Set: Unigue Mame  Sample Set Method: S5T sequence with Bls

Copy To Project...

Lock Channel
Unlock Channel
Injections
Delete Row(s) Cimels
Results
Copy Result Sets
Paste Fractions

Instrument Methods
Hide Colurin

Show All Calumns Audit Records
——

= When you want to go back to the previous view simply select

— View as previous E

— View as next
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How to “View As” in Empower? Waters

THE SCIENCE OF WHAT'S POSSIBLE.”

= Concerns
— Difficult to FIND all audit records in Empower
— Complicated SOP to follow
o Even for experienced Empower users
o Difficult for non/ new/ infrequent users like QA
— No Approval of data without a report

" To see the relation between all data in an Empower project, the
view as functionality is powerful
— Sample set.. View As... Methods ...then view method history
— Result Set.. View as ...Audit Records
— Sample Set...View as.. Results
— Result.. View As...Sample Set ...then view sample history

©2018 Waters Corporation 88

“View Filter” Function Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

(51 CF Test as System/Administrator - Project
File Edit View Tools Database Help

%|%|@| | \ﬂ|i“|@| %| || FiltelBP:lDeraUlt j‘—LEditViw upd_atel

4]» | sample Sets | Injections |Channels| Wethods |Result Sets | Resuts Peakcs | Fractions | Sign Offs | Cuves | view Fiters I Fields| Audit Trails
) - Processed . Date Processing | Result
SampleName | Vial |Injection | Sample Type Channel Descr Date Acquired Process Method W
1 |BK 1:F8 1| Standard ACQUIMY TUV Cha 280nm 4712015 6:37.02 PM CST | 62372017 12 P CST [ All Inhibit 15989
(] Untitled in CF Test as System/Administrator - View Filter Editor [ e |

File Edit Wiew Options Help

Type:

. . . Processed . Date Proces=sing Re=sul # of Results Re=sul
SampleMame |Wial |Injection Sample Type e (e Date Acguired T =] Method d tored -

) SN ! ) () 9] (Descend) ) () ) 0

=
Fizld MNames
Ao Additions B aszeline Moize
Awerage Detector Dirift B ath

Average Detectar Moize Elank

& Average Peak to Peak Moise Calibration |d
A djusted Total Area Barcode £ BCD Charnnel
A tered E azeline Crrift Channel Dezcription

« o 5
NOM[

89

For Help, press F1
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THE SCIENCE OF WHAT'S POSSIBLE.”

“View Filter” Function

= Check the information of the fields — “Result” table as an example :

— T# of Result Stored; © "Result # .

— T Result ID; * " Instrument Method ID |

"Result Source |

" Sample Set ID; - " Calibration Curve ID .,

— " Comments, ' " Sample Set Comments
— T Altery - " Manuals - " Faulty - " Number of Sign Offs |

— " Acquired By, - " Processed By, - " System Name .,

= Set View Filter conditions

@ Untitled in CF Test as System/Administrator - View Filter Editor
File Edit View Options Help

Type: IHesuIts 'I O ﬁl@l@l c% ||ﬁ'| ;«:l@l‘

" Processing Method ID |

" Result Comments |

SampleMame |\Vial |Injection Sample Type e Date Frestea Condition
IE} £ : pe 1yp Channel Descr. “Where: SampleMame
0] 0} () () 0
1| =
H Create a Condition IEquaIs - I"STD ANDI
Group By... N
Mot Equals = I—I
Add Row Greater Than L4 Dk Cancel Help
Greater Than Equal &
Insert Row
Delete Row(s)
©2018 Waters Corporation Cut 90
|

View Filter | Check for deletion actions within

Project Audit Trail

= Check Project Audit Trail for any Deletion

Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

File  Edit

Wiew Options  Help

@ Untitled in ABC2345_Assay a5 Systerr_Admin_2fAdrministrator - Yiew Filter Editor

Tpe: [t Trails A

DS & [Ea[@] 3e=¥] 2elaiz0 ] or ]

— In project Audit Trail view, create filter, I

Action Details [Change Date: (Liser |Misc
() () | (Descend) | ()| ()

o

1| Deleted Custom Field

including all the deletion actions.

Deleted Method

Deleted Channel

| Deleted Injection

Deleted Calibration

Deleted Resut

1

2

3

4

3}| Deleted Sample Set
li

7

G| Delsted Resul Sat
9

Deleted Report Group

— Update the view to show the actions involving

deletion

ﬂﬂﬁam | Sets | Injections {Channels) Methods [Result Sets |Results |Peaks | Fractions | Sign Offs | Curves | View Filters |Custom Fields

3 IDeIeted Methiod Method: PaulF_Screening  Type: Sample et Version: 2 Reason: for deletion after incorrect creation

IE] Action Details Ch
1 | Deleted hethod Method: 3 samples bracketted  Type: Sample Set ersion: 1 Reazon: for deletion atter incarrect crestion 120207 24
2 \Deleted hethod Method: PaulF Type: Sample et Yersion: 3 Reason: for deletion after incorrect crestion 120un2M 7 4

120unf2017 21

©2018 Waters Corporation

91



View Filter | Check for deletion actions within o

System Audit Trail waVaters

u TO CheCk fOI" deleted Informatlon at SyStem Ievel G Deleted Tnformation in System_ Admin_2fAdministrator - View Filter Editor ED
. . . . File Edit Wiew Dptions Help
— In Audit Trails view, create filter e E AR
including all the deletion actions and changes || *= [l
HPH 1 [Deleted Project
to system policies e
3 | Deleted Lser
4 | Deleded Modk:
3 |Deleted User Type
6 | Aered System Policy
Field Names
H H chion
— Update the view to show those actions
For Help, press F1 MUK
& Systern_Adrmin_2Bdministratar - Configuration Manager |
File Edit View Records Tools Help
J J J ‘ Filter By: |1 Delisted Information j Edit iew Update | MaxRows |1000
B f} Empower 3 Configuration Action Details
- .P“JJEC" 1 Alered System Policy Pergist ID columns in Project - False --= Trug
&) Nodes 2 [ Deleted Project Praject, AZD1234 PC_Assay
g f}’:tef'" 3 |Deleted Project Froject: AZD123¢_PC_Assay3
& fraries 4 | Atered System Palicy Persist ID columnz in Praject - True --= False
=5 eCord
eleted Proje roject: _AD
- Users 5 | Deleted Project Project: AZD1234_AD_ASSAY
g User Groups B | Deleted Project Project: Master
-9 User Types 7 | Deleted Project Project: AZD1234
-2 Plate Types 8 |Deleted Project Project: Assay
aﬁ System Audit Trail 9 | Deleted Project Project; 4201 23408201234 _Assay
©2018 Waters Corporation 92

View Filter | System Audit Trail - FAT Settings o

. Water
Of P rOJ eCtS THE SCIEMCE ﬂgHEE IEESIBLE."

System Policies
= Click Edit View on the Project View, and add

the foIIOWing 8 columns to the view User Account  New Project | System Audit Trail ] Data Processing ] Other ] Result Sign Off [

Full Audit Trail Policies

Audit Deletion Changes o
Ludit Delgtion Confirm [dentity _De{a"'h Full Audi Trail Settings
Audit Methad Changes (GXP/ER/ES) W Full Audt Trail Support
-":"'Ud!t Method Confirm [dentity 14| Project Object Comment Confirm Identity
Audit Result Changes — pr— T— B
Audit Result Canfirrn |dentity Jethe nrestncts
Audit Sample Ehanges 2 | Result Unrestricted N
At 5 ample Confim [dentity 3 | Sample Unrestricted r
4 | Deletion Unrestricted v
= Save the View Filter and Apply
= Now for each of the projects the FAT settings are shown
Mame Cwvner Lacked Commenrits At Deletion . MWethod ) Result ) Sample p
Trail Changes BEimn Changes Uit Changes Boriimn Changes S
9 Ity ¢ Idertity 9 idertty ¢ ety
Defaults_FAT System | Mo Lock Default project W | |Unrestrictes W |Unrestrictes ™ |unrestricted [~ |Silert [
Installation Testing | System | Mo Lock far checking the intial settings | W ||Unrestricted W |Unrestrictes ™ |Unrestricted [~ |Silert [
Manual Integration | System | Mo Lock for manusl integration of pesks | W | [Unrestricted ¥ |Sient [T |Sikent [" |Sient [~
Master 1 System | Mo Lock fiat legacy fiekds ¥ | |unrestricted V¥ |Silent [~ |Sient [~ |Silert [
Master 2 Syatem |Mo Lock fir legacy fields W | |Unrestricted W |Silent [~ |Sient [~ |Siert [
Master 3 System |Mo Lock fiat legacy fiekds W | |Unrestricted V¥ | Silent [ |Siert [ |Siert [
Master 4 System |Mo Lock fir legacy fiekds W ||Unrestricted W ISt [~ |Sient [~ |Silert [
Master RnD Syatem |Mo Lock for R&D work ¥ ||sient ¥ |Silent [~ |Sient [" |Siert [
Res_Product 1 1631 | System |Read Only Lock | for compound ¥ Z V| |Unrestricted W |Unrestrictes ™ |Unrestricted [~ |Unrestricted [
©2018 Waters Corporation g5
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US Warning Letter WL:320-14-03 Wcl’rer S

Your firm failed to have adequate procedures for the use of computerized systems in the quality control (QC)

labaratory. Qur inspection team found that current computer users in the laboratory were able to delete data fro
= Shared Log in accounts | analyses. Nofably, we also found that the{audit tril function for the gas chromatograph (GC) and the X-Ray |
] Diffraction (XRD) systems was disabled\ai the time of the inspection. Therefore, your firm lacks records for the
acquisition, or modification, of laboratory data.

= Switching off audit trails

= Users can delete data
= Making balance printouts retrospectively after chromatographic runs were made
= No backups

= No verification of access controls

= No Validation

= They were advised to get a data integrity consultant to help them determine the
extent of the data issue both currently as well as historically, including
interviewing ex employees.

No Audit
Trail

Sharing
accounts

©2018 Waters Corporation 94

Result Audit Viewer Tool Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

ED Inform2012_Tutonal2_Process as Employee_00783/8dministrator - OuickStart - [Review D
File Edit View 'qus_fio‘c_e{s” N 5| Analgesics in Inform2012_Tutorial2_Process as Employee_10789/Administrator - Result Audit Viewsr El
Preview Syved Resulty  File  View Help

Alter Ssmple @l ’ﬂl‘l Mlﬁl“ﬁ‘lﬁ |

Result Audit Viewer

el SEERNEAI)
. m - e Results
zontm! f’launae;e I i e e
g e Show E sl Sample Mame Manual | Result Comments | Faults ST o=t (e
8- In Ied i Faults # Superseded
#-@ In |j
Browse Project g In — -
B I L2 ME0 | AG Standard 3 r r r 10 r Injection Volume = 2,00 Acetaminaphen Yalue = 31 250000
B¢ In A5 Standard 4 r r H r
VICW YAt [:_ g :’g :: - r 10 - Injction alume = 2.00 Acetaminophen Yalue = 37 500000 |
T 3
- In
@9 AGSt ffter This Date: | 1f 9/2000 v| | Update |
View Method 2-§ AGSt _
Method Set ; fﬁ Isr: Result History |Result Differences | Processing Method | Sample Set Method | Instrument Method | Method Set
Instrument @ In Reason User Date Action Type Source
-EL_O. B e AG S¢ uto Additions :  Injection Id : 1087 Instrument Method Id ; 1063 [is, System | 72502011 2:21:45 PM CEST | M/A Acquistion Log
s System | 72202011 2:28:35 PM /o, Sample Set Method Properties
- System | 72202011 1:50:32 PM ({1 Instrument Method Properties
L]
o n e Sto p So I Ut I o n = Rune BATR2011 T:5T:13 &M U1 Processing Method Properies
Rune BAG2011 11:08:39 &AM U1 Method Set Properties
° P roj ect Au d It Tral IS Rune BA G201 11:07:47 AM i, Processing Method Properties
Fune EAE2011 10:08:34 AM /o Processing Method Properties
+ Method Histo ry an d Differences Rune | 615201 10:01:33 &M WA, Instrument: Method Propertics
) System | BA5S2011 3:15:36 PM U1 Processing Method Properies
+ Sample History
+ Sample Set History
* Acquisition Log
* Injection Log New in Empower 3 FR 2
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What is Empower Analytics? Wcl’rer SLE,

= Included in Empower base licence

P File Edit View Records
= Privileges can be set to control who 8% o o [
. @l | | D»:l o Filter By:
can access / run Analytics scan = —
- UserTypeanaystproperies 1€ s T | ochtsrr s
Management | Methodsl Data Acquistion I 5 Systems 2 | AVT_Limits B
Privieges B4 Libraries 3 | AVT_Qual_Project A
[Create ser Groups N = eCord 4 | AVT_SuitUnk =
[1Delete User Groups | i € Users 5 - ,
[JAlow Shallow Copies of FAT Projects || €5 User G AVT_SysSut s
(v View Quartitation Peak Fields in Review 2 6 | ClA_Default =
[w] Allow Calibration & Quartitation in Review &7 User Types 7 | customized oG =
[ Alter Customized Time Zone List @ Plate Types = .
[JRun Empower SQT ~.af System Audit Trail 8 | Custom_Fields 5
DVE“dEtiOI"I Administrater -~ |\ Offline S em Audit Trail g .
) Alter Project Type L] yst Defaults =
[]Save Named Table Preferences 10 | Defaults_FAT =
[]1Delete Named Table Preferences

1 :
[ Delete eCord Columns — Demo =
o8 | & _ 12 | Dissolution_Default =
ahtics Reports = - )
User Specific Analytics Reports 13 | Empower-Archive =
[]Run Anahtics Scan 14 | GC_Defautt 5
15 | GPCVLS Default 5
16 | GPCV_Default 5

<]

©2018 Waters Corporation 96

[[>

Date Range - ( \

Start Date : |-— [15 Chromatographic Systems r G

End Date : |3_ 8

Raw Data 1

Apply / Reload Report :

Offli 0
4 System Summary & e

Analytics DashBoard

DA
Message Center Overview —
Errors by Systems _ Client 1

Citrix o

Errors by Users
Errors by Application

4 System Usage Lace o

Total Number of Injections by System

Total Number of Injections by System by Month

Total Number of Sample Sets by System

Total Mumber of Sample Sets by System by Month

Total Runtime by System by Month

 User Status  Project Information

Enabled 5 Q Normal EE]

Disabled 1

Provide the Top Systems by Run Time

S

Project Usage
Total Number of Injections by Project
Total Number of Results by Project
Total Number of Results by Project by Month
Total Number of Sample Sets by Project
Total Number of Sample Sets by Project by Month

Full Locked 0

&
— & - -
Q

4 User Analysis
Total Number of Injections by User
Total Mumber of Results by User

Total Mumber of Results by User by Month :
& v Default Ul QuickStart 0 II Validation Template 1
Total Number of Sample Sets by User '
Total Number of Sample Sets by User by Month
4 Methods Analysis & Default Ul Walk-Up 0

Manual Integration Analysis

Default Ul Pro 1 Read Only 0

_ol8s] 2=

Validation Working 1

Total 35

Top 5 HPLC to UPLC Potential

Admins 3

Repracessing Analysis
Top 5 Projects with UPLC Potential Groups 4

Last Updated : Monday, March 26, 2018 - 12:12:52 PM
©2018 Waters Corporation 97
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What's interesting for Data Integrity? Wc:l:rer S
= How many full administrators? = Are there any suspicious projects?
a®» Praject Mame Injections
h Admins | 3 T Eom—r
W-ﬂ\
WASH 3353
= US Warning Letter WL:320-17-25 1
“Your response states that your SOP for = US Warning Letter WL:320-15-06:
electronic data management specifies that “tound a data folder entitied “WASH”... One
only information technology staff will have full of your laboratory analysts stated that this
administrator rights. However, you did not folder does not contain any standard or
specify which information technology sample injection results. However, our
personne| will have these administrator investigator found that this folder contained
rights. In addition, this SOP became effective a total of 3,353 injection results, some of
on May 9, 2016, prior to the FDA inspection. which appeared to be samples.”
However, your quality control management
still had full administrative rights to all
computerized systems during our inspection
from May 30 to June 1, 2016.”

98
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Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

©2018 Waters Corporation

Audit Trail Suggestions
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. . Waters
RISk-BaSGd ApprOaCh tO ReVIGW THE SCIEMCE OF WHAT'S POSSIBLE.”
= Review all data equally = Risk-based review
— Takes a lot of time — Determine what are best indicators for
— Still not enough to detect DI issues records at risk

o Re-processing
o Altered sample
o Results just within specification

— Create view filters to find those records

o Focus time and effort on reviewing
previous integrations, result audit trail,
sample prep data etc.

= More likely to detect DI issues

©2018 Waters Corporation 100

Data Review SOP Suggestions chrer > e

= Should be performed on ELECTRONIC data in the application at least at
Peer Review level

— Not relying on paper /pdf or Empower reports entirely

= Define a Process
— Start at either the end result and work backwards to acquisition
— Or start at acquisition and work towards the result

= ook at final results (summaries, averages, CofA)

— Work back through the data from final quantitation, to areas and integration
to SampleSet meta data to audit trails

— Specifically focus on suspect data
o Define a list of warning signs..
* Manual integration / multiple results / metadata changes
* Results that only just meet specification

©2018 Waters Corporation 101



How to document Data Review Waters
|nCIUd|ng AUdlt TralIS THE SCIEMCE OF WHAT'S POSSIBLE.”

= Review chromatograms, methods and relevant Audit Trails
electronically in the computerised system

= Document that process by SIGNATURE
— Sign a report to document that you have followed the review SOP

I sign this data to attest that | performed/ reviewed / approved this
data according to SOP 12345

SOP should document what to review and how it should be done by
your role

= Similar to other laboratory tasks where there is no proof of the
activity (such as making mobile phases or sample preparation)
other than a user attesting to their completion of the task

©2018 Waters Corporation 102

Review by Exception — Using Reports to Make Waters
Review and Decision Making Simpler THE SCIENCE OF WHAT'S PASSIBLE!

= Summary reports to point to areas of highest risk

Sequence Summal
hinual | Atered | Fadts q ry
ffoan ThickmansSgtetaan) Project Mame: My FAT Project
Analy Sample S Analysis Date : 07/09.2001 7:03:00 PM
Mo Yes Yes
Column Serial Number : 234/ABC_DE
Mo Yes Yes
Hao Ves Ves PDverall Sample Summary le - For Review
Injection N
sample | o ) Processin, a # of Resuts .
“ial | L Nl:l \I"EE \l"EE \nb(l‘lir)ne ieight Dilution | Marwal | Atered | Fauts | Processing Method | 000 0 | Result 1d | Result # tored Calbration 14
1|6 A 10.00 1.00000 [ 1.00000 | No Wes Yes Product ¥ processing a5 3004 T 74 ity
Mo Yes ez |H
b [ 0.0 1.02540 1.00000 | Mo Wes Yes pritt o) 2022 T2 T2 pritivy
HENE 10.00 | 1.00250 [ 1.00000 | No Yes | Yes 2056 3023 73 73 2007
Mo Yes Yes !
4o [u 10.00 | 099850 [ 1.00000 | No Yes |Yes | Preduct Xprocessing 2056 3024 73 73 2007
& |10 | Ul 10.00 1.ME650 [ 1.00000 | No Wes Yes Product ¥ processing a5 3026 T3 T3 ity
6|1 C Nl:l \II-ES \II-ES 0.0 1.02140  1.00000 | M.
| | | o Wes Yes Product Xprocessing pritt o) 2016 T2 T2 pritivy
7 |1z [s 10.00 | 1.00000 | 1.00000 | Mo Yes |Yes | Preduct ¥processing 2086 3005 74 74 2007
Mo Yes Yes :
ERE 10.00 | 1.00000 [ 1.00000 | No e Ves 2056 3006 74 74 2007
a |14 | 10.00 1.02540 ( 1.00000 | No Wi Mo a5 3026 Tz T ity
10 |15 [ Ui Nl:l \II-ES Nl:l 100 100250 (100000 | Mo Wes Yes Broduct ¥ processing it b o) 3027 KAl Al |y
e | T - { 30 TO DU =il | L 00000 | No | Yes | Yes | Freduct Xprocessing 2086 3028 71 71 2007
1z [17 [uod [t Unkinown [ IO DO T —eiatis | | 0000 | IS stz | Froduct Xprocessing 2056 3029 2] 2] 2007
13 (18 [co1 | Control Conitrd 1 2000 1000 | 102140 [100000 |Ho | ¥es | ¥es | Froduct ¥processing 205 3017 1 7 287
14118 | 50 =t Standard 1 3000 10.00 1.00000  1.00000 | No Wes M Product ¥ processing it b o) 3007 T4 74 |y
15 (20 [so1 |8 Standard 1 3000 10.00 | 1.00000 | 1.00000 | Mo Yes |Yes | Preduct ¥processing 2086 3008 71 71 2007
16 (21 [uot w1t Unknown 1 3000 10.00 | 1.02540 [ 1.00000 | No Yes |Mo | Preduct Xprocessing 2056 3030 70 70 2007
17 (22 Juoe [miz Unknown 1 3000 10.00 | 1.00250 | 1.00000 | Mo Yes |Mo | Product Xprocessing 205 3031 70 70 007
18 |23 | UG Wiz Unknomn 1 3000 10.00 [ 093850 | 1.00000 [ Mo Wes H Product ¥ processing a5 3037 o To ity
Current Date 05042003 Paoe 1 of 66
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Can Review Be Automated? Waters

THE SCIEMCE OF WHAT'S POSSIBLE.”
o'o ®
.c '.’ %e
.0.10.0.

. .. Requlating Medicines and Medical Device:

— Routine data review should include a documented audit trail review

— Could be through an exception report.. abnormal data which requires further
attention or investigation

A)

(/PIGIS

— Where data summaries are used for internal or external reporting, evidence
should be available to demonstrate that such summaries have been verified in
accordance with raw data.

— Exception report: A validated search tool that identifies and documents
predetermined ‘abnormal’ data or actions, which requires further attention or
investigation by the data reviewer.

V@v World Health
y Organization
— “Systems may be designed to facilitate audit trail review by various means; for

example, the system design may permit audit trails to be reviewed as a list of
relevant data or by a validated exception reporting process”

©2018 Waters Corporation 104
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. | Water
Enhancing the Review Process AL

= By using all the previous information stored in the Empower database, we
can streamline review considerably

| Processing \ . # of Results
ﬂ SampleMame Sample Set Id §instrument Method Id Method Id tered § Faults @Manual § Processing Locked Stored
1| Po Std. 2.5% w0 ¥

2| Postd 5.0x ol W

3 | Po Std 10x w0 ¥

4| PaUnk. 1 wol ¥

5| Pounk 2 1010 W

8 | PO Unk 3 1010

7| Pounk 4 () ) Y 1010 ) AV
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. . Water
Enhancing the Review Process Cl,e S

= What is Still Missing?
— An exception summary table still requires manual interpretation but is faster
and less error prone than fully manual review
o Could still miss some values in large sample runs
o Still requires reference to SOP’s and method parameters
— Does not answer the following questions

o Was all injections processed and reported
(no missing results)?

o Has the sample been tested multiple times and/or
in multiple sequences?

o Does the result fail, or ‘just pass’, its product
specification limits?

©2018 Waters Corporation

Further Automating the Review Process Wcl’rer S

= Custom fields can be used to calculate and determine almost all
requirements for data review

— Using boolean (or enumerated) calculations to determine good from bad, or
one of a range of possibilities

o Make it simpler to interpret for the user
— Use intersample calculations to determine the consistency of a set of data
o Remove the need to scan large number of entries

— Use the ‘CConst’ fields in the processing method to define compound specific
values that should not be changed

o Prevent the analyst changing sensitive " \\'
values and remove the need for data entry w \ .
) |

L K

o Update values in the method if the product ' \ -
w

specification changes K/

©2018 Waters Corporation 107

— Database ID’s are critical to identify versions
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How Can We Automate... Waters

THE SCIENCE OF WHAT'S POSSIBLE.”

= Were all samples from the same sequence or series?

— Empower identifies everything run together using a ‘SampleSet ID’ that is
maintained in the database

— If the Sample Set ID for the result is the same for every sample being
processed, then the sequence is the same/consistent.

Result Boolean EQ(AVE(Sample Set ID),Sample Set ID)

INCONSISTENT!

13| SampleName Re;ult Sample Set Id | Sample_Seguence_Consistent 13| SampleName Re;ult Sample Set Id | Sample_Seguence_Consistent
1| PQ Std. 2.5x 1180 1002 | OK 1| PQ Std. 2.5x 1180 1002 |INCONSISTENT
2 | PQ Std 5.0x 1181 1002 | OK 2 | PQ Std 5.0x 1181 1002 | INCONSISTENT
3 | PQ Std 10x 1182 1002 | OK 3 | PQ Std 10x 1182 1031 |INCONSISTENT
4 [PQUnk. 1 1183 1002 [ OK 4 [ PQUnk. 1 1183 1002 [ INCONSISTENT

_II'I:I
. Water
How Can We Review... arers

THE SCIENMCE OF WHAT'S POSSIBLE.”

= Was the correct method used for acquisition and processing?

— Store the required method ID to be used in a CConst field in the processing
method (cannot work for the Processing Method itself!)

Peak Boolean NEQ(Instrument Method Id,CConst3)
Result Boolean EQ(SUM(Instrument_Method_Invalid),0)
INCORRECT!
E SampleName RET:”“ Instrument Method Id Instrument_Method_\alid E SampleMame Re;urt Instrument Method id Instrument_Method_Valid

1 |PQ5td 2.5x 1247 1004 | OK 1 | PQ5td. 2.5x 1247 1004 | OK

2 | PQuUnk 1 1250 1004 | OK 2 |PaUnk 1 1250 1031 | Incorrect Instrument Method Used

3 |PQUnk. 3 1252 1004 | OK 3 |PQUnk 3 1252 1004 [ OK

4 | PQUnk 4 1253 1004 | OK 4 |PQUnk 4 1253 1004 | 0K
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How Can We Review...
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|

Waters

THE SCIENCE OF WHAT'S POSSIBLE.”

= Does the result ‘just pass’ the product specification?
— Store the specification values in CConst 4, 5, 6 and 7

Peak Enumerated

ENUM(
EQ(REPLACE(Amount,0),0),
LT(Amount,CConst7),

Missing

LT(Amount,CConst6),

Failed (Low)

Just Passed (Low)

GT(Amount,CConst5b),
GT(Amount,CConst4),

Just Passed (High)
Failed (High)

VVVVY

GTE(Amount,CConst6) & LTE(Amount,CConst5) ————  Passed

Peak Boolean NEQ(Amount_Evaluation,3)

Result Boolean

©2018 Waters Corporation

Minimising Manual Review

NEQ(SUM(Amount_Invalid_Peak),0)

110
=_ ||
|

Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

= To check everything that was in the previous ‘Partially Automated
Review’ table...and specification limits checking...

Result Boolean
(

EQ(Amount_lInvalid_Result,0) &

EQ(Method_Invalid,0) &
EQ(Altered,"No") &

EQ(Manual,"No") &

EQ(Faults,’No”) &

EQ(Result #,# of Results Stored) &

LTE(Result #,1) &
EQ(Processing Locked,"True")

VVVVVYVYVY

)

Result OK

©2018 Waters Corporation

Result well within Specification?
Acquisition Method is Correct?

Methods Not Altered?

Results not manually saved?

No specification faults or missing peaks?
Using Latest Result?

Not Reprocessed More than Once?
Cannot be Reprocessed Further?

Requires Additional Review
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Exception Review Evaluation Cle S
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= Use calculations and logic in the application to determine ‘high-risk’ from
‘low-risk’ samples
— Minimise manual interpretation
— Build-in safety checks

ﬂ SampleMame Result_COverview

1| PQ Std 10x

Pl Unk. 1
PC Unk. 4

P Unk. 2
P Unk. 3

PQ Std. 2.5
PCL Std 5.0x

e I = L LI (S

©2018 Waters Corporation 112
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Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

Examples of Audit Trails — User’s Question

©2018 Waters Corporation 113



Waters

THE SCIENCE OF WHAT'S POSSIBLE.”

Case 1

m Q: AfffHE—%dataR Ik T 1097827
m f£Run Samples= M H BSample Set Method, Run Time#h 2255 f&1F?

File Edit View Inject Actions Customize Diagnostics Help

I]’||H @) O| °|Ij__.‘ @Il]ll ]'C| =1 P 4 EE] I},l [Run Orly | [Continue on Faut ]
Sample Set Method: |

E Vial \./El #of Label SampleName Level Sample Matrix Function Method Set / Lane Processing ‘IFS::
(L) Injs Report Method |Reference (Minutes)
1110 | 5.0 1 Blank solution Inject Samples Normal 25.00
2|10 | S0 1 Blank solution Inject Controls Normal 25.00
31 5.0 1 Standard solution- Inject Standards Normal 25.00
4112 | 5.0 1 Standard solution- Inject Standards Normal 25.00
S |13 | 5.0 1 Standard solution- Inject Standards Normal 25.00
6 |14 | 5.0 1 Standard solution- Inject Standards Normal 25.00
7115 | 5.0 1 Standard solution- Inject Standards Normal 25.00
8 |16 | 5.0 1 Check Standard solution Inject Standards Normal 25.00
9 |17 | sof| 1 Inject Samples Normal 25.00
1018 | 5.0 1 Inject Samples Normal 25.00
1M)19 | so| 1 Standard solution- Inject Standards Normal 25.00
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Waters

THE SCIENMCE OF WHAT'S POSSIBLE.”

Case 1

= {¢Sample Set MethodfJaudit trail, & RA{E kA A EC £%
= (EFTRRARIRFE B, RIRFIRAMEFRESEERTHIEZ. .
= b mR{E R A< B Differences”, %I {ERun Time{t1022.425

©2018 Waters Corporation

"{]* ]| sample Sets] Injections [Channels| Methods |Result Sets |Resutts|Peaks | Fractions | Sign ofts| ¢
3] Wethod Name Method Type WMethod Date
1 hstrument 2018/4/23 PM 07:00:12 CST
B mstrument 2018/4/23 PM 06:58:08 CST
z Processing 2018/4/25 AM 09:13:31 C5T Method Properties @
l Processing 2018/5/28 PM 01:18:45 CST /  Method Informaion
H] Processing 2018521 PM 04:05:06 CST ame:
B8 Processing 2018/4/26 PM 02:02:15 CST / [LUBeiis apeie el
7] Report 2018/4/26 PM 02:16:18 CST / Fest Modied By:
B Repart 2018/4/23 PM 06:58:08 CST ""—‘*I Locked By:
5 | Method Set 201874/23 PM 07:47:10 CST / iea Being Edied By:
m Method Set 2018/4/23 PM 06:58:08 CST —Method Histary
T Sample Set 018/4/] / @]  Method Name Method Type  [Method Comments Methed Date
12 Sample Set 2013/4] Sk 1 :
13 Sample Set 201 New Method 2 2]
m , Sampke Set 2018 Method Properties...
Praview/Publisher \
Print...
Run Samples \
Copy Ta Project... \ < i ] v
View Az » \ I Differences I Frint Methods Fiint History Save As Cunen Audit Trail

115



[ |
Waters
Ca S e 2 THE SCIENCE OF WHAT'S POSSIBLE.”

m Q: Aff"’Result ID”;2H EEE?

_Peak Results

| SampleName R‘j:"" Injection Date Acquired Sample Set id ”Mmms""g ':'ﬂw‘m“"g
1] kK 1283 1] 2018522 PM 0216:10 i:ST 1225 impuruty 1272
: 2 Bl k 1284 2 201MPM 025232C$T 1225 Impuruty 1272
{3 reference Slaida_d_i 1285 1 2018/5/22PM 032851 CST 1225 lﬂ'puﬂyﬂ 1272
‘ 4 referenceStandatd 1286 2 2018/5/2"“04%26(:31’ 1225 Impuruty 1272
+ 5 reference Slandatd 1287 3 2018/5’22 PM 04:41 46CST 1225 Impuruty 1272
6 291 1288 11 2018/522 PM 05:18:19CST 1225 Impuruty 1272
—— el — ——— ———— —
7 29-1 1289 2| 2018/5/22 PM 05:54:39CST 1225 Impuruty 1272
8 [29-2 1290 1 2018/522 PM 06:31.02CST 1225 Impuruty 1272
9 [29-2 1291 2| 2018522 PM 07:07:21 CST 1225 lnpuruy 1272
10 tx | reference Standar 11 2018/5/22 PM 07:43.45CST 1225 ln'puuy 1272
©2018 Waters Corporation 116
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Case 2 THE SCIENCE OF WHAT'S POSSIBLE.”

= “Result ID” — 2F&%E, B12735E1E1F HithResults Z Bil
“Manual” — “Yes” = FENEIERIE

= “Date Processed” — Result ID 1273 processing B fEI7E 8, B2 MEith
data—#2{#processing

Peak Results

e R e — - — S —

SampleName RT;’“" injection|  Date Acquired sampleSetid | ©vesstd | PIOCESSING | o | pranat | Faults | * osdts | Resul
ek | 1 1;2{:1515;22 PMOZ1610CST| 1225 impurity 22[Ne |No [N T
I 1264 | ::4 2018522PM 025232CST | 1225 impurty 22Ne  |Ne [N 1 1
13| referenceStandard| 1285 1 4 2018522PM 032851 CST | 1225 mputy|  1272[Ne  |Ne  |No | TR
4] reference _St:;ldald 1286 __ 2| 0tws22PM 0406 26CST| 1225 mpurty[ 1_272 No [No [Mo I
5 reference Standard | 1287 3| 2018522 PM 0414146 CST 1225 Impurdty 272|No |No | No TR
[ 291 1288 1] 2018/522 PM 05:18:13 CST 1225 Impuruty 1272|No  |Ne  |MNo 11
7 201 | 1289 2| 2018/522 PM 05:5433 ST 1225 | Impurty 1272|No  |No |No Tl
8 22 1290 1 [ 2018/5/22 PM 06:31:02 CST 1225 impurdy|  1272|No  |No | No 1 1
9 22 | 1201 2| 2018522 PM 07:07:21 CST 1225 Impuruty 1272|Ne [No  |No T
[ u_[  reference Stancarg)| 1273 1| 20185022 PM 07.43:45 CST 1225 Eurl_ly_ _' lii?zﬂio e v | i ]
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= Q: AfE—X. £ REAMProcessing Method#848 ], fIBlankZz &/
Data® A~ —#x?

_= 249
Peak Results I% L Fn €/L,

{ <
NN
=)

3
S
>

%
ak Results
Name RTH Area [|IntTye | Conform Ta ‘IIntT Cot
e e orm
i 5949419 || Group | caotas | roup
Peak Results I
et I— Peak Results
N RT Ar S| T
ame = wv we|1 Name RT | Aves F:ﬁs(;“ Int Type
1 12.195)| 137846 973 | BV
H 12195] 172106 1076 | BV
2 15216 32860 2101 | W H 15.216] 38009 2373 | W
3 17.448| 130819 us|w raas) raer2 ey
4 10355 37538 85| w | prp p— vy
> 2777|5710 e w 20.777| 70140 1691 W
6 21300 26078 Rzl A | 213001 310058 8426 | W
7 23065/ 5043419 | 20736 | W |
I 23.064|| 5964245 | 207527 | W
8 26,601/ 131202 203 | VB I; prw p— RS
Sum B7754722
| 6018142.5 !
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= 5 = Rprocesst B E data;Z A 0FIBlank, ZBIREZEIN T 1 AU, L BHEEAK
RIEHIEMethod Setf ;&4 RRE

» Q: ¥ datafTiE A#IMethod SetZ[F—1&, M EMethod Setix % 5% i 5t B B
R 27ES/15 PM 4:30, MRIES B TELLEFfE 2 1%
v checkZ — X processhFfEl : 15-May-2018 5:38:14 PM
v check® Z XprocesskFfE] : 16-May-2018 9:47:03 AM
v RS T Method Audit Trail, ERH505%

= RFI—{ETHE. ..
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= Blanki& & # IE #ELabel, & — T Sample Audit Trail, view sample history
(% — RprocesskfEl: 15-May-2018 5:38:14 PM )
(%5 = RprocesskfE : 16-May-2018 9:47:03 AM )

Sample History

User: Date: 15-May-2013 4:26:21 PM Asia/Taipei +08:00 Reason: save
Modified Visl(Label). <No Value> -» BIK3 <G

| User: Date: 15-May-2018 5:17:53 PM Asia/Taipei +08:00 Reason: save
Modified Vial(Label): BIK3 -» BLK3 €=

5 |User: Date: 15-May-2018 6:20:23 PM AsiafTaipei +08:00 Reason; save
Modified Vial(Label): BLK3 -» blk3 <€

Date: 15-May-2018 7:24:32 PM AsiafMaipei +08:00 Reason: save

I 1 1

1A
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® Q: Audit Trail “Action” — Deleted Result Set ?77?
Audit Trail “Misc” — Deleted during background processing ???
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Case 4 Waters

= This Result Set was not deleted by user, Empower deleted it during
background.

= The reason that no results were generated was that the project
tablespace was exhausted. But other things might also cause not results
to be create:

v Processing attempted with a Method Set that is missing either a
derived channel, or a Processing Method.

v Processing attempted with a Processing Method that does not match
the channels (e.g. and MS processing method with a fluorescence
channel)
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Case 4 Waters

= http://www.waters.com/waters/support.htm?1lid=43575&type=USCT

Home > Services & Support > Support > Support Library

iRequest Technical Service / ResultSet Deleted during background processing

Support

Support Primary Product: Empower

Content Type: Usability/Consistency
Category/Screen: Aydit Trail Generation

How To Videos

Platform: ALL
Safety Data Sheets Operating System: Not Applicable
Spare Parts PCS Number: 43575
Instrument Upgrades Product Version: Empower

Software Option: Al
Version Corrected: Not a Defect
Related Products: Empower

Instrument Services and
Support
System Implementation

Software Services and

Support
Abstract / Summary

When background processing fails to create results, Empower automatically deletes the empty
result set and posts the "No results produced for this processing job" message to the Message
Center. In the audit trail, the deletion is attributed to the user who submitted the processing job,
even if that user does not have Delete privileges.

Professional Services

To determine how a result set was deleted, check the audit trail. When Empower deletes a result
set, the audit trail Misc field contains the text "Deleted during background processing”. When a
user deletes a result set, the user's comments appear in the Details field after "Reason:", and the
Misc field is blank.

See PCS 45715
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