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> GOOD PRACTICES FOR DATA MANAGEMENT AND
INTEGRITY IN REGULATED GMP/GDP ENVIRONMENTS
(DRAFT PIC/S GUIDANCE, August 2016)

» MHRA GMP Data Integrity Definitions and Guidance for
Industry (March 2015)

» US American FDA Data Integrity and Compliance With
CGMP (DRAFT GUIDANCE, April 2016)

» PDA points to consider Code of Conduct for Data Integrity

» WHO Guidance on good data and record management
practices (Technical Report Series No. 996, 2016 - Annex 5)
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GOOD PRACTICES FOR DATA MANAGEMENT
AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS (DRAFT PIC/S GUIDANCE)
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Category : Documents for Inspectors
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o\lf & & i@ ¥ &6
C”‘F%)A RERVEERE il ZE AZSMIEEHT LS http://www.fda.gov.tw/

Food and Drug Administration

4



QW
ﬁmgﬁmﬁ%EﬂE'w FE@LE TS E:

Food and Drug Administration

FoF YRR
Y- F AL
Y= F P
R R
FIFEBER AR
PR RN R ERERARE
¥ F Epx R PZ S TS
FAR EHARTE A REBIERYE
FL R EETHT g FESE
%i"‘fﬁh-i FlFé’pm&%mﬁIH’yﬂ
¥ - W R AR L i R B
LR BRI sk g (T
¥z Ly
PR ORI LA

R

Eil http://www.fda.gov.tw/



o M I Hcyyp 27

o FEIRIE AN chilfdp 2 jedk s AL~ RiE R R
) AEBEGE DN T L 2 B
o"::_"_ N - E;(ot:_"_ ~ J}Ei,]\iﬁjyj;_i.-} _o-é-»‘:g!s

O\l & & i@ ¥ &6
C/‘F%)A RERVNERE s ZAZS@EIEEHTZE http://www.fda.gov.tw/

Food and Drug Administration



L T B S

>Ry cnE &
2 B 4%
v iy R A
Batch release data vs. WH cleaning records
VA BT R R

Assay data vs. Friability data

O\l & & i@ ¥ &6
C”‘F%)A RERVEERE il ZE AZSMIEEHT LS http://www.fda.gov.tw/

Food and Drug Administration



/§4~ﬁ%ﬁﬁ &%m *’I%ﬁﬁﬁV&%%
B gy A

VEIR ARG REEUE AR /IEIFEA BT A~ iR

S NS NLE LR LS E s L
B F AL A2
VLR S p e £ fesed g B

~—

L & 4 i@ Fl 20
‘F RERVYERE s ZE ASMEILEHFZ S http://www.fda.gov.tw/

Food and Drug Administration



ZE BEZD

* AR P L RDFALEEE R AR (PR s
J o

BHE T F AW R FAREIg R g By

* R &

> A REFEr BB RELG T R4 iy R F
RAIEHF 2 13

> A BARL bl & R By - R

> bR PR AT R R BRI R R G Sgedk

i BEFEF (udit trails) » kvt $ 3 pp iR3R 4 & IR chdicdy
BETHE &

(- EERAS e
‘FDA Ejfmﬁ;m@ﬁnﬁﬁ EXREFILENEZEN http://www.fda.gov.tw/






e ReiE 2 A4 0 B b S HR R D
ﬁ%m”“ma% Ty SR TS
FePe o BT &ﬁmmﬁﬁogﬁm&%mgﬁ
e ¥4 ? I % }'@.}\ R
AR frre ik
SR
IR - R N R
SR e SR SR
£ B T R A B
BB 303 TR iy 2 IR A

O\V & & i@ ¥ &6
C"F/T;)A RERVEERE il ZE AZSMIEEHT LS http://www.fda.gov.tw/

Food and Drug Administration

V VV V V V

11



* ALCOA * ALCOA+:

> ¥ if 4 (Attributable) > = B4 (Complete)
> 7 %4 (Legible) » — Ik %+ (Consisitent)
» = # 1+ (Contemporaneous) » @it A 4 (Enduring)

» J 414 (Original) » ¥ B~i¥ 14 (Available)
» I F& 1% (Accurate)

O\]”' & & i@ ¥ &6
C”‘F%)A RERVEERE il ZE AZSMIEEHT LS http://www.fda.gov.tw/

Food and Drug Administration

12



QY

i =

7o k5

”\ j‘ INA /F‘ ?
(Attrlbutable)
~ %zé']é‘_(OriginaI) >

LA érm*p.%l F & 9
> '*JL 7 /r’ p’iﬁ%

> 1 L‘GMPQ Fz P 5 F S
> B SR TRk Mg i
> ¥ if w4

> AR § Bfo- R

> %%éw?ﬁ@\@m T I2E P
> Ao 3 BT PR G

CELERE!
BRENEEE 20

Food and Drug Administration

EXREMHLERNES

s ¥R A ik
Elffr]é‘_(Leglble)

7o A4

VA ’F\ fa-

LY e
& # 4+ (Contemporaneous)

I #x ¥ (Accurate) (ALCOA)

13

=ty

=&l http://www.fda.gov.tw/



QY

i =

2 9 y /
277 2
< é, g mg f"

> rF 2 B B i BT (¢ RIRAEE)
éﬁéi@ﬁﬁm~+ﬂ£ﬁ# I@op Hp
> B AL FHae a7 RAREEE S
> 2 ERRFRE Sy B RE Y gy
» v BRRE A T EH EREER P A
> v RAKRADEFREFRTOER BN ERD
*%%ﬁ*lm’%i’%?ff*'%mﬁw‘
Bt g 2 B AT
{1 £ i@ Fll 2P .

RERVYERE s ZE ASMEILEHFZ S http://www.fda.gov.tw/

Food and Drug Administration



G b BB I

dion

>

>

Y VYV

W AT R A e TR e
e w R A BT A the

BOEEEER O R B R B RS D
g e AT ¥ (R ik B

a0 g8 13 - irge 2 2R - i FHET
BTk

& 4 i@ Fl 20 15
RERVYERE s ZE ASMEILEHFZ S http://www.fda.gov.tw/

Food and Drug Administration



QY

i =

2 4 y / PN
< 4k o
W > N - > 1

‘\

>+ ki kd 31
> A Y 2T 0¥
PEBMNFRGHT R e
= PR RS
>R TR N EEE kA
>k ér:‘f*f@fﬁ-wﬁiﬁ'uf A 2 ERN S ETHE
PAEHWEARS > AR AT S L RAR NG

#R
>Rt B LE P N RIE B AR
CET LR

16

RERVYERE s ZE ASMEILEHFZ S http://www.fda.gov.tw/

Food and Drug Administration



R &

SRR & & F: & @i Rss
Phoi £ R B FH BB R FIE LR PR
PR P
>t om ke b

\’r”o & &g Al 3B
‘FDA RoRVNERE BNEAZMHIEEANEZEN http://www.fda.gov.tw/

Food and Drug Administration

17



3 » 2 L, >
27 —3
BT B

> v AR R RR S FOTR T E LG Rl

dion

R I3ERIIEFTEAIRP D 2 &I AR
FREARRP > B4 niEad R ERENM R
R

# [l

& 4 i@ Fl 20
RERVYERE s ZE ASMEILEHFZ S http://www.fda.gov.tw/

Food and Drug Administration

18



)
=

FiEmE LB E S TR TR

> FE % 4 s HP 'L £ GMP/GDP & R ¥ 2

> RREST BB R R UL R (k7
B~ EEERA) *‘i&? i /W‘ "’L#)‘“i‘iﬁ* B A
9 A

p;C A ) ﬁ'g‘\:%#
>}@-}3 % Tf T}"qﬁm'ﬁ\ﬂ%

& 4 i@ Fl 20 19
?ngﬁ;mtamﬁnﬁﬁ EREZPHILENEZE http://www.fda.gov.tw/



3
¥ Lenf§ B33 kit (40X 2% pHmeters % )

 Hfledp 7 REFINRBY 0 2R FTASL I
CRLPY/EREF RIS BSR4
B B A 2 dpn A BB LA p i Fogat

FL=X e gre

20

o, mEEES e
C”‘FDA RoRNEEE U ZAZEMHLEHNEZSEN http://www.fda.gov.tw/

Food and Drug Administration



* £ 7 &l *(true copy)

P FAAT A R BPTF R R > o
A 1TIR L S FEARIR L F
>¥a‘f‘v?#%vl?ci.% » EF B AV A Mr\ T+ A
% (4cPDF)# 32 » 1@-2@% QAﬂamE
1‘”’%& B oo MR it v i 'Fm—— 7 al &
*‘*’H TR PR A0 2
/:wm &
>%$“?*V§w,iﬁﬁﬁiﬁﬂi’u
ﬁﬁip.\;ﬁiﬁ%\mﬁfﬂmp ix

oy & 4 i@ Fl 20
‘F %ﬂﬂﬁMEEE EREZPHILENEZE http://www.fda.gov.tw/

Food and Drug Administration

21



;
PAERB AL R T ANE AL E L PP ILIELER

7 N

* RAMEZEFRI AT FE E I

>R d k&I Fe s (AT IRE) B 2977 2B
i #idx (metadata)

> ABE AT SR SPOFREL ZFEA  BERN I
BR kB ledp v oA 2 AT g R L By

. EEBAE
ggh%;aﬁﬁm%ﬁaﬁﬁzm "

Food and Drug Administration

ML B E ZE R http://www.fda.gov.tw/

i



v Fhy 32 A

‘% ’ -ﬁr’}‘%fr %t%éﬁf?;}%? (=N )77'|J :"l.ff- ;l;"‘ 1=

LA AR SR I
PRGN E 2= ¥ A AN R 0 U A F

AL F iR eT gl B g

A

/.

-
-

\
N

-

=

> & &g Al 3B N
‘FDA RoRVNERE BNEAZMHIEEANEZEN http://www.fda.gov.tw/

Food and Drug Administration



- -0 _
' PR R - B4R ¢
[ S el (z’zr'GMP/GDP’E‘ 22@3 CRREPESADD)
o i

B oE FE AT M#w/@mﬁf v ik
> REE Bk ST R G R R 2 A

> L ALR R S RITE R A S TR LR R 2k 2
i G- T Aot =X if«?ﬁ'{%rﬁé_i = : ‘
b B R A o R T § e
oo

> s }@%E,J SLenigik 0 @ 23%%, ,&E\‘?E&%dﬂ%i A
1% ET

\],,, & & i@ ¥ &6
‘F EEEEM%FM%EE BN ERZEPIEEREZEM http://www.fda.gov.tw/

24



> %jf i BEFE T (audit trail) 22 % SLF » % 4(system logs) sFHE 5

vV ipMSOP > 4o 4 ~ g N H ’%'é)}};ﬁz‘ﬁ*ﬁ
VB> NEE s U wgp S\
V BIRFARNE A U E ﬁ; : Eﬁ)}%,ﬁ 5

-1 Py

\‘Lf & & i@ ¥ &6
‘F RERVEERE il ZE AZSMIEEHT LS http://www.fda.gov.tw/

Food and Drug Administration

25






. e 2 2, L > > 21
e N IL 2 25 5~ ﬁp N A
7N

1z <7 Jh WA

> BRI T RAEGR

> ERIEPD KT T RmA
o3

G PRl e R R R R

> EFRE AR EI

P> E RN IEG AR FILR AR K A4 0 R E PRk

1 4] T CAPAZ 8P 4 g & 3¢

2 GMP?# £ |4
B SRR R O~ TR B3

\]r" & &g Al 3B
‘FDA RoRVNERE BNEAZMHIEEANEZEN http://www.fda.gov.tw/

Food and Drug Administration

27



Iy
B F B
>$ﬁg@#iﬁﬁﬁﬁ’@é—*w 7E
W ITHEIHE N (o2 2 Jﬂi) ) WE
RARER R BT A
@
& T A @ company

28

C”‘F/T;)A RERVEERE il ZE AZSMIEEHT LS http://www.fda.gov.tw/

Food and Drug Administration



¢ Rl kMR- F RGP

vy
-

>R 4 F T A Bl { Tk 4
>R AL A R

29

OLQ & & i@ ¥ &6
C”‘FDA RERVEERE il ZE AZSMIEEHT LS http://www.fda.gov.tw/

Food and Drug Administration



‘Lf

=

; T P it % %¥v (4cHPLC ~ GC ~ UV-Vis
2 8 SUp » PY
T4 % "’i?

SR EMDE £ (40T

‘P ! 'f‘i/\ﬁ ) %}{%E‘i’_ﬁ ;f’irﬁ ’
/ BIEA AR NG EIT TP
I ﬁﬂ’i%?*%%ﬁ%@ﬁﬁﬂﬁﬁﬁ
AT AT # *& ’f?; Q i RFER
i R ed *ﬁfvw

_|
"I'J]v
m

)
CET R 2
ABRENEERE = A SELEHNESE:

30
=&l http://www.fda.gov.tw/



& F EPLCH T/ ;o &
VoORR RS RN B

Vo b AT RSB R B L AT

R I - I = S R
>REF T ERER

V BETERHE Y VR T S ERhE P M

~

\’f’ & &g Al 3B
‘FDA RoRVNERE BNEAZMHIEEANEZEN http://www.fda.gov.tw/

Food and Drug Administration

31



Q)
C

o if BEFETE (Audit Trails)

),

dion

>
>

>

>
>
>

>

Bo e i R Rk i B B i

BT ke Sy AR ~ A s REf L AR M
ZEIERIES

R A R LS PR R B LB
FEEL 0 drE EARR B % Z A RRLE

WREPRE ALY AT R 5 A

BREFREIBELEEIHNP

B3R ST d BpA 230 Rt 0 B0 F B PF (dop 3
AR LZE) J EEINF RN

IR MAEN 2 KA RBEPTRPAER > UE FRE Y D
FelFE A% B

&m0 32

RERVYERE s ZE ASMEILEHFZ S http://www.fda.gov.tw/

Food and Drug Administration



VR IR AR A TS (
§ 7 PA N PRF)

ViR SaEsR T Rk Sudp o ok MEJ »

N i =/ LR S A R A
T Pk SLFEIR

33

O\VQ & 4 i@ Fl 20
C”‘FDA Efﬂdﬁ;ﬂﬁnﬁﬁ ENERZHILEREZE http://www.fda.gov.tw/



i e

o Wy mﬁ;fj »

> p B Bep FR
Vo EFEST 5 SLRT PR T ﬁm#ﬁﬁ»ﬁt}fgm_l_ FME R
v P el AL FAHE A E BT 4
VO SEPBMUSRE o YRR RS e e AL 2
# LSRR SUE =

e éﬂi \'ﬁ
o A

{

RN

ﬁnnﬁ%%‘ﬂ%

Food and Drug Administration

ﬁ%m%i o f g A & £ ATAIE R B
P RERBRADRERT ) TRERZ

34

EREZPHILENEZE http://www.fda.gov.tw/



c L3 HHRP

> B BRI 8 AR B B
> OEBETORTIN L E 7
By i e 4 i 4
% { d9 it
RLPHEPFR
%L R 7
RS G ks
> & &R Kﬁi@w-’l—iﬁé’}fﬁﬁj ~ b F 1 .?l‘- T
> a7 SOP#s it drie B 4 iE Bigh
> BPEBRETZERRES 2 E
) EERT®

N XXX

‘FDA RoRVNERE BNEAZMHIEEANEZEN http://www.fda.gov.tw/

Food and Drug Administration

35



D B RS R

> Bhphn i R 7 F R Readn 2 2 R

P OBPp R PR A R~ R Hp 2
W B R e Bcp AR I DR AR R

> EEBREEE BT 8

> T F RSBy I RE AR By a0 2

> At TR A 4 gy (¢ 7 e B
2L ces) ¥ A T Bt SR B ) sk

> T ARRCRE T R By e AR

vYOlIR
YOUR

ccccccc

CELRIED

DA E,EEM i M%in;%m BN ERZEPIEEREZEM http://www.fda.gov.tw/

36



BREE BERD

° 1— }%éfé é\»f %f& Z‘#Brﬁgi 4 TE’;F_7 ;fm.ﬁr,«f‘?
TG R e R R R el § Y

i
>R AT L K ETS chilichp F T2 s Rkdp 2 b

1 13
ﬁ~ bo's 2 H M AEN
» e 5 vs. CoA o e R E % ’*’}@r‘;ﬁiﬁ—m
CoA
ok EIE R £ NRES TR I ERR B hg
(I Y e
» &?Eﬁ’i:*ﬁf’:ﬂ ieeg B (e ik SR 5 e
B i L 1 TR

& 4 i@ Fl 20
ﬁﬂﬂﬁ%%ﬁ% EREZPHILENEZE http://www.fda.gov.tw/

Food and Drug Administration

37



> meA B B

PER LGN fREERS AR S FRME A
RF VEEBEERFZ ARG
H%f“ ﬁxéfimﬁfh‘# % aREh R R

FESFEF AR -CFRRE
>ﬁ%ﬁw%ﬁ&%‘ fe s BAR R

PERERSTR TR AP ﬁfljfx;efci#ﬁ%gf@dfﬁnqﬁg}&g
>‘?“}5§&"}§_#4'J‘—r‘7}§5§§ 9 Bk 2 AL A SRR TR
r{,‘]

2y SIETENELY e Ly W AT B R

\‘Lf & £ id A &0
‘F RERNEEE Bl EAZSMILEHNTZE N http://www.fda.gov.tw/

Food and Drug Administration



MHRA GMP Data Integrity Definitions and
Guidance for Industry
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Revision 1.1
March 2015
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Establlshlng data criticality and inherent integrity risk

* When manually recorded data requires
stringent oversight, consideration should be
given to risk- reducing supervisory measures.

e Examples include contemporaneous second
person verification of data entry, or cross
checks of related information sources (e.g.
equipment log books).

MHRA GxP Data Integrity Definitions and Guidance for
Industry (Draft for consultation July 2016)
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US American FDA
Data Integrity and Compliance With CGMP

Bedh % A1 5 CGMP 1 & 1hdy

DRAFT GUIDANCE
April 2016
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 How often should audit trails be reviewed?

e FDA recommends that audit trails that capture changes to critical
data be reviewed with each record and before final approval of the
record.

e Audit trails subject to regular review should include, but are not
limited to, the following:

— the change history of finished product test results
— changes to sample run sequences

— changes to sample identification

— changes to critical process parameters

e FDA recommends routine scheduled audit trail review based on the
complexity of the system and its intended use.
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e Whatis an “audit trail”?

e Audit trail means a secure, computer-generated, time-stamped
electronic record that allows for reconstruction of the course of

events relating to the creation, modification, or deletion of an
electronic record.

* An audit trail is a chronology of the “who, what, when, and why” of
a record.

* For example, the audit trail for HPLC run could include the user
name, date/time of the run, the integration parameters used, and

details of a reprocessing, if any, including change justification for
the reprocessing.
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e Whatis an “audit trail”?

e Electronic audit trails include those that

— track creation, modification, or deletion of data (such as
processing parameters and results) and those that

— track actions at the record or system level (such as attempts to
access the system or rename or delete a file).

e CGMP-compliant record-keeping practices prevent data from being
lost or obscured. Electronic record-keeping systems, which include
audit trails, can fulfill these CGMP requirements.
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QUESTIONS AND ANSWERS (13)

ZRKEZE BERD

 Why has the FDA cited use of actual samples during
“system suitability” or test, prep, or equilibration runs
in warning letters?

* FDA prohibits sampling and testing with the goal of achieving a specific
result or to overcome an unacceptable result (e.g., testing different
samples until the desired passing result is obtained).

e This practice, also referred to as testing into compliance, is not
consistent with CGMP.

* |n some situations, use of actual samples to perform system suitability
testing has been used as a means of testing into compliance. We would
consider it a violative practice to use an actual sample in test, prep, or
equilibration runs as a means of disguising testing into compliance.
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QUESTIONS AND ANSWERS (13)

. Why has the FDA cited use of actual samples during

“system suitability” or test, prep, or equilibration runs
in warning letters?

* According to the USP, system suitability tests should include replicate
injections of a standard preparation or other standard solutions to
determine if requirements for precision are satisfied (USP <621>).

e If an actual sample is to be used for system suitability testing, it should be
a properly characterized secondary standard, written procedures should
be established and followed, and the sample should be from a different
batch than the sample(s) being tested.
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QUESTIONS AND ANSWERS (14)

ZRKEZE BERD

e |s it acceptable to only save the final results from
reprocessed laboratory chromatography?

* No.

e Analytical methods should be capable and stable.

e For most lab analyses, reprocessing data should not be regularly
needed.

e |f chromatography is reprocessed, written procedures must be
established and followed and each result retained for review.

e FDA requires complete data in laboratory records, which includes
raw data, graphs, charts, and spectra from laboratory instruments.
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QUESTIONS AND ANSWERS (6)

Z2F BEZD

<IN
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e How should blank forms be controlled?

e There must be document controls in place to assure product quality.

 FDA recommends that, if used, blank forms (including, but not limited
to, worksheets, laboratory notebooks, and MPCRs) be controlled by
the quality unit or by another document control method.

— For example, numbered sets of blank forms may be issued as
appropriate and should be reconciled upon completion of all issued
forms.

— Similarly, bound paginated notebooks, stamped for official use by
a document control group, allow detection of unofficial notebooks
as well as of any gaps in notebook pages.
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QUESTIONS AND ANSWERS (9)
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* Can electronic copies be used as accurate

\II..'

reproductions of paper or electronic records?

Yes.

Electronic copies can be used as true copies of paper or electronic records,
provided the copies preserve the content and meaning of the original
data, which includes associated metadata and the static or dynamic
nature of the original records.

True copies of dynamic electronic records may be made and maintained
in the format of the original records or in a compatible format, provided
that the content and meaning of the original records are preserved and
that a suitable reader and copying equipment (for example, software and
hardware, including media readers) are readily available.
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QUESTIONS AND ANSWERS (1.d.)

ZRKEZE BERD

e How does FDA use the terms “static” and “dynamic”
as they relate to record formats?

— static is used to indicate a fixed-data document such as a paper
record or an electronic image

— dynamic means that the record format allows interaction
between the user and the record content.

» a dynamic chromatographic record may allow the user to change
the baseline and reprocess chromatographic data so that the
resulting peaks may appear smaller or larger. It also may allow the
user to modify formulas or entries in a spreadsheet used to
compute test results or other information such as calculated yield.
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QUESTIONS AND ANSWERS (10)

ZRKEZE BERD

e s it acceptable to retain paper printouts or static
records instead of original electronic records from
stand-alone computerized laboratory instruments,
such as an FT-IR instrument?

A paper printout or static record may satisfy retention
requirements if it is a complete copy of the original record .

 For example, pH meters and balances may create a paper
printout or static image during data acquisition as the original
record. In this case, the paper printout or static image created
during acquisition, or a true copy, should be retained .
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QUESTIONS AND ANSWERS (10)

e s it acceptable to retain paper printouts or static
records instead of original electronic records from
stand-alone computerized laboratory instruments,
such as an FT-IR instrument?

 However, electronic records from certain types of laboratory
instruments are dynamic records, and a printout or a static record
does not preserve the dynamic format which is part of the
complete original record.

 For example, the spectral file created by FT-IR can be reprocessed,
but a static record or printout is fixed, which would not satisfy
CGMP requirements to retain original records or true copies . Also,
if the full spectrum is not displayed, contaminants may be excluded.
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While the term “data integrity” conjures up an
image of villainous lab techs manipulating data,
in truth, 80% of data integrity breaches are

unintentional

Performance Lack of _ DI not fully Inadequate
business awareness or Iﬂtﬂgl’ElPﬂ into processes &
pressure capahbility our Culture technology

So how can companies build a culture of data
integrity? By looking at the following four areas:

Establish a
governance
structure for
data integrity

Education &
Communication

Understanding & Define a
Detecting Risks | strateqy for the

intersection of
data integrity
and technology

4 Ways to Ensure Data Integrity

3 https://www.pda.org/scientific-and-regulatory-affairs/regulatory-resources/data-integrity
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